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2 SR

2.1 HEEANH

BT java i F springboot MESUIT A, TifE LS A, G5 TR ER, HAKA,
%4, WE% 4, IEDE IR

2.2 I

IRERL SESVEl
BRI ARS | Windows, Linux #:1E R4
SCRFMITRIES | 3CFF Java 155, JDKL. 8
SCHFIPRY HTTP

SRR B AN B ] 0 B85 A

2.3 SRR

LS (RS RGEKIER T V2. 1. 4) .

2.4 BT

PrUE restful APT 2 I EE T =0

2.5 O

® EMThRE:

PR LR RZE S RS restful APT B ASL 55 R P #LL IEHE . P

XA MRS -

o ZFEOEK. HTTP K%
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B3R HFR: POST/GET
o MR JSON, UTFS

® POST #HK3Lk#&=: Content—Type:

application/json

o iENRMuBE: http://ip:port/coss/ + FEIHubE

® HRFREISHH RS A -
$2 T SRR N 1) 24000 json M REE R S0, BHER S AIES AN Z ST 550 1%,
TR SC T L5 R Ged H HMAC 24 B T8, B AT SZ e pI25 44 5924 HMAC-SHA256 .

{

>

=
R
W

2.5.1 AIFERSHE

o
W

-4

FB KA | REUM i
transId String | 7§ WK S 5 RSk
appld String | /& S ID 2t P A28 44 R G AR UK R 1 d, it B[R]
R 44 FR 48 TR T ) N A R
signAlgo String | /& L CGBRMENIMAC) , AR N
HMAC-SHA256
signature | String | #& R R
version String | +& R B S (1.0)
2.5.2 ALRESH
FB 3t T SR i B4
status String & P S

#

e
H

p=i
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message String = gRER
transId String & MK, 2L S KT G SRR AR AN LSS
KT
data String(
Mg | R My N2,  { “data” : “data” }
EAE )

2.5.3 W 4E signature THE T

B, WA RKIESREBZREINEIEAES N, BEES N NIEESHENSEEZES
% ASCIT % M/ 3 R4 (58 fp ) , A URL B E X i # X 1
keyl=valuel&key2=value2--*) PHEMTFFFH StringA.

B2, W StringA WHET HMAC i2%, 3% hmac IMEJS i Base64 Zifith, /o132
248 signatures

String signTemp = hmac(StringA, secret, hmacAlgo); //%4%] secret f&MHPHA

B4 RGUE U 2 41 secureCode, B I P [F125 44 2 G0 B LTI A 9 FH 45 B AR SR, %2

2B E ) appld %R, hmacAlgo SCHFFE A HmacSHAL. HmacSHA256. HmacMD5 =FHii%.
String signature = Base64 (signTemp) ;
hmac 75 %R :
SecretKeySpec signKey = new SecretKeySpec (secret. getBytes(), hmacAlgo) ;
Mac mac = null;
byte[] signBytes = null;
try {
mac = Mac. getInstance (hmacAlgo) ;
mac. init (signKey) ;
signBytes = mac. doFinal (StringA. getBytes());
} catch (Exception e) {

log. error ("5 HMAC fEZRI: 7, e);
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® BE:NiERRHI:
o DIFAAGIAPZEDAR (AF]SEIat, WHESHEIRCER) , ERFoT:
{
"version”:71.07,
“appld”:”APP 0157E810F6894BEEB4DEC703317205577,
"signAlgo”:"HMAC”,
»userName” - "3 ="
7 i dType” : "SF”.
”1dNumber”:”513436200005039279”,
“mobile”:”18745292611”
}
o HEIRXEAL:
® SPRBIERIISHILIE key=value KRR, FEWSH 4 ASCIT FRFHFEFRFNT:
StringA= “appld=APP 0157E810F6894BEEB4DEC70331720557&1dNumber=513436200005039
279&1dType=SF&mobile=18745292611&s1ignAlgo=HMAC&userName=5K =&version=1.0" ;
® IEZ4Z{H signature:
StringSignTemp=hmac (StringA, secretkey) //iFHEIRCHIZ41H
signature=Base64 (StringSignTemp) //{EZE4 45 LYK Base64 Ziht
o it L&A FSGHAT HMAC-SHA256 &4 S A EL R T:
NA320Yb/y5010Wn0gy+Auo304Ta4MHXEQeKO JW3Vg+Q=

® HEMFRIEHRICIT:
{

”

“version”:”1.07,
“appld”:”APP 0157E810F6894BEEB4DEC703317205577,
“signAlgo”:"HMAC”,

—

” T ” ”
userName”: "5k =",

% 10 vl 3t 193 11



® BN
b 1 P2 RGBS B D T V2. 1.4

//idTypo// : //SF//’

”idNumber”: ”513436200005039279”,
“mobile”:” 187452926117,
”signature”:”NA320Yb/y50i0Wn0gy+Auo304Ta4MHXEQeKOJW3Vg+Q="

}

® SR SR
{

“status”: 200,
"message”: “SUCCESS”,
“data”: {

“userld”:
”548a43ae04£109a2¢8c¢812¢95673579a03afd8512d7fc85f9abdc9de7066b2af”
}

2.6 EERFEM
& S ASCIT BB MNDNBIKHEF (FHP)
& NRSHNERNZEASEZYZ, BiFERMOCHEAEF RS
® SPLZXHSKNE.
€ 83T https://demo—system. isignet. cn/signHelper/sign. html BRK2E 4248 2 75 IEA

3 O
3.1 HiEhtk

x

11 7 3 193 1t
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3.2 HEAHED

x

3.3 DEEDO

FMIA ST, FHPATIT PC S DU R v E M M85 amii A 3. 3. LA A 7, VM & B2 1)
A% gt Wssimi 3. 8. 2 FPAEBE AR M E0E S . e 5. 4569 H5 Ui, iR[Al45 PC
S A YR R P FTOT AL APP 909, WEIES pin 14, SERIE TG

IR, HPHE PC s sl s Mk g AEREALEL WA 3. 3. 3 IR INAE A4 AR ST A IR 25
YR GURE G FANETE R, IR B R84 AE 55 45 2, R4S PC S B B —4ERS s
7T APP 491 SE A5 44 5 b 55 vt B 428 SRR AE 40 45 R b S5 om sk NS A4 45 G, S ) — 4R,
RIS LSEANE R,

B, RPN s A4, Wssimidnl A 3. 3. 3 WRINAEA4 AR5y, e Ass
BE ke MIRIZEA ARG, RBIZHAESS 1D MEFREAAES 4S5 S, IFAE PC Il v a4 i A= il — 4EhS
Jers: MPHATIFFHL app, 952835, &5, b5 imilad FEHE ARS8 4 4 R ANET, 2%
I

3.3.1 ZMAF

® IThEBVLBH: SEELA RS
® iFK#ubt: http://host:port/coss/service/vl/addUser

® {EXRA: POST

® FRSH:

FB R | BREDH i B4
userName String s k44
idNumber String I RS 1

12 71 3 193 17
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idType String P WEAERTY, SF-EpiiF. HK-F' 1§, JR-ZE AAIE .
GA-VEWLEATIE . HZ-4 I8, WI-RE & 433, BM-

mobile String = FHl 5

departmen | String % WIMER, &K 644

t

uniqueld String % A KRG HME— 1d, &K 64 £, ZE NI
Z RAGME— R RZH P S EdE, RTRLE LS.
K 44 55

signlmg String i 225 K Fr-base64 ¥ 2 H g
P REFREIET BEX 2R A 50

requireCe Y-FE

String %5

rt N-A 75 22
AMEBRINNY, FEIER

o iERRH:

“version”:”1.07,

“appld”:”APP 0157E810F6894BEEB4DEC703317205577,
”signAlgo”:”HMAC”,

“userName”: "5k =",

”idType”:”SF”,

”1dNumber”:”513436200005039279”,

"department”:”QT”,

“mobile”:” 187452926117,

% 13 71 3t 193 17T
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”signature”:”NA320Yb/y50i0Wn0gy+Auo304Ta4MHXEQeKOJW3Vg+Q="

o REIZ¥
FB RE R NI V|
userld String & Fi 7 1D (BP COSS A P AR P 435K, H
Y MSSPID, MSSPID 54 &4k 58— —%F /M)
uniqueld String %5 FPSs 24 P pE— 1d, 1 64 17, 1ZE I
% RGiME— AR ZH P S s, AR LS.
M 42, %

® TR
{
“status”: 200,
"message”: “SUCCESS”,
“data”: {
“userId”:”548a43ae04f109a2c¢8c812¢95673579a03afd8512d7fc85f9abdc9de7066b2a”

}

3.3.2 FPEABUETY

® ThHEEULEA: V55 RGNS AL RIS A R G b CABINE T R BOETD GZAUEL 55 &
ginl LB AR BB R IB G BA R 7, &R P TER 3w A A R A SRS g 1
SR P ¥

® ERHMME: http://host:port/coss/service/vl/getAuthCode

14 7 3 193 1l
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® {ERA: POST

® FHRSH:
B vt} 1S AR B
userld | String F H /= ID (BP COSS A P 4 Btk MSSPID, Z%{H 5%
2 S e SR ——XF R
jobNumb | String % T
er
uniquel | String 5 ME—H5 iR
d

E: ZEAMASUAE—NEE, L YN: userld > jobNumber > uniqueld

® ERRH:

“version”:”1.07,

“appld”:”APP_0157E810F6894BEEB4DEC703317205577,

”signAlgo”:"HMAC”,

“userTd”:”548a43ae041109a2c8c812c¢95673579a03afd8512d7fc85f9abdc9de7066b2af”,

“signature”:”2muiLLUblhY6WfFE6uFINhZQbQFObzVPPNgl0o8h/SKdA="

o REZS¥

B vt e PUY| i BH
status int = IRARY (200 BIh)
message String = REBE
transId String & NV €=

% 15 71 3t 193 1T
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data o A EINIE €7
authCode String | 7% WOE S e, F AT LRI AR
S B AR
code String | 1§ FH P B0 8 AL e A\ S0 B ke
P B o R
® iR
{
“status”: 200,
“message”: ”“SUCCESS”,
”data”:

“authCode”:” {\"id\”:\”APP_E39718EFFD514DB293F934E649B747A9\”, \"sUr1\”:\"ht

tp://192.168. 1. 1:10201/coss/mobile/v1/getServicelnfo\”, \"o\”: \"KHEODgQEUHoQAg ]

cfTY2YA5SSVAOSOBUGNndxEhM70TM3FWF 1 Yxphce SUTHQMMHS4QChMJY2NxLQ==\", \"cv\”:\"2. 0\"}

”
)

"code”:

3.3.3 BINBLES

723d0eela”

® IThEeUIBA: iZdx Itk ARG SN, MW RS, SRR, hash 2
Yo WY =R A 2, %8R DR R A ) 2t Se b R 25 40 s - IR (6 A [ 37 075 G

RIS AL A

® iFKHhdk: http://host:port/coss/service/vl/addSignJob

® {ERA: POST

% 16 U 3t 193 1T
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o HREH:

FB ey =5 V|
AR
serTd Sirin .| FJid (BP COSS 9 P AR B MSSPID, Z{E 5%k
ST | 28HESE——3R)
title String e Fr@l CBeEANEE 100 MR
dataT Stri o JE SIS (DATA: JE S, HASH: hash ##, WEB_SFAL:
atalype tring = T2 )
algo String P 25 42 88 (SM3wi thSM2)
description String - iR (BIANBRENBIT 4096 NEE, Wl LLET
" BB R &R/ T 4096 NFERF. D
AT LA RO CRREISA], BAfE ) . RE
expiryDate String = KF4320434F, BISRERH (GZFBOANZEMERIA
BHHALR)
data Strin . HAHIE (LFR base6d 0T5, BN KB
S, MBS RE SRR RE. )
callBackUrl String % [F] 1 Hb ik
requireQrCode | Strin | REIRE T YEN CABEFEN Y. N RFRAY, Iniiee
B ST |y, 4B BImE K base6d HiTJFIRED

whortoedSe | Siring | @ | BRAULP 1D, TR

. - W5 KRG8, o7E getSignResult FalH48E11
notes String e

JERE IR (7]

® FRRHI:

{

“version”:”1.07,

“appld”:”APP_0157E810F6894BEEB4DEC703317205577,

“signAlgo”:"HMAC”,

"userld”:”548a43ae04f109a2c8c¢812c95673579a03afd8512d7fc85f9abdc9de7066b2af”,

17 71 3 193 17T
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“title” " MARZE4L 7,

"dataType”:”DATA”,
“algo”:”SM3withSM2”,
“description”: "2 A IEIBE L,
“expiryDate”:” 14407,
“data”:”562+5ZCN5rWLEK+V5pWw502u”,
“"requireQrCode”:”"N”,

"signature”:”CG1 j1xQgXuewoKUs1CK61KyL2E jwsazsIin8ae7KOMw="

o REZSH
FB b it TS A BiBA
signDatald String & XA id
qrCode String & TP AN E (CRRERAFB o 1
WA %N, PR AREEE
cert String & R
signature String H ESE AN

® TR
{
“status”: 200,
"message”: “SUCCESS”,
“data”: {
“signDatald”: ”“SD e7841451-8ba2-48ce-bdef-5a7ddcf0fb86”,
"qrCode”:
“"{\”1d\”:\”APP_E39718EFFD514DB293F934E649B747A9\”, \”sUr1\”:\"https://newco

ss—dev. isignet. cn:10201/coss/mobile/v1/getServiceInfo\”, \"o\”: \”"KHEODgQEUH

18 T 3t 193 1T
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oQY3VnKGRrZF5EUENtC1 JQCmBnazMKXQdG JVQdBF 16Nz czCUADEHgEEhOaOSo jNUIKRYE JdX4T

FG8INiIcGQocYggSABZIcS4=\", \"ev\":\"2. 0\"}”

1 EHDGRE O FBITRITRE, WERESHINT:

"status”':

” ”
message’ :

"data

}

“signDatald”:

”SUCCESS”,

E 2. TR, SR FERMEEEED . SR

ANZ Ui
TR Zayit] eIy Ui I
signJobld String & BTG id
status String = BT SIRAS
msspld String & FH P i — Rl
signResult String % B4z vk L
signCert String 5 AR
refuseReason String % 25 5 K]
composePdf String i 4 % J5 B PDF X
4, base64 %z,
AJ LA /58 9iF PDF
o
compose0fd String & & & J5 1 OFD X
£, base64 %=L,
AJ LA /R 58 9E OFD

”SD 9f322e6e-311b-4f52-bcad-4427c11e61f5”,
"KHEODgQEUHoQY3VndDVgY10VUxd t AQEAWmBNNWVdXQcRIVYdBQx/ZDBhXh
VTQyYHEhOa0So jNUIKRyE JdX4TFG8INiTcGQocYggSABZ9cS4="
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B
signTime String = 2544 1 (]
AEIE S8
FB M ST LI Ui ]
status Int P NN
message String = TR ER
data String % ey W B
signJobld String o BATES id
status String & BE AT SIRAS
R -

{
“signJobId”: ”SD_000697d0-4elb—4cb7-b9cf-619e34789218”,

"status”: “FINISH”,

”signResult”:
"MEYCIQDvcy6/WHJ+8QS1S1JalQ9FBabgtnboxwndyQpHBBbcaQlhAMeZ jymkozFKmiMaD2xq/L4 JhW3g05XTm
GL6SO0MzZwr”,

"signCert”:
"MIIDAzCCAqagAwIBAgISTATX9hLyA5saPDc8EKE20sMvMAWGCCqBHMIVAYN1BQAwP jELMAkGA1UEBgwCQ
04xDTALBgNVBAoMBE JKQOExDTALBgNVBAsMBE JKQOExETAPBgNVBAMMCExPQOFMUOOyMB4XDTESMDYwNDE
xMDMzN1oXDTTOMDYwNDExMDMzN 1 owcDELMAKGA 1UEBgwCQ04xDzANBgNVBAMMBuW800S4 1 TFQME4GCgmS J
omT81xkAQEMQDUOOGEOM2F IMDRmMTABLYT J jOGMAMT J jOTUZ2NzZM1Nz I hMDNhZmQ4NTEyZDdmYzg1Z j1hYmR
JOWRINZA2NmIyYWYwWTATBgcghk jOPQIBBggqgRzPVQGCLQNCAAQITH7W1yLLMd4honFRQJPZDAegXM7K1
/078 jY2wuzwTXs55jUQZAu4C9V j6tLp6Qem+01v7v/mAUyM7eP j/CT5041BT jCCAUowCwYDVROPBAQDAgb
AMAKGA1UdEwWQCMAAWEwWYDVRO1BAwwCgY IKwYBBQUHAwMwgYUGA 1UdHwR+MHwwOKA20DSGMmhOdHBZz018vY
3JsLmlzaWduzZXQuY24vY3JsLOxPQOFMUOOyLOxPQOFMUOOyXzAuY3 JsMECgPgA8h jpodHRwezovL2NybCh
pc21nbmVOLmNuL2NybCIMTONBTFNNMi9pbmMvTEIDQUXTTT JfaWh jXzAuY3JsMBOGA1UdDgQWBBR1zT2DR
BtGUSINNfmDSMi ICV jKvzAfBgNVHSMEGDAWgBQ78fsiTPugyfglrS+tCqf3oTpz1zBTBgNVHSAETDBKMEg

GCigBHIbvMgYEAQEWO jA4BggrBgEFBQcCARYsaHROCHMELY9 jemwuaXNpZ251dC5 jbi9 jcHMvTEIDQUXTT
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TTvY3BzLmhObWwwDAY TKoEcz 1UBg3UFAANJADBGA1EAZ3ueB7INEVYTsQ+wrckoQ+u9hilLs/C19TeaSrk

+GcQCIQC/Fuzxhze900FEZPQDd4P JOtUEceZCcZvud j9CUZ/wOw==",
“signTime”: ”72024-10-23 15:52:09”
}
M . FRE D3R 3L 51«
{
“status”: 200,
"message”: “SUCCESS”,
“data”: |
"signJobId”: ”SD 000697d0-4elb-4cb7-b9cf-619e347892f8”,

“status”: “FINISH”

3.4 WkEO

3.4.1 g RED

SEE AT NS B (4. R, TD ), BEUT S E CGTIEERI ], RS, T84,
PR B & R B v T B
3.4.1.1 PRAEMGETD (FRLEL+ TS0

® THREUH: WL RGNS AR RIS RSt AN RIS RSN, RS RS
F5: userTd. @44 BHUES 19—, B9 iE I WR [BIEGERS, 75 RS .

® iFHKHhdk: http://host:port/coss/service/vl/getAuthCodeWithIdenVerify
® iFEKRJE: POST
o FERSH:

B RE | RE DA B
userld String Py F/ 1d (BP COSS AR P AL MSSPID, Z{E S50

2B HE SRS —— % B
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idNumber String 2 W5, K 30 {7
idType String = RS
SF-E ik
GA-V B AT IR
HZ-47 &
QT-H¥
userName String = HPak4s, &K 50 fir
® iEKmpl:

"version”:”1.07,

“appld”:”APP 0157E810F6894BEEB4DEC703317205577,

“signAlgo”: "HMAC”,
“userld”:”548a43ae04f109a2c8¢812c95673579a03afd8512d7fc85f9abdc9de7066b2af”,
“userName”: 75k =",

”idType”:”SF”,

”idNumber”:”513436200005039279”,

“signature”:” nDCs6NeG0206cTApYE68 JPh80YF6vKusPhSisKW7ZpQ="

o RESH
ZB RE | BREDBMA ViBH
authCode String | 5 PoEts —4Ety, HTAEFVmPERER P S
s AR
code String | 7§ F P s, T8 0L i O\ B A ke
FI B A S A

® IFRIRBY:
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200

"sta

”
mes

"dat

tus”: ,
sage”: “SUCCESS”,
a//: {

“authCode”:

7{\”1d\”:\”APP E39718EFFD514DB293F934E649B747A9\”, \"sUr1\”:\"https://coss—
dev. isignet. cn:18759/coss/mobile/v1/getServicelnfo\”, \"o\”: \”KHEODgQEUH0QA
1c0emsyZg5SSVAOSOBUGNdxEhM70TM3FWF1YxphcSUTHQMMHS4QChMJY2NxLQ==\", \"cv\”: \
9. 0\"}”

“code”: "2f678aba”

3.4.1.2 FPEAMIER U5 W

® IhREIA:

FEU user

V55 Z Gl 55 S N AE T [R5 44 R Ge b TR I P I BGE S, IhRIZEH RGe
Id. signature #2563 W3R (A6 5 Jis —4ERS 1 HE DT, 75 U4

® iER#ubk: http://host:port/coss/service/vl/getAuthCodeForH5Mini
® iERHFR: POST
® FRSH:
FB it R WA W
userld String 5 FI P 1D, HI MSSPID CEJ COSS SR /= A B
MSSPID, Z%fH 514 5 kS ——XF M)

® FRFH:
{

"version”: 71.07,

"appld”:

“APP_7B3F36A14E99410A80B37AEF332E3247”,

“signAlgo”: "HMAC”,

“userld”:

"057fbd512ab6455bdeb3a34c70344fa3e2a3d162a46fa203de867873dfd08e30”,
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"signature”:”Yrh9zFWluerRSzEVNCc/C/dluoe jt+Th+w+18JNq7R4="

}
® N

<IDOCTYPE html>
<html lang="en">
<head>
<meta charset="UTF-8">

<title>iFMBHAIA</title>

</head>
<body>
<div id="qgrCodeArea">

//base64 &, _4ERBE H

<img src="data:image/jpg;baseb4 , X XXXXXXXXXXXXXXXXXXX" >
</div>
</body>
</html>

3.4.1.3 FRABIEN (BEPMER)
o IThReUiH: PR TR EZE/NERMEHNBEED
® iFHKHhdk: http://host:port/coss/service/vl/getAuthCodeForWechat

® iFEKRAHA: POST

o FHXRSH.:
FB v &5 U V|

userld String B FH 1D, P MSSPID (BP COSS A H P A4 R
MSSPID, Z{E 54 5 kS ——XF )

wechatLink Int %5 WG N R B e Y

Type 1. thFRIZE%/INEF
2. ¥ FEFHMER

® FHRRH:

{

"version”: 71.07,

“appld”: ”APP_TB3F36A14E99410A80B37AEF332E3247”,
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"signAlgo”: “HMAC”,

"userId”:”057fbd512ab6455bdeb3a34c70344fa3e2a3d162a46fa203de867873dfd08e30”,
"wechatLinkType”: 1,

"signature”:”Yrh9zFWluerRSzEVNCc/C/dluoe jt+Th+w+18JNq7R4="

o REIZSH.
B KA A v

authCode String | & PRI ZE 42 NE P kRS, TS HE K
EH S S ERAE

xssCode String % ¥ EEFRH/NMMEF 4508, B TE ARG A
KACH P B s e

code String | & P EeENS, T F3hm AN BOE S AR H P &
R E

urlLink String | & T At HE i Bhis 255 INME T 1 FE 8

® MIRRE:
{
“status”: 200,
"message”: ”“SUCCESS”,
“data”: {
“authCode”:
"https://mssp—dev. isignet. cn:8338/dpscs/cossMini?appld=APP 5246B8C8DF2E4C30AF880116B13
723AE&authCode=fb996bd2”,
"xssCode” :
“"https://mssp—dev. isignet. cn:8338/dpscs/handAnySign/cossMini?appld=APP 5246BSCSDF2E4C3
0AF880116B13723AE&authCode=fb996bd2”,
“code”: “fb996bd2”,

“urlLink”: “weixin://dl/business/?t=0kgj2cEWc jd”
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3.4 1.4 BB L

® IThREULHI: L RGNS AE RIS ARGt DA RIS EGERY, hR%A RGR

UG userld. signature B G KFEAESLHT, 65 WHRE .

® iFXKHublk: http://host:port/coss/service/vl/getAuthCodeAndSendSMS

® EKITA: POST

® FRSH:

B RE RN i

userld String

iyl

Fi 7 1D, B MSSPID CBF COSS N P A Bt
MSSPID, Z{E5W:4 S MiESHE——X 5D

® ERRH:

{

"version”: 71.07,
“appld”: “APP T7B3F36A14E99410A80B37AEF332E32477,

”signAlgo”: “HMAC”,
"userId”:”057fbd512ab6455bdeb3a34c70344fa3e2a3d162a46ta203de867873dfd08e30”,

"signature”:”Yrh9zFWluerRSzEVNCc/C/dluoe jt+Th+w+18JNq7R4="

M 2751

“status”: 200,
"message”: RGOS KIETL,
"data”: {

”authCode”:

“{\7ev\7:\72.0\", \"id\”: \"APP_B7D04A541B2B420A9E93218967400630\", \"0\” : \"KHEODgQEUHoQV

1TPKGB1YQxSSVAOSOBUGNdxEhM70TM3FWF 1YxphcSUTHQMMHS4QChMJY2NxLQ==\", \"sUr1\”:\"http://19

2.168. 136.9:10201/coss/mobile/v1/getServicelnfo\”}”,

“code”: 723224484
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1
J

J
o EfEapil:

B A VAR Y BRI 5K =, AU HAE B #AE RGE D0 23224484, HRGN570 0.
AWFASH T A% 4 RERIERSR, HZERE.

3.4.1.5 WHAPER

o IReUiBH: BEHAFPHAMEE, WERRGHAHAEORASERGEIT AP uniqueld BEARA,
IS W A P i userId (B MSSPID) . M4%/(EE.

® iFHKHbdk: http://host:port/coss/service/vl/queryUserInfo

® iFEKRAHA: POST

® FHRSBH:
FB v &5 A V|

userld String 5 Fi /1D, B MSSPID (BR COSS M P A Bl
MSSPID, Z%{EE5%:4 S HESHE——X )

idNumber String % UEA 5

idType String 5 UEARSRA CHHriE5 N SF)

uniqueld String 5 AP RGe HME— 1d, &K 6447, 1%E
TGS R GEME— AR IRZ T S S s, R LA
RTLS. Kk

PiHg:

F: Wik userld MMEH userld /E N A

B Ye g Wuserld %, HARANT idNumber. idType WBLEMFS &M E S,

H=OUE: Bl B IEIR AN AL, WEL uniqueld AR E R,

bl EZHAEHouEs, IRERRGE R .
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® FRRH:

{
“version”:”1.07,
“appld”:”APP 0157E810F6894BEEB4DEC703317205577,
"signAlgo”:"HMAC”,
"userld”:”548a43ae04f109a2c8¢812c95673579a03afd8512d7fc85f9abdc9de7066b2at”,
71 dType” : "SF”.
”1dNumber”:”513436200005039279”,

"signature”:”gagFkAkydxIVzDc166s1t08//Q/Yv0sQg4cJJPpLQiw="

o RESH
FB RE T WA W
id String B2 FH P 2Rll 5% 3
username String 2 F Pk 4,
userName | String i VR ZNC S EATESAGEIER 7S
department | String B !
idType String B KA
idCard String B T2
mobilePhon | String B FHL
e
telephone String 75 [#]  H AT
email String 75 HS 4
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JjobNumber String 7 T%
faceld String 75 N id
signpicld String B2 % id
msspld String 2 P id
status String B R
NORMAL-IE %,
LOCKED-#%4%,
DELETION- il B
createTime | Date B2 A1) 3 I 1)
updateTime | Date B A& B8 A 1]
iequireCer String 2 AP RESEMRFEIES CEY, £N)
perservel String 75 TUEFBAE NI R P & S5t 20,
perserveZ | String e TR TBAF BN FARR (BRILN false, ARER
NA true)
L) ViR
{
“status”: 200,
“message”: ”“SUCCESS”,
“data”: {
”id”: ”468010718332071936",

” ”
username :

"department”: "R,
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“idType”: " E ik (SF)”,

“idCard”: ”610527200312320988",
“mobilePhone”: “17609098778”,

”n”n

“telephone”: 77,

Va4

“email”: 77,
” jobNumber”: 77,
//face]:d// : ////’

"signpicld”: 468010719288373248,

"msspld”:

”80c60£904c0244803bd240£358a571f86a52abd1lcc7304a446166e2a5aab0b4f”,
“status”: “NORMAL”,
“createTime”: “2021-07-15 11:08:307,
“updateTime”: 72021-07-15 11:08:307,
“requireCert”: "Y”,

” ” .
perservel” : ,

"perserve2”: “FALSE”

3.4.1.6 BEA,RER

o IjReUiEl:. M TREUNIER

® iEKHbE: http://host:port/coss/service/vl/updateUser
® iFRAH: POST

o FRSH:
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FB R | RELA P B
userld String | /& F1 P 1D (B COSS 9 F 7 42 sy MSSPID, {5
2B PHE S ——XF B
status String | & FIFHOIRA (BE: ACTIVE, #:4%5: LOCKED, V%
#4: DELETE)
department | String | & 17, i 64
mobile String | 1§ FHL5H
image String | & MAPeEEE (B4 ) base64
uniqueld String 5 P E— 1d, %K 64 7
® iFRH:
{
“version”:”1.07,

“appld”:”APP_0157E810F6894BEEB4DEC703317205577,

”signAlgo”:"HMAC”,

"userld”:”548a43ae04f109a2c¢8c812¢95673579a03afd8512d7fc85f9abdc9de7066b2af”,

“status”:”ACTIVE”,

“department” : " ME”,

“mobile”:”13745293322",

"signature” :”WBCwFrp2dya/aEvelJ3a0tEgX j8YGJyDiNullJeF8nE="

® MR-
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{

“status”: 200,

“"message”: “SUCCESS”

3.4.1.7 BEHERERER

o IhiseuiBl: HHAF THR&ERER

® iFERHbE: http://host:port/coss/service/vl/getUserDevice
® ERHFR: POST

o EFXRSH:

FB RE | REBUH L

userld String Py P 1d (BP COSS N 7 A B MSSPID, %{HE
WA S E S ——X R

® ERH:
{
“version”:”1.07,
“appld”:”APP 0157E810F6894BEEB4DEC703317205577,
“signAlgo”: "HMAC”,
"userld”:”548a43ae04f109a2c8¢812c95673579a03afd8512d7fc85f9abdc9de7066b2af”,

“signature”:”YmLkpqEOielLC7qe/4s11qr+7qjwDm284MCNEkvFiCAo="

o RESH
B KA =h B
DR
deviceld String B W id
userld String = 1D
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B AR

Pt

deviceName String

reqCertTime Date = UES T et (]

® TR
{
“status”: 200,
"message”: “SUCCESS”,
“data”: {
“devicelInfos”: [
{
"deviceld”: "DEVICE 93c6da4d-b832-4ed4-8fa5-8c79376d6abc”,
“userId”:
”£2£14013b88bdebd7f4afal2ef99c535e95a2¢36dbd978b8dbebebae856815d0”,
“deviceName”: “TEST GROUP AUTO TEST”,

“reqCertTime”: “2022-06-09 10:19:03”

“deviceld”: “DEVICE 93c6da4d-b832-4ed4-8fa5-8c79376d6abc”,
“userId”:
”£2£14013b88bdebd7f4afal2ef99c535e95a2¢36dbd978b8dbebebae856815d0”,
"deviceName”: “TEST GROUP AUTO TEST”,
"reqCertTime”: “2022-06-09 10:19:03”
}]

3.4.1.8 AP &R&TH
o IhEeiiEd: MRRA R

® ERHMME: http://host:port/coss/service/vl/deleteUserDevice
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® {ERA: POST
® FERSH:

FB RAY R DR B
userld String 2 P 1d (BP COSS JNF 7 A B MSSPID, Z{ES

W2 B HE SIS ——XF R
B 1d

FD

deviceld String

® FRRH:
“version”:71.07,
“appld”:”APP 0157E810F6894BEEB4DEC703317205577,
"signAlgo”:"HMAC”,
“userId”:”548a43ae04f109a2c¢8c812¢95673579a03afd8512d7fc85f9abdc9de7066b2af”,
"deviceld”:”DEVICE fae2a200-68de—4c87-8aab—ada758ae5f75”,

"signature”:”vHq+FQ7WT1QECHQT J15MKFm8vbCZbwThb3ke070Voqs="

“status”: 200,

"message”: “H WA RTH

3.4.1.9 #EFMA,

® ThEeUiH. SEHUAtEIA
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® iFK#uht: http://host:port/coss/service/vl/addUserBatch

® ERAA: POST

o iERSH:
FB vt} =5 Vi BH
userInfo List<User> = User Xt HES
User X &5~
FE KA =5 A
AR

version String & i [F) 25 4 WA 5

signAlgo String & 2544 3]

userName String & P4

idNumber String & R 1

idType String & | UEMERAL: SF-HriE. HK-/7 D6, JR-ZE AGE.
GA-MSWLE AT UE . HZ-4P B8, WI-Z & 43 iF . BM-
DR AEEIBATUE. HX-[ Z24F. QT-H B,

mobile String = FHL S

department String s WIMER, &K 647

uniqueld String o H PSS R2Gh ME— 1d, &1 64 41, ZE Ik
Z RAGME— R ZH P S EdE, RTRLE LS.
K 45 45

signlmg String &5 555 K] Fr—base64 % N\ E
HAP 2B THEIEE G XEMBEAEE ) -

requireCert String 5
Y-
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N-AFREL
AEBRINA Y, TR

o FRRH:

“version”:”1.07,
“appld”:”APP 0157E810F6894BEEB4DEC70331720557”7,
“signAlgo”:"HMAC”,

“userInfo”: [

“appld”: “APP_7B3F36A14E99410A80B37AEF332E3247”,
“version”: ”1.07,
“signAlgo”: “HMAC-SHA256”,
“userName”: "5k =",
”idType”: ”SF”,
”1dNumber”: “110101199003078734",
“"mobile”: ”18723123423”,

“department”: 7B

—

“appld”: “APP 7B3F36A14E99410A80B37AEF332E3247”,
“version”: ”71.07,
“signAlgo”: “HMAC-SHA2567,

"userName”: 7"Z=PU”,

% 36 71 3 193 T



® BN
b 1 P2 RGBS B D T V2. 1.4

//idTypo// : //QT//’

”idNumber”: 71234567,
“mobile”: 718723113424",

"department”: 7B EE”

——

I

“signature”:”NA320Yb/y501i0Wn0gy+Auo304Ta4MHXEQeKOJW3Vg+Q="

o RFESH
FB 3 B i B

userld String % | FID ZIZR (BP COSS SAH AR B4 hniR,
0y MSSPID, MSSPID 544 & ik 5 ——XFBi)

idNumber | String | ks

mobile String & | FHLS

code Integer & | g RgnhD

message String = | GRER

® N

“status”: 200,
"message”: “SUCCESS”,

"data”: {
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“userIdList”: [

—

”idNumber”: “110101199003078736”,

"userld”:

“bebd519b71c208¢3d722c¢567162e¢015613eeb5cc32f07bf14ce3e8590f4b1dc10”

—

”idNumber”: ”123456”,

"userld”:

"50fc04254c3c6b82e3b1f12e43ech8543ae4947edeb3a60a5201e879cddf080c”

——

3.4.2 BAZZY RN

3.4.2.1 FKEBLGER

® ThREW M. BalimE S AESSa, 1ZE A DARIEEAAESS 1d SRR SR, 2 DR
G di]

® iFHKHhdk: http://host:port/coss/service/vl/getSignResult
® iFEKRJE: POST
® FHRSY:

FB vt UM HiH
signDatald String = BRI 1d, ININZE AT S5 IR B S H 3R
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® ERFRH:

“version”:”1.0

”
)

“appld”:”APP_0157E810F6894BEEB4DEC703317205577,

“signAlgo”:"HMAC”,

"signDatald”:”SD cc3782fe-6596-4c7d-885f-21e29ff64dfb”,

"signature”:”pMCIJXgnjd6h10t9UaE1xIIDGiln7yhDvwdWIWZoIXs="

o REZS¥
FB KA =5 NIE k|

signDatald | String & A2 KR id

signResult | String & Base64#% 55 44 45

signCert String & Base64t% = LiES

jobStatus String i IRAS (UNSIGN: 4545, FINISH: 4%, EXPIRE:
LHA,
REVOKE: %5 444155 #7 JIR 5% i 48U »
REFUSE: %5445 4 % F om 4 46D

msspld String 5 HFP 95 id

refuseReas String & EER gl

on

authorized String 75 AR 1D

Userld
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authorized | String o I E I UN CED

UserName

composePdf | String % 45 PDF, HEFXF PDF 2241155
notes String 5 addSignJob A%, JEffiR[A|
composeOfd | String % 45 OFD, HAEFXF OFD 2241155
signTime String = S5 424 1) [H]

® N R
{

“status”: 200,

"message”: “SUCCESS”,

"data”: {

“signDatald”: ”“SD_18eb258-3d15-4971-a60c-730c1480d837”,

”signResult”:
"MEYCIQDvcy6/WHJ+8QS1S1Jal1Q9FBa6gtnboxwndyQpHBBbcaQlhAMeZ jymkozFKmIMaD2xq/
L4 JThW3g05XTmGL6SOOMz Zwr”,

"signCert”:
"MITDAzCCAqagAwIBAgISTATX9hLyA5saPDc8EKE20sMvMAWGCCqBHMIVAYN1BQAWP jELMAKGA
1UEBgwCQ04xDTALBgNVBAOMBE JKQOExDTALBgNVBASMBE JKQOEXETAPBgNVBAMMCExPQOFMUOO
yMB4XDTESMDYwWNDExXMDMzN10XDT IOMDYwNDExXMDMzN1owcDELMAKGA1UEBgwCQ04xDzANBgNVB
AMMBuW800S41 TFQME4GCgmS JomT8 1 xkAQEMQDUOOGEOM2F IMDRmMTASYT J jOGMAMT J jOTU2NzM
INz1hMDNhZmQ4NTEyZDdmYzg1Z j1hYmR jOWRINZA2NmIyYWYwWTATBgcqhk jOPQIBBggqgRzPV
QGCLQNCAAQITH7W1yLLMd4honFRQJPZDAegXM7K1/0Z8 jY2wuzwTXs55 jUQZAu4CIV j6tLp6Qe
m+01v7v/mAUyM7eP j/CT5041BT jCCAUowCwYDVROPBAQDAgbAMAKGA 1UdEWQCMAAWEWYDVRO1B
AwwCgY IKwYBBQUHAwMwgYUGA 1UdHwR+MHwwOKA20DSGMmhOdHBZ018vY3 JsLmlzaWduZXQuY24
vY3JsLOxPQOFMUOOYLOxPQOFMUOOyXzAuY3 JsMECgPqA8h jpodHRwezovL2NybChpc21nbmVOL
mNuL2NybCOMTONBTENNMi 9pbmMvTE9DQUxTTT JfaWs jXzAuY3 JsMBOGA1UdDgQWBBR1zT2DRBt

GUSINNfmDSMi ICV jKvzAfBgNVHSMEGDAWgBQ78fsiTPugyfglrS+tCqf30Tpz1zBTBgNVHSAET
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DBKMEgGCigBHIbvMgYEAQEWO jA4BggrBgEFBQcCARY saHROCHM6L Y9 jemwuaXNpZ251dC5 jbi9

JcHMvTEODQUXTTTIvY3BzLmhObWwwDAY IKoEcz1UBg3UFAAN JADBGA1EAZz3ueB7INEVYTsQ+wr

ckoQ+u9hillLs/C19TeaSrk+GeQCIQC/Euzxhze900FEZPQDd4P JOtUEceZCcZvu4 j9CUZ/wOw=

7

b

”jobStatus”: “FINISH”,

“signTime”: 72024-10-23 15:52:09”

}

3.4.2.2 IFREELIESHIL

® IThREEULEA: MRIEEWKMT, ERWBVAEFENEERIELESTEN: R fEE A2 H i,
AW HAES, SAER=HAABEE RS . SRS id AU, AT DUMEER T 5525 4 25
R QF: MERBUES SRR, (254555 O AR, keSS EN
CLTHAIRAS “EXPIRE” JR[ED ; AT LAR#E “authorizeeUserld” A3 AR L LAT 55 TS
WAE “userTd” W LLER A B SRR MBS IIMES H .

® iFK#ublk: http://host:port/coss/service/v1l/getSignJobOrAuthorizeJobs

® {ERA: POST

® HRSH:

25 KE | REL o

il

authorizeeUserld String B eI NG RN
signDatald String & B IS 1D
operateTime String 5 R PR 44 AT 5% B (1]
userld String & BRSSP IE A 1D
currentPage int v GRS (BRI D
pageSize int = TRyl 2% CGBRIA 20D
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® ER=H:

“version”:”1.07,

“appld”:”APP 3B79535A195248FC956CB6FDF203A2C0”,

“signAlgo”:”"HMAC”,

“currentPage”: 1,

"pageSize”: 10,

“operateTime”:”2022-07-29”,

“signDatald”:”SD 7eb0c4d0-464c-47a6-9fc7-12e770922a75”,
“userId”:”fdf1e58f063eecab89e119250cf447806c1a47e8982349586187caa33bb805577,

“authorizeeUserId”:”5cf55a4c3a2¢5265d756db9d57be9el 2000857 fc066ae02a2334d2b

bf3293577,

“signature”:”v6kbxzEVSYzzWMq/orNbSqX2hrW+dRwSvaaZGzH1 £8c="

}
o REZSH
FB b3t} R i B4
M
id String & BT id
userld String & B2 AT R N id
status String & BAESRAS (UNSIGN: #5745, FINISH:
%%, EXPIRE: 1], REVOKE: Z:444L5%
1R 5 ity FACES
REFUSE: 2544455 4% ) i dE 44D
resultData String & s gh gL
createTime String = 5 AT 5561 SR IR A
updateTime String = B8 A2 AT 55 Ab PR A
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authorizedUserId String 5 IR id
authorizedUserName | String 5 BN A4
authorizedMobile String 5 PEARALN L 1E
authorizedJobTd String % RN LS
signCert String 5 AR
expiryDate Long & 1155 RO R ) (Z=ZFD)
refuseReason String 5 P
pageNum int & i DA
pageSize int T B VU 258
totalNum int = EAETEIS A
totalPage int & BT

® TR
{
“status”: 200,
"message”: “SUCCESS”,
“data”: |
"signlList”: [
{
”id”:  ”SD 7eb0c4d0-464c-47a6-9fc7-12e770922a75”,
“userId”: “fdf1eb8f063eeca589e119250cf447806c1a47e8982349586187caal
3bb805577,
“createtime”: 72022-07-22 16:47:55”,
“updatetime”: 72022-07-29 10:04:417,
“status”: “FINISH”,
“authorizedUserId”: “5cfbbadc3a2c5265d756db9d57be9elf2000857fc066ae
02a2334d2bbf329357”,
“authorizedUserName”: “F[F]2%7,
“authorizedMobile”: ”15665006990”,

“authorizedJobId”: 71100837,
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“resultData”: “ZmJhNTFjY jUyZDc5NDAXN2 JkY2Z1NmQyNTMyMWEyMjE=",

// ERIEATS id RE, SRENZTFEB (signCert)

"signCert”: “MIIEZ;jCCBAygAwIBAgIKGhAAAAAAAAMVNDAKBggqgRZzPVQGDATBSMQ

swCQYDVQQGEwJDT jJEVMBMGA 1UECgwMQkpDQSBURVNUTENBMRUWEwYDVQQLDAXCSKNBIFRFU1Qg

QOExFTATBgNVBAUZ2NzgbMDA1. . . . .. BgoqgRyG7z ICAQEXBBQME j JAM jEIMDASUVQWNDU2Nz g5

MDAVBggqgRzQFAQBBAQJDACONTY30DkwMBYGCigBHIbvMg IBARAECAWGMTAwMz I yMAoGCCqBHM

9VAYN1AOgAMEUCIQD1Apxq6BiTSRSy92qz0YAQg jOSay/0gFHo4CAM2£QTINI g Ju4PpkGIe2BQ

kWWWmOu j17FWt8wCSaiyc71pPziQolc=",
“expiryDate”: 1658566075350
}
1,
“pageNum”: 1,
"pageSize”: 10,
“currentNum”: 1,
“totalNum”: 1,

“totalPage”: 1

3.4.2.3 WHBLIES
o IheeiiPH: B EHEBS CERMNELES

® {ERMBE: http://host:port/coss/service/vl/revokeSignJob

® {ERA: POST

® EKRSH:
FE RAE | BREBEVBA i
signJobId | String P BEXATSS 1D GISINZE AT 5582 IR Rl signDatald)

® ERRH:
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“version”:”1.07,

“appld”:”APP_0157E810F6894BEEB4DEC703317205577,

”signAlgo”:"HMAC”,

”signJobId”:”SD e7841451-8ba2-48ce—bdef-5a7ddcf0fb86”,

"signature” :"NTrvHtONUF7Crm3ia9daxFBMuDduNQAtZ2wah10t7SA="

® ix[H

NS

)

BH.
¥

® MR-

{

“status”:

” ”
message’ :

200,

”SUCCESS”

3.4.2.4 mHEIZERF

o IThEeUiMd: M TEANAMENEE A

® iFXKHubt: http://host:port/coss/service/v1l/querylmage

® {EXRA: POST

® FRSH:

B it | = A BB
userld String = HFid
® iERRH:

“version”:”1.07,

“appld”:”APP_0157E810F6894BEEB4DEC703317205577,

“signAlgo”:"HMAC”,
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"userld”:”548a43ae04f109a2¢8c812c¢95673579a03afd8512d7fc85f9abdc9de7066b2at”,

“signature”:”2muiLLUb1hY6WFFE6uFINhZQbQFObzVPPNglo8h/SKdA="

o REZSH:

FB by} BB Y
userld String i HFid
image String & EN & B A base64

® N R

{

“status”: 200,

"message”: “SUCCESS”,

"data”: {

“userId”:
”548a43ae041109a2c8c¢812c¢95673579a03afd8512d7fc85f9abdc9de7066b2af”,

”image”:
"RO1GODIhUAASAPcAAP4AAPAAAPAAAPAAAP4AAP4AAAPOAAPOAAPWAAPSAAPKAAPCAAPQAAOSAA
0sBAeYBAdSCAtYCAssDA7T4FBa4GBpo JCYELC2UPDOSSEkIUFDYWF i gZGRwcHBOdHR4eHh8 fHy A
gICEhISTiTiMjIyQkJCU1JSYmJicn]JygoKCkpKSogKisrKywsLDo60p2dneTk6Pv7+/7+/vT+/
VT+/NTH/VT+/NTH/VTH/NT+/NTH/NTH/NTH/ VT /NTH /T /TN TH /T /T v T+ /T VT
+/VTH/VTH/VTH /T /T /T /T /T /T /T /T /T /T /T /T /T /v T+ /T
VT+/NTH/VT+/NTH/VTH/NT+/NTH /T /NTH/ VT /NTH VT T+ /T /T /N T v T+ /T VT
+/VTH/VTH/VTH /T /T /T /T /T /T /T /T /T /T /T /T /T /T /T
VT+/NTH/NTH/NTH/NTH/NTH/NT/NT/NTH/NTH/NTH/NTH /N TN TH VTV TH /T /v T+ /v T
+/VTH/VT+ /T /T /T /T /T /T /T /T /T T+ /T T+ /v T+ /v T+ /v T+ /v T+
VT+/NTH/NTH/NTH/NTH/NTH/NT+/NT/NTH/NTH/NTH/NTH TN TH VTV T/ TH /v T+ /v T
+/VTH/VTH/VTH /T /T /T /T /T /T /T /T T+ /T T+ /v T+ /v T+ /v T+ /v T+
VT+/NTH/VT+/NTH/VTH/NT+/NTH /T /NTH/ VT /NTH /T /TN TH /T /N T v T+ /T VT
+/VTH/VTH/VTH /T /T /T /T /T /T /T /T /T /T /T /T /T /T /T

% 46 71 3 193 7T



i

@ §EFNPE

D[RR A4 2R G- M 55 v 1 LT M V2. 1. 4

}

3.4.2.5 HINAEEZIES

VT+/NTH/NTH/NT+/v /) ) ) TH/NTH/NT+H/NTH/NTH/NTH/NTH /T /T /TN ) )T+ v T+ /v T

+/v///yH5BA1kAPAALAAAAABQADwAAA jFAOE JHE 1 woMGDCBMgXMiwocOHECNKnEi xosWLGDNg3

Mixo8ePIEOKHEmypMmTKFOqXMmypcuXMGPKnEmzps2bOBOWyKmz gE+fAneyFLgRKNGgGn8gXfq

TolGCQHkqfIpU6sGl1A4UetQolq9etXL0a jBp2LFS18LAmMZY0209q0cMsWpBoXrNyqde9eFRtXL

96+dsseldrXZ0CJgwETfsi2MdmKTbNuXYxzst/LmDNr3sy5s+fPoEOLHk26t0nTqFOrXs16ZEA

AOw=="

® IThEeUBA: 1% O SSRGS iR A, A TE I — MNIERE A AEST, ORI e )53 hash

B W =R As 3, 2 IRk (e A 2 28 i 52 il i[RI 28 44 18

BN ESE )

® iFXKRHuht: http://host:port/coss/service/v1/addAuthSignJob

® {EXRA: POST

CHERE A [ 1] 7

® iERSH:
B KA BN v
userld String 5 H - id
title String i PRl (KA 100 MR
datal Siri . JE SR (DATA: JFISC, HASH: hash (4% , WEB_SEAL:
atalype tring 7E o 55 )
algo String & B 44 B4 (SM3wi thSM2)
description | Strin - iR CBRINRKAEIT 4096 NNF4F, WA DU
¢ a T B IR /N T 4096 NERE.
BEARSAERON (B bR TR, AL . A
expiryDate String 4 e KT 43204041, BI3RA I (ZFBAZNIER
INERENIR)
data Strin o Rt (LR base64 4wfS, BRIAB K MEE
& = M, WA LB E A ERRE. )
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i

iy

callBackUrl String [F] 1 Hb ik

® FERRHI:

“version”:”1.07,

“appld”:”APP 0157E810F6894BEEB4DEC703317205577,

“signAlgo”:"HMAC”,
"userld”:”548a43ae04f109a2c8c812c95673579a03afd8512d7fc85f9abdc9de7066b2af”,
“title”:"MINAREA”,

"dataType”:”DATA”,

“algo”:”SM3withSM2”,

“description”: "L H A E R,

“expiryDate”:”1440”,

“data”:”562+5ZCN5rWL6K+V5pWw502u”,

“signature”:”CG1 j1xQgXuewoKUs1CK61KyL2E jwsazsIin8ae7KOMw="

o REZ¥

FB s} R B i B
signDatald String % BB id
qrCode String & FIT 7 A YR B SO N 2
cert String & Wk
signature String % BE

® MR-
{
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200

"status”: ,
"message”: “SUCCESS”,
“data”: {
"signDatald”: ”SD e7841451-8ba2-48ce—b4ef-5a7ddcf0fb86”,
"qrCode”:
”{\”1d\”:\”APP E39718EFFD514DB293F934E649B747A9\”, \”sUr1\”:\"https://newco
ss—dev. isignet. cn:10201/coss/mobile/v1/getServiceInfo\”, \"o\”: \”KHEODgQEUH
0QY3VnKGRrZF5EUENtC1 JQCmBnazMKXQdGJVQdBF16NzczCUADEHgEEhOa0OSo jNU1KRyE JdX4T

FG81NiTcGQocYggSABZ9cS4=\", \"cv\”:\"2.0\"}”

E 1 EHDGRE O FBITRITRE, WEREZSHINT:

"status”: 200,
"message”: “SUCCESS”,
“data”: |
“signDatald”: ”SD 062ce921-c058-44f7-acch—-77a3a63f74c6”,
"qrCode”: “KHEODgQEUHoQY3VnfWVhMwp JVONtUQAFAGBNnZzZYXQQRI 1AdBg8sYD JmXB
ZSRiMEEh0a0So jNUIKRYE JdX4TFG81Ni IcGQocYggSABZ9cS4="
}
}

E 2. TR, SR FERMEEEED . SR

ANZ UL
FE KM ST Ui I
signJobld String s AT SS id
status String P 2 AT A
msspld String & FH P i — Rl
signResult String % Stk
notes String 5 addSignJob A%,
JR IR (8]
composePdf String i 4% PDF, HAFXf
PDF 2544 4T 5%
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compose0fd String i & E OFD, HAF%f
OFD 2541155

signTime String = 2544 1 (]

refuseReason String & FE 2 g K]

authorizedUserld String & IR id

dataType String i BEAT 5

signCert String e BT

IR [E 24

FE KM FE T Ui I

status Int = RS

message String P RER

data String %5 e W B
signJobld String & AT SS id
status String 3 ZEATE IR

RIS«

{
“signJobId”: ”SD_000697d0-4elb—4cb7-b9cf-619e34789218”,

“status”: “FINISH”,

”signResult”:
"MEYCIQDvcy6,/WHJ+8QS1S1JalQ9FBabgtnboxwndyQpHBBbcaQlhAMeZ jymkozFKmiMaD2xq/L4 JhW3g05XTm
GL6SO0MzZwr”,

"signCert”:
"MITDAzCCAqagAwIBAgISTATX9hLyA5saPDc8EKE20sMvMAWGCCqBHMIVAYN1BQAWP jELMAKGA1UEBgwCQ
04xDTALBgNVBAoMBE JKQOExDTALBgNVBAsMBE JKQOExETAPBgNVBAMMCExPQOFMUOOyMB4XDTESMDYwNDE
xMDMzN10XDT TOMDYwWNDExMDMzN1owcDELMAKGA 1UEBgwCQ04xDzANBgNVBAMMBUuW800S4 i TFQME4GCgmS J
omT81xkAQEMQDUOOGEOM2F IMDRmMTASYT J jOGMAMT J jOTU2NzZM1Nz 1 hMDNhZmQANTEyZDdmYzg1Z j1hYmR
JOWRINZAZ2NmIyYWYwWTATBgcqhk jOPQIBBggqgRzPVQGCLANCAAQI TH7W1 yLLMd4honFRQJPZDAegXM7K1
/078 jY2wuzwTXs55jUQZAu4C9V j6tLp6Qem+01v7v/mAUyM7eP j/CT5041BT jCCAUowCwYDVROPBAQDAgb

AMAKGA1UdEwWQCMAAWEwWYDVRO1BAwwCgY I KwYBBQUHAwMwgYUGA 1UdHwR+MHwwOKA20DSGMmhOdHBZz018vY
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3JsLmlzaWduzZXQuY24vY3JsLOxPQOFMUOOyLOxPQOFMUOOyXzAuY3JsMECgPgA8h jpodHRwezovL2NybCh

pc21nbmVOLmNuL2NybCOMTONBTENNMi 9pbmMvTEIDQUxTTT JfaWs jXzAuY3 JsMBOGA1UdDgQWBBR1zT2DR
BtGUSINNfmDSMi ICV jKvzAfBgNVHSMEGDAWgBQ78fsiTPugyfglrS+tCqf3oTpz1zBTBgNVHSAETDBKMEg
GCigBHIbvMgYEAQEWO jA4BggrBgEFBQcCARYsaHROcHMOL Y9 jemwuaXNpZ251dC5 jbi9 jcHMvTEIDQUXTT
TIvY3BzLmhObWwwDAYIKoEcz1UBg3UFAANJADBGAiFAZ3ueB7INEVYTsQ+wrckoQ+u9hilLs/C19TeaSrk
+GcQCIQC/Euzxhze900FEZPQDA4P JOtUEceZCcZvud j9CUZ/wOw=="
}
M L E D4R S 61«

{

“status”: 200,

"message”: “SUCCESS”,

“data”: |

“signJobId”: “SD_000697d0-4elb-4cb7-b9cf-619e347892f8”,

"status”: “FINISH”

3.4.2.6 HWIAMEZERER
o IheevilH: AT AEUIMEERLR
® iFXRHuht: http://host:port/coss/service/vl/getAuthSignResult

® ERAA: POST

o HRSH:

FE KA yxaWiY TiEH
signDatald String = B HAE id
® iFRAH:

“version”:”1.07,
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“appld”:”APP_TB3F36A14E99410A80B37AEF332E3247”,

"signAlgo”: "HmacSHA256”,

“signDatald”:”SD 56cbd700-d7f2-4e49-alfd-0999c¢78d738”,

"signature”:”636MFdQ4Tx9emgTNsXpOAgqOuonoVe3dYB1++4t55+M="

o REZSH
FB RE | RBLMA Vi

signDatald | String %5 SEAZ K 1d

signResult | String 5 USRS

signCert String &5 AR

jobStatus | String & R (UNSIGN: f§4%, FINISH: 04, EXPIRE:
INEED

msspld String % H ' id

ext String o F P AR ] 2542 56 U (5]

result String %5 WIEZ R 4458 (true, false)

appld String & B R G L A B appid

hmac String & Xif
appld=AAA&ext=BBB&resul t=false&user1d=CCC
i secretKey i hmac, %%~ hmac—sha256

userld String 5 PpEIZE 44 TP P E— ID, SN msspld

® iR

{

“status”: 200,

//message// : ,/SUCCESS,/’
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"data”: {

“signDatald”: “SD 56¢bd700-d7f2-4e49-alfd-0999c¢78d7138”,

“signResult”:

"MEQCIBnx2MVUV10+K3UNJhnt9UTLJs4McN4+1eB1bJ3Gd ImWAiApe8+b+h0B4atF+5ThwUlsh
i TvpbOv jHqL7uy4Cyy6]JQ==",

”signCert”:
"MITDCTCCAq+gAwIBAgIKGhAAAAAADvVi1VDAKBggqgRzPVQGDdTBEMQswCQYDVQQGEw JDT jJENM
AsGATUECgwEQkpDQTENMAsGA1UECwwEQkpDQTEXMBUGA 1UEAwwOQmVpamluZyBTTTIgQOEwHhc
NMj IxM jAAMTYwMDAwWhcNM jMxM jASMTULOTUSW jAIMQswCQYDVQQGEw JDT jESMBAGA1UECgw J5
LqO6L+05L1WMRIWEAYDVQQDDAnkuo7ov47kuJYwWTATBgcqhk jOPQIBBggqgRzPVQGCLONCAAT
8XEq1 JWEPmHSFLhYKHpiUYhRJWB11L j40tKNm4h12BzeOevP3c+B5g+X5DpKGyGmEK910dA4r/
HSYeESNL51bo41B1 jCCAZIwHwYDVRO jBBgwFoAUH+bP11/F11igXSimKFecWyZI0xLYwHQYDVRO
OBBYEFA7F2Qp511x62roh1P7CyexgRR7VMIG jBgNVHR8EgZ swgZgwYKBeoFykW jBYMQswCQYDV
QQGEwJDT jENMAsGA1UECgwEQkpDQTENMAsSGA 1UECwwEQkpDQTEXMBUGA 1UEAwwOQmVpamluZyB
TTTIgQOEXE jAQBgNVBAMTCWNhM jF jemwzMDAOoDKgMIYuaHROcDovL3R1c3QuYmp jYS5vemcuY
2460DAWMY9 jemwvY2EyMWNybDMwLmNybDAtBgoqgRyG7z I CAQEOBBEMDzk50DAWMDEWMDY4NTM
2NDARBghghkgBhvhEAgQFUVRBREEWFAYKKoEchu8yAgEBHgQGDAQyODUOMA4GA 1UdDWEB/ wQEA
wIGwDBQBgoqgRyG7zICAQoCBEIMQDEKY jc1YzQzMDgzNmVhNzM4MmV jM jMwM jAxNzkwYT11Y jc
INTQxZGFhZT1iN21zZTEzYmIyNzV1Y2IwY2MzNTcwCgY IKoEcz 1UBg3UDSAAWRQThANE7Gp202
8a9gUkqEQz1vG2R1ghV1mjWeZ1QqeVg+0JcAiBFYbYg jAA39V/Z6nHL8zBbSNvZTENALKk11D/q
QEW8hgQ==",

”jobStatus”: “FINISH”,

"msspld”:
”1db75¢430836ea7382ec230201790a9eb77541daae9b7b3e13bb275echb0cc357”,

“ext”: 7202212091028067,

"result”: “true”,

“appld”: “APP_T7B3F36A14E99410A80B37AEF332E3247",

“hmac”: “P2aryD50SMWRw2mS5gJxqsihlL+0V]JQzArBBDmYVIWDs=",

“userId”:”1db75c430836ea7382ec230201790a9eb77541daae9b7b3el13bb275ech0c

c357”
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}

}
3.4.2.7 HMBHEF BEDEF)

® IThEeUB: IO ARG S M, HTIN—MEAMES, SCREXTEEE S, hash
ey WO =FPAeE A o0, 128 1 RIR BUME AURUE P R4 MR - /MR FP R BE 3 R i 5 R
R IRAE . (DRGSR SCRF, #7051 7 RIS A4 45 30

® iFKHhdk: http://host:port/coss/service/vl/addWechatSignJob

® {ERA: POST

® FHRSBH:
FB ey =5 i
userld String & H ' id
title String & PRl (AN 100 N5
dataT Stri o JE SIS (DATA: JE S, HASH: hash ##, WEB_SFAL:
atalype tring ha Mﬁ%%)
algo String & 25 42 88 (SM3wi thSM2)
description String - iR (CBRINBREAEIT 4096 NEA, WA PLET
" BB FR&I /N T 4096 NERF. D
BEAAT S R (GRAERTR], BN . ARE
expiryDate String 5 RTF432053%8h, BB KRB HFBASNUERIA
BRIARNIR)
data Strin " HAHIE (LFR base6d Z0T5, BN KB
8 M, BALUESEE - ERRE. )
callBackUrl String % e 3 Ak
requireQrCode | String | 7 AR A YR CRERfRN Y. N PIFRAY, Inikf%
" Y, &R _4MER base64 giL)EIRE]D
horizedU e X o e
POTeTSE  String | 7| BUEBULST D, T AGERIERET S 4
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UiE

wechatLinkTyp 3 TAS /N 7 i R Y
€ IR NGRS 52
2. % FEFHPEF
notes Strin - a2 58, £/FE getSignResult F[E[HHE
ST | RREE
® ERNHI:
{
//Version//://l. 0//’

“appld”:”APP_0157E810F6894BEEB4DEC703317205577,

”signAlgo”:"HMAC”,

“userTd”:”548a43ae041109a2c¢8c812c¢95673579a03afd8512d7fc85f9abdc9de7066b2af”,

“title” MR 44",

"dataType”:”DATA”,

"algo”:”SM3withSM2”,

“description”:”Z X E MRS R,

“expiryDate”:”14407,

“data”:”562+5ZCN5rWL6K+V5pWw502u”,

“requireQrCode”:”"N”,

"wechatLinkType”: 1,

"signature”:”CG1 j1xQgXuewoKUs1CK61KyL2E jwsazsIin8ae7KOMw="

o REZSH
FB e il B U
signDatald | String & XA 1d
qrCode String & FH T P A A Bk I B W) [F) 25 44 /NFR T
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(¥ — ERD I SCA P 25
xssQRCode | String & FIF PR S R B B S T
J 1) T 1) SCAR P 2%
urllLink String & FH 377 A 16 s e B e B 5 AR F e
cert String & e
signature | String 7 ESE AN

® MR-

“status”: 200,
"message”: “SUCCESS”

"data”: {

“signDatald”: ”SD 7925de49-8374-452f-8c9a-b8cbf2bbeelc”,

”qrCode”:

“https://mssp—dev. isignet. cn:8338/dpscs/cossMini?appld=APP 5246BS8C8DF2E4C30AF880116B

13723AE&signDatald=SD 7925de49-8374-452f-8c9a-b8chf2bbeelc”,

”xssQRCode” :

“"https://mssp—dev. isignet. cn:8338/dpscs/handAnySign/cossMini?appld=APP 5246BS8CSDF2E4

C30AF880116B13723AE&signDatald=SD 7925de49-8374-452f-8c9a-b8chf2bbeelc”,

“urlLink”: “weixin://dl/business/?t=yPTRPdil1W8u”
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3.4.3 WML RED

FI P AT Y 55 i APP T R I RS A4 Thise, Ak g5umif 3. 4. 3. 1 JF R &8N, MRS

HAGREIZEA 1D, LRGeS I HTIF app, FBSIFRESY; S RGUEE ERZED (EHEED
EORFETT B I A D NAR SR ) SRS S5 R, [l BTh IR RS A4 45 R 2 e AR IN 28T 3 78
. FPAE PC o KR %54, W5 RG] 3. 4. 3. 3 B3 28: 1 58 o B i 2088 44, B
MR F R R 208540, V95 RGTIH] 3. 4. 3. 2 RFARMRBERE N, 5% IR AR5 44 By
IR RE 4 e, ™ RO I 2088 44 ) 7 BT )

3.4.3.1 RN

THREVERA : b 55 iy R B P NI 283844 BORLRR, - T 3 I R % 44 ek 5 22 P P EAT 430
BABFETAESS 1D 2544, ARGl EERED (EIEEE D EZRET BN BEREOmMNRIE) 3k
WA AR, WA NI A I B4 f 2 AT 55 HEAT IRANAE 44 58 UG 74 RE T 3. 4. 3. 3 3&
AR BTN 2% 4

® iEKHubE: http://host:port/coss/service/vl/startAutoSign
® ERAR: POST
® FRSH:
FB RKE | REBY i
il
userld String i H/1d

timeRegion String y I 30025 44 B i A ], A D (BRIAER I 86400

7, B 24 /N, ] DU B R A E TR

callBackUrl String & [F] 1) b 1
. . - RETIR I T4 CHBEEAN Y. N BIAREL, iR
requireQrCode String i

f8Y, &K 4K R baseb4 g j5RED

HRRH:
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“version”:”1.07,

“appld”:”APP 0157E810F6894BEEB4DEC703317205577,

“signAlgo”:"HMAC”,
“userId”:”548a43ae04f109a2c¢8¢c812¢95673579a03afd8512d7fc85f9abdc9de7066b2af”,
“timeRegion”:”1440”,

"requireQrCode” :”N”,

“signature”:”RQQ+PFLO0J7WkI1ckkBL j1ZQ5 jxTZMu+fdODEwo3KKo="

o EHSH
TR HKE | REBA P
signDatald String 5 AT 5% 1D
qrCode String &5 YRS N R
data String & JE

® iR
{
“status”: 200,
"message”: “SUCCESS”,
“data”: {
"signDatald”: ”SD e7841451-8ba2-48ce—b4ef-5a7ddcf0fb86”,
"qrCode”:
7{\”1d\”:\”APP E39718EFFD514DB293F934E649B747A9\”, \”sUr1\”:\"https://coss—
dev. isignet. cn:18759/coss/mobile/v1/getServicelnfo\”, \"o\”: \"KHEODgQEUHoQY
3VnKGRrZF5EUENtC1 JQCmBnazMKXQdGJVQdBF16NzczCUADEHgEEhOaOSo jNU1KRyE JdX4TFGS
INiTcGQocYggSABZ9cS4=\", \"cv\”:\"2. 0\"}”
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@ §EFNPE
H 1.

&{DGRE O FBITRITRE, WHREZSHImT:

"status”':
"message” :
"data

1
J

——

"qrCode”:

"data”:

200,

“SUCCESS”,

“signDatald”:

”SD 2bbc9975-6bac—4eec—b97d-18816¢celaf24”,
"KHEODgQEUHoQY3VnfzExM1Z JUkdtBF JQW2BnN jUMXQdLd1YdAAB1YmUzCk

EEFHIGEh0a0So jNU1KRYEJdX4TFG81N1IcGQocYggSABZ9cS4=",
"5byg5b2p6ZyebrWLE6K+VM jEx5byASZCv5L+h50mL5LmmQXBw6eq5Yqo562+

L.0a0i0adg+acieaViOacn+S4ujEONDAw56eS”

2. XHTEAAE A, SR RREREEED. SWT.

ANZ U
FE Yt I Wi B
signJobld String 2 BAALS id
status String = BRI
msspld String = F P ME—FRiR
signResult String o B4 vk L
signCert String i AT
AEIE SN
FE KM FE T Ui I
status Int = RS
message String P RER
data String Fa M) J57 55 4F
signJobld String & EAZATS id
status String 5 BRAESIRE
R -
{
“signJobId”: ”SD 000697d0—-4elb-4cb7-b9cf-619e347892f8”,
"status”: “FINISH”,
“signResult”:

% 59 1 3 193 W



@ WF T
O] 1 WIS  RG - BR S S D T M V2. 1.4

"MEYCIQDvcy6/WHJ+8QS1S1JalQ9FBabgtnboxwndyQpHBBbcaQThAMeZ jymkozFKmIMaD2xq/1.4 JThiW3g05XTm

GL6SO0MzZwr”,

"signCert”:
"MIIDAzCCAqagAwIBAgISTATX9hLyA5saPDc8EKE20sMvMAWGCCqBHMIVAYN1BQAwP jELMAkGA1UEBgwCQ
04xDTALBgNVBAoMBE JKQOExDTALBgNVBAsMBE JKQOExETAPBgNVBAMMCExPQOFMUOOyMB4XDTESMDYwNDE
xMDMzN1oXDTTOMDYwNDExMDMzN 1 owcDELMAKGA 1UEBgwCQ04xDzANBgNVBAMMBuW800S4 1 TFQME4GCgmS J
omT81xkAQEMQDUOOGEOM2F IMDRmMTABLYT J jOGMAMT J jOTUZ2NzZM1Nz I hMDNhZmQ4NTEyZDdmYzg1Z j1hYmR
JOWRINZA2NmIyYWYwWTATBgcqhk jOPQIBBggqgRzPVQGCLQNCAAQITH7W1yLLMd4honFRQJPZDAegXM7K1
/078 jY2wuzwTXs55 jUQZAu4C9V j6tLp6Qem+01v7v/mAUyM7eP j/CT5041BT jCCAUowCwYDVROPBAQDAgh
AMAKGA1UdEwWQCMAAWEwYDVRO1BAwwCgY IKwYBBQUHAwMwgYUGA 1UdHwR+MHwwOKA20DSGMmhOdHBZz018vY
3JsLmlzaWduzZXQuY24vY3JsLOxPQOFMUOOyLOxPQOFMUOOyXzAuY3 JsMECgPgA8h jpodHRwezovL2NybCh
pc21nbmVOLmNuL2NybCIMTONBTFNNM19pbmMv TEIDQUXTTT JfaWh jXzAuY3JsMBOGA1UdDgQWBBR1zT2DR
BtGUSINNfmDSMi ICV jKvzAfBgNVHSMEGDAWgBQ78fsiTPugyfglrS+tCqf3oTpz1zBTBgNVHSAETDBKMEg
GCigBHIbvMgYEAQEwWO jA4BggrBgEFBQcCARYsaHROCHMELY9 jemwuaXNpZ251dC5 jbi9 jcHMvTEIDQUxTT
TIvY3BzLmhObWwwDAYIKoEcz1UBg3UFAANJADBGA1EAZ3ueB7INEVYTsQ+wrckoQ+u9hills/C19TeaSrk
+GcQCIQC/Euzxhze900FEZPQDA4P JOtUEceZCcZvu4 j9CUZ/ wOw=="

}
M B2 5 D3R S 1)
{

“status”: 200,

"message”: “SUCCESS”,

“data”: |

“signJobId”: ”SD_000697d0-4elb-4cb7-b9cf-619e347892f8”",

"status”: “FINISH”,

3.4.3.2 FFERME (BENER)

® ThERULHA: b5 R E B S I A AL AR, TR I R A4 I T AT
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B TAESS 1D 44, AEEd EEEEO (E1EEE0ZEREF B RSB OmRER ) 3k
U G551, WU P 6T I 3008 44 I 28 AT 45 3 AT H L 42 56 S A RE T 3. 4. 3. AR 3048
L3 AT 3% 44

ERHihE: http://host:port/coss/service/vl/startWechatAutoSign

® iFEKRAA: POST

® FHKRSH:
FB RE | BB k|
i
userld String & H ) 1d
timeRegion String & I 30025 44 B i A ], A D (BRIAER I 86400
b, 8D 24 /AT, ] DU B REEH R E)
callBackUrl String & [F] 3 b 1k
eniveorcode | Surine | as | RETUREI S GUEBFA Y. N TRSSE, IR
a ST Y, 2 RE N basebd HIBFIEED
wechatLinkTyp Int 73 TS /N 7 L R R Y
e L. PhFZ& 4 NERF
2. % LEFH/IEF
® iERRHl:

{
“version”:”1.07,
“appld”:”APP 0157E810F6894BEEB4DEC703317205577,
“signAlgo”:"HMAC”,

"userld”:”548a43ae04f109a2c8c812c¢95673579a03afd8512d7fc85f9abdc9de7066b2af”,

"wechatLinkType”: 1,
“timeRegion”:” 14407,

"requireQrCode” :”N”,
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“signature”:”RQQ+PFLO0J7WkI1ckkBLj1ZQ5 jxTZMu+fdODEwo3KKo="

o REISH:
FB KA =B W B

signDatald | String P AR id

qrCode String = FHF 7= A A5 T B L B P [F) 25 44 /N
(] HERD ) SCA 25

xssQRCode String & T A E T kL 21 5 5T/ E
7 I R R SR N A

urlLink String & F 77 A A3 HA 55 T Bk S 23S /NP 0 B B2

“status”: 200,
"message”: “SUCCESS”,
“data”: {
"signDatald”: ”SD 2b5c819e-d2d4-496b-9f90-c53ald1265a6”,

”qrCode”:
“https://mssp—dev. isignet. cn:8338/dpscs/cossMini?appld=APP 5246BSC8DF2E4C30AF880116B
13723AE&signDatald=SD 2b5c819e-d2d4-496b-9f90-c53ald1265a6”,

”xssQRCode”:
“https://mssp—dev. isignet. cn:8338/dpscs/handAnySign/cossMini?appld=APP 5246B8CSDF2E4
C30AF880116B13723AF&signDatald=SD 2b5c819e-d2d4-496b-9f90-c53al1d1265a6”,

“urlLink”: “weixin://dl/business/?t=zf3b6K3cDcu”

3.4.3.3 XK
® ThREURA: SCHI T I AR A IR
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® iFRHhdk: http://host:port/coss/service/vl/endAutoSign

® iFRHAFN: POST

® FRSH:
FB by} R AR i B4
userld String ] H P 1d
signToken String & %425 token, JF )8 %4251z B[] signDatald
o HRTH:

"version”:71.07,

“appld”:”APP_0157E810F6894BEEB4DEC703317205577,

”signAlgo”: "HMAC”,

"userld”:”548a43ae04f109a2c¢8c812¢95673579a03afd8512d7fc85f9abdc9de7066b2af”,

“signature”:”2muiLLUb1hY6WfF6uF9INhZQbQFObzVPPNglo8h/SKdA="

AP

N

¥

® I N
{

“status”: 200,

"message”: “SUCCESS”

3.4.3.4 WK&A%

® IThReUCH. LM S RGNS, XTI AN RS AAUR P, K R R R 4

2R
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® iFXRHuhlk: http://host:port/coss/service/vl/autoSign

® EXRIIA: POST

® FEXRSH:
FB R | REBELE ZH U

userld String = H ' id

title String i PRl (AR 100 745D

dataType String b JECZEAY (DATA: JEC, HASH: hash %
I
WEB_SEAL: [ T1%5 %)

algo String & S5 42 B (SM3wi thSM2)

description String % iR (REKABEIL2001NF74F)

data String = FREHHE (AR baseb4gmhd)

signToken String &5 BF 0% token, JF A B 205 [0l )
signDatald

authorizedUserId String & WAZAN id

authorizedUserName | String %5 WS

® ERRH:

“version”:”1.07,

“appld”:”APP 0157E810F6894BEEB4DEC703317205577,

”signAlgo”:"HMAC”,
“userId”:”548a43ae04f109a2c¢8c812¢95673579a03afd8512d7fc85f9abdc9de7066b2af”,

“title” MR 44",
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“dataType”:”DATA”,

“algo” :”SM3withSM2”,

“description”:"Z L4 H A E R,
“data”:”562+5ZCN5rWLEK+V5pWw502u”,

“signToken”:”SD e7841451-8ba2-48ce-b4ef-5a7ddcf0fb86”,

"signature”:”aljWYeRnteYKmhOTPdJF5VdHqWB/dMXQ6szHx0c4 jXY="

o REZSH
FB RE | REBELBE SH B
signDatald String & LTSS id
signResult String &5 %ok
signCert String D e
authorizedU | String & WIZALN id
serld
authorizedU | String 5 I E I UN XD
serName

® TR
{
“status”: 200,
"message”: “SUCCESS”,
“data”: {
“signDatald”: ”SD 18eb25f8-3d15-4971-a60c-730c1480d837”,

“signResult”:
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"MEYCIQDvcy6,/WHJ+8QS1S1JalQ9FBabgtnboxwndyQpHBBbcaQlhAMeZ jymkozFKmiMaD2xq/
L4 JThW3g05XTmGLESOOMz Zwr”,

"signCert”:
"MIIDAzCCAqagAwIBAgISTATX9hLyA5saPDc8EKE20sMvMAWGCCqBHMIVAYN1BQAwP jELMAKGA
1UEBgwCQ04xDTALBgNVBAoMBE JKQOExDTALBgNVBAsMBE JKQOExETAPBgNVBAMMCExPQOFMUOO
yMB4XDTESMDYwNDExMDMzN10XDT ITOMDYwNDExMDMzN1owcDELMAKGA1UEBgwCQ04xDzANBgNVB
AMMBuW800S41 TFQME4GCgmS JomT8 1 xkAQEMQDUOOGEOMZF IMDRmMTASYT J jOGMAMT J jOTU2NzM
INz1hMDNhZmQ4ANTEyZDdmYzg1Z j1hYmR jOWRINZAZ2NmIyYWYwWTATBgcqhk jOPQIBBggqgRzPV
QGCLQNCAAQITH7W1yLLMd4honFRQJPZDAegXM7K1,/0Z8 jY2wuzwTXs55 jUQZAu4C9V j6 tLp6Qe
m+01v7v/mAUyM7eP j/CT5041BT jCCAUowCwYDVROPBAQDAgbAMAKGA 1UdEWQCMAAWEWYDVRO1B
AwwCgY IKwYBBQUHAwMwgYUGA 1UdHwR+MHwwOKA20DSGMmhOdHBZz018vY3 JsLmlzaWduZXQuY24
vY3JsLOxPQOFMUOOyLOxPQOFMUOOyXzAuY3JsMECgPgA8h jpodHRwezovL2NybChpc21nbmVOL
mNuL2NybCOMTONBTENNM1 9pbmMv TEIDQUXTTT JfaW5 jXzAuY3 JsMBOGA1UdDgQWBBR1zT2DRBt
GUSINNfmDSMiICV jKvzAfBgNVHSMEGDAWgBQ78fsiTPugyfglrS+tCqf3oTpz1zBTBgNVHSAET
DBKMEgGCigBHIbvMgYEAQEWO jA4BggrBgEFBQcCARY saHROCHM6Ly9 jemwuaXNpZ251dC5 jbi9
JcHMvTEIDQUXTTTIvY3BzLmhObWwwDAY IKoEcz1UBg3UFAAN JADBGA1EAZ3ueB7 INEVYTsQ+wr

ckoQ+u9hilLs/C19TeaSrk+GecQCIQC/Euzxhze900FEZPQDd4P JOtUEceZCcZvud j9CUZ/wOw=

7

3.4.3.5 E RN

o IhetUiHH: ZEOH S KRGS AR, BT WA REOIRAS AL S5 K E], userld
F-BH signToken 7Bt —ik—, userld B m, w247 Bt BRNIZ I userld &
il

® iFXKHubt: http://host:port/coss/service/v1l/queryAutoSignRegion

® ER: POST

o EHERSH.
$B | XM | RELA B
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userld String 5 F 1D, B MSSPID, ZHMLcHmE, 145
NZSHT, B RZH P ATA A 80 ¢
ZE IR [

signToken String & T B 3525 3& A1 ) signDatald (1 userId A~
BN, HoEHMET signDatald HIHY
WEEAE B

® FERH:

"version”: 71.07,
“appld”: “APP T7B3F36A14E99410A80B37AEF332E32477,

"signAlgo”: “HMAC”,
"userId”:”057fbd512ab6455bdeb3a34c70344fa3e2a3d162a46ta203de867873dfd08e30”,

"signature”:”Yrh9zFWluerRSzEVNCc/C/dluoe jt+Th+w+18JNq7R4="

o REZH:
FEB R | REMBE SH LA
userld String = A 1D, B MSSPID
autoSignStatus | String & IR 28RS CLOSED-2% 4], STARTED-JF/H
endTime String @ A ROHEUE FH: T R ARAS IS 5]t 24
autoSignInfos A o ZH P A AR R RS E R, nRRA A
HRI 3%, Ak [ElHZ 24
autoSignInfos HEE LN FE:
id String % i 228 1D
appld String Fo I 225 F JE ) APPID
expire String 5 B 24 2 ok WA 1] CLOA 2  AO B [R) R
beginTime String % INEVEsSAR I
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endTime String 5 P 25 s fa] (AR H H A& D
startSignld String 5 T A B R IR B AT 45 1D, Ui & APP i )5

AN 3R 7]

® i SR
{
“status”: 200,
"message”: ”“SUCCESS”,
“data”: {
“userId”:
”057fbd512ab6455bdeb3a34c70344fa3e2a3d162a46fa203de867873dfd08e30”,
“autoSignStatus”: “STARTED”,
“endTime”: 72023-12-08 02:47”
}
“autoSignInfos”: [
{
”id”: "AUTO ea46b53c-8d47-4c8¢c-9d0d-07a73a3119207,
“appld”: “APP 7B3F36A14E99410A80B37AEF332E3247”,
“expire”: 1701974835,
"beginTime”: 72023-12-07 12:54:02,

“endTime”: 72023-12-08 02:47:15”

”id”: “AUTO 3ab3c7ef-943b-45d9-93bd-5e9e5f97b60a”,
“appld”: “APP 7B3F36A14E99410A80B37AEF332E3247”,
“startSignld”: “SD 14bfa946-88fa-4262-910b—53cacchc6b92”,
“expire”: 1701974832,

"beginTime”: 72023-12-07 12:53:59”,

“endTime”: 72023-12-08 02:47:12”
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@ §EFNPE

}

3.4.4 WIFA L REN

3.4.4.1 BiFBEEES (EUMEH 3.4.9. 3 AR

® IThEei M. T RIEHEZEH

® iFHKHhdk: http://host:port/coss/service/vl/verifySign

® iFEKRAHA: POST

® HERSH:

FB KA T ILAR i
signAlg String = R0 BN g SM3wi thSM2
plain String v B L H PR base64
signValue String ] 254 1H baseb64
cert String = JIEF base64

® ERRH:

"version”:”1.0

7

“appld”:”APP_0157E810F6894BEEB4DEC703317205577,

”signAlgo”:"HMAC”,

“signAlg”:”SM3withSM2”,

“plain”:”562+5ZCN5rWL6K+V5pWw502u”,

"signValue”:

"MEYCIQDvcy6/WHJ+8QS1S1JalQ9FBabgtnboxwndyQpHBBbcaQThAMeZ jymkozFKmIMaD2xq/L.4 JhW3g0

5XTmGL6SO00MzZwr”,
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“cert”:

"MIIDAzCCAqagAwIBAgISTATX9hLyA5saPDc8EKE20sMvMAWGCCgBHMIVAYN1BQAwP jELMAkGA1UEBgwCQ
04xDTALBgNVBAoMBE JKQOExDTALBgNVBAsMBE JKQOExETAPBgNVBAMMCExPQOFMUOOyMB4XDTESMDYwWNDE
xMDMzN1oXDTIOMDYwNDExMDMzN1owcDELMAKGA1UEBgwCQ04xDzANBgNVBAMMBuUW800S41 TFQME4GCgmS J
omT81xkAQEMQDUOOGEOM2F IMDRmMTASYT J jOGMAMT J JOTUZNzM1Nz I hMDNhZmQ4NTEyZDdmYzg1Z j1hYmR
JOWRINZA2NmIyYWYwWTATBgcqhk jOPQIBBggqgRzPVQGCLQNCAAQITH7W1yLLMd4honFRQJPZDAegXM7K1
/078 jY2wuzwTXs55 jUQZAu4C9V j6tLp6Qem+01v7v/mAUyM7eP j/CT5041BT jCCAUowCwYDVROPBAQDAgh
AMAkGA1UdEwQCMAAWEwWYDVRO 1BAwwCgY IKwYBBQUHAwMwgYUGA 1 UdHwR+MHwwOKA20DSGMmhOdHBZ018vY
3JsLmlzaWduzZXQuY24vY3JsLOxPQOFMUOOyLOxPQOFMUOOyXzAuY3JsMECgPqA8h jpodHRwezovL2NybCh
pc21nbmVOLmNuL2NybCIMTONBTFNNMi 9pbmMvTEIDQUXTTT JfaWs jXzAuY3JsMBOGA1UdDgQWBBR1zT2DR
BtGUSINNfmDSMi ICV jKvzAfBgNVHSMEGDAWgBQ78fsiTPugyfglrS+tCqf3oTpz1zBTBgNVHSAETDBKMEg
GCigBHIbvMgYEAQEWO jA4BggrBgEFBQcCARYsaHROcHMELY9 jemwuaXNpZ251dC5jbi9 jcHMvTEODQUXTT
TIvY3BzLmhObWwwDAYIKoEcz1UBg3UFAANJADBGAiEAZ3ueB7INEVYTsQ+wrckoQ+u9hilLs/C19TeaSrk

+GcQCIQC/Euzxhze900FEZPQDA4P JOtUEceZCcZvu4 j9CUZ/ wOw==",

“signature”:”7bNni8xEv6k9U jXnzMRM3k 1 A4M8BAAN/h/xgzMCJiQY="

o RES¥.
g SUAEIE 2}

® iR

“status”: 200,

"message”: “SUCCESS”,

3.4.4.2 BAFMTA4 (BUUFEH 3.4.9. 3 &81)
o IfREUIEH. WMRELKE

® iFRHhAk: http://host:port/coss/service/vl/verifyEssSign
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® ERAGA: POST

o WREM.
FB RE | REBELAR YA

signAlg String = B4 VRN N SM3wi thSM2

plain String & 24K AR base64

signValue | String & A E ) base64

o HRTHI:

“version”:”1.07,

“appld”:”APP 0157E810F6894BEEB4DEC703317205577,
“signAlgo”:"HMAC”,

“signAlg” :”SM3withSM2”,

“plain”:”562+5ZCN5rWL6K+V5pWw502u”,

"signValue”:

“MEUCIDG15MQWms+R9rH1pGSOLaaMWsBIrZ+Z tHEV5xyweVzTAiEApoGGEpzEcfz1QG12E1 j5ddnUTpbX+RqZQ
SI8hunWUec=  MFkwEwYHKoZIzjOCAQYIKoEcz1UBgiODQgAEJUx+1pciyzHelaJxUUCT2QwHoFz0ytfzmf T
2NsLs8E170eY1EGQLuAvVY+rS6ekHpv jtb+7/5gFMj03 j4/wk+Q=="" MIIDAzCCAqagAwIBAgISIAIX9hLyA
5saPDc8EKE20sMvMAwGCCqBHMIOVAYN1BQAwP jELMAKGA1UEBgwCQ04xDTALBgNVBAoMBE JKQOExDTALBgNVBAs
MBE JKQOExETAPBgNVBAMMCExPQOFMUOOyMB4XDTESMDYwWNDExMDMzN10oXDT TOMDYwNDExMDMzN1owcDELMAKGA
1UEBgwCQ04xDzANBgNVBAMMBuW800S4 1 TFQME4GCgmS JomT8 1 xkAQEMQDUOOGEOMZE IMDRmMTASYT J jOGMAMT J
JOTU2NzMINZ 1 hMDNhZmQ4ANTEyZDdmYzg1Z j1hYmR jOWRINZAZNmIyYWYwWTATBgcqhk jOPQIBBggqgRzPVQGCL
QNCAAQITH7W1yLLMd4honFRQJPZDAegXM7K1/0Z8 jY2wuzwTXs55 jUQZAu4C9V j6tLp6Qem+01v7v/mAUyMT7eP
j/CT5041BT jCCAUowCwYDVROPBAQDAgbAMAKGA 1UdEWQCMAAWEWYDVRO1BAwwCgY IKwYBBQUHAwMwgYUGA 1UdH
wR+MHwwOKA20DSGMmhOdHBZz018vY3JsLmlzaWduZXQuY24vY3 JsLOxPQOFMUOOyLOxPQOFMUOOyXzAuY3 JsMEC
gPqA8h jpodHRwezovL2NybChpe2 1nbmVOLmNuL2NybCOMTONBTENNM1 9pbmMvTEIDQUxTTT JfaWs jXzAuY3JsM

BOGA1UdDgQWBBR1zT2DRBtGUS INNfmDSMi ICV jKvzAfBgNVHSMEGDAWgBQ78fsiTPugyfglrS+tCqf3oTpz1zB
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TBgNVHSAETDBKMEgGCigBHIbvMgYEAQEWO jA4BggrBgEFBQcCARY saHROcHM6LY9 jemwuaXNpZ251dC5 jbi9jc

HMvTEIDQUXTTTIvY3BzLmhObWwwDAYIKoEcz1UBg3UFAANJADBGA1EAZ3ueB7INEVYTsQ+wrckoQ+u9hills/C
19TeaSrk+GcQCIQC/Euzxhze900FEZPQDd4P JOtUEceZCeZvu4 jOCUZ/wOw==— 1559650703 [ 7]
[ “JRO1GOD1hUAASAPcAAPAAAPAAAP4AAPAAAPAAAPAAAPOAAPOAAPWAAPSAAPKAAPCAAPQAAOSAAOSBAeYBAd
8CAtYCAssDA74FBa4GBpo JCYELC2UPDOSSEK TUFDYWFigZGRwcHBOdHR4eHh8fHyAgICEhISTiTiMjIyQkJCUL
JSYmJicnJygoKCkpKSogKisrKywsLDo60p2dneTk5PvT+/7+/vT+/vT+/vT+/vT+/vT+/vT+/vT+/vT+/vT+/v
T+/vT+/NTH/VT+/NTH/NTH/NTH/NTH/ T /NTH /T /T /T /T /N TH /T /NTH VT /T /T /v T+ T+
INTH/VTH/NTH/VTH/NTH/NTH/NTH/NTH/ VT /NTH /T /NTH /T /T /N TH/ T /NTH T+ /T /T /v T+ v
T+/vT+/NTH/VT+/NT+H/NTH/NTH/NTH/ T /NTH /T /T /T /T /NTH /T /NTH VT /T /T /v T+ T+
INTH/NTH/NTH/NTH/NTH/NTH/NTH/NTH /TN TH /T /T /T /T /T /T /T T+ T+ /T /T v
T+/VT+/NT+/NT/TH /T /T /T /T /T /T /T /T /T /T /T /T /T /T /v T+ /v T+ /v T+
INTH/NTH/NTH/NTH/NTH/NTH/NTH/NTH/NTH/NTH /T /T /T /T /T /T T+ T+ T+ /v T+ /T v
T+/VT+/NT+/T+/TH /T /T /T /T /T /T /T /T /T /T /T /T /T /T /v T+ /v T+ v T+
INTH/VTH/NTH/VTH/NTH/NTH/NTH/NTH/ VT /NTH /T /NTH /T /T /N TH/ T /NTH T+ /T /T /v T+ v
T+/NTH/NTH/NTH /T /T /T /T /T )T /TN T/ /T /T /T /T /8T8 )T+
/vT+/vT+/v///yH5BA1KAPAALAAAAABQADWAAA jFAOE JHE i woMGDCBMgXMiwocOHECNKnE i xosWLGDNg3Mi x08
ePIEOKHEmypMmTKFOgXMmypcuXMGPKnEmzps2b0BOWyKmz gE+fAneyFLqRKNGgGn8qXfqTol1GCQHkqf IpU6sGl
A4UetQolq9etXL0a jBp2LFS18LAMZY0209q0cMsWpBoXrNyqde9eFRtXL96+dsseldrXZ0C]gwEffsi2MdmKTh

NuXYxzst/LmDNr3sy5s+fPoEOLHk26t0OnTqFOrXs16ZEAAOw==[""]",

“signature”:”7bNni8xEv6k9U jXnzMRM3k 1 A4M8BAAN/h/xgzMCJiQY="

o REZH
FB RE | RELA i B4
status int = REN (200 F%I))
message String | & REER
transId | String | 7% NV €=

® IFHRRB:
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{

“status”: 200,

"message”: “SUCCESS”,

3.4.5 HFHUREN

FESEPR AR, TR, AR TAE R RS 2 B B C LA 4 U 58/ UEi, B 8%
CHl T EMLGH A B THBUIR . BAThEEM DL, BN TR A =R i R i S br vl . H
AU T e T2 R sl HEAT IR IT A« % AWAESE, W5 RGE SR T Bl AR
4 .

3.4.5.1 BPERAHAEN
® IhEeViBH: WIEL iR, EMATA BB R LB R I B
® iFXKRHuhlk: http://host:port/coss/service/vl/getAuthorizedsDetail

® {EXRA: POST

ERSH
=AY Syt 15 b ]
M

userld String = Ffid

status String & FERCIRAS (WATT: %54%, AUTHORIZE:
AL, REFUSE: fH44, CANCEL: Hx
)

® iEKml:

{

"version”:”1.07,

“appld”:”APP_3B79535A195248FC956CB6FDF203A2C0”,
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”signAlgo”:"HMAC”,

“userId”:”fdf1e58f063eecab89e19250c447806c1a47e¢8982349586187caa33bb805577,

"status”:"REFUSE”,

“signature”:”+YXT25ddtnREZDi0d7PsHA9v+iH2V jw+1.847AZr95s4="

o RHEZSH
FB =y p WA A
il

businessld String & 4% id

authorizerld String & RN id

authorizerName String = BN

authorizerCardType String P AN ZEAL (SF: J44uF, HK:
D%y HZ: j:)‘jﬁﬁ’ JR: E}\iﬂz’ GA: ?%
WEERSGUE, W ®NEHME,
BM: 14 RCHIABGIEATIE, HX: [A] 24F,
QT: He)

authorizerCardld String = e NN A==

authorizerJobNumber | String & RN T 5

authorizerPhone String = BN FHL S

authorizerDepartmen | String & FERNER 148 B

t

authorizeeld String = BEFZARN Fid

authorizeeName String = e O L

authorizeeCardType | String = WA 2R (SF: S0E, HK:
FO#, HZ: $ER, JR: ZENIE, GA:
WG ERSMIUE, W RZS50F,
BM: 4 RCHIABGIEATIE, HX: [A] 24F,
QT: He)

authorizeeCardld String = BN

authorizeeJobNumber | String & BN TS
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authorizeePhone String = PPN LR

authorizeeDepartmen | String 5 AR ] 24 5

t

createTime String = AL R TT U I 8]

endTime String = PR 22 45 A ) ]

status String 2 FBUOIRAS (WATT: 454F, AUTHORIZE: #%
FLHFR,  REFUSE: fH#4%, CANCEL: HUJH)

® iR

“status”: 200,
"message”: ”SUCCESS”,
“data”: |
/) BRNFIEBREREHERES, TIEBAGRR BRI RS

“datalist”: [

—

"businessId”: “AUTHORIZ eed317663a824e7eab56a0eb7a7dd28f”,

“authorizerld”: 7“fdf1eb58f063eecab89e1f9250ct447806c1a47e8982349586187
caa33bb805577,

“authorizerName”: “¥R¥iHi”,
“authorizerPhone”: ”“15662176389”,
“authorizerDepartment”: “JF &7,
“authorizerCardType”: “H'& (QT)”,
“authorizerCardId”: “4567890”,

"authorizerJobNumber” : ,

“authorizeeCardType”: “H'E (QT)”,
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"authorizeeCardld”: 733333333337,

”n”n

”authorizeeJobNumber”: ,

“authorizeeld”: ”“5Hcfbhadc3a2¢5265d756db9d57be9elf2000857fc066ae02a233
4d2bbt3293577,

“authorizeeName”: ”FEI[d]2~7,
“authorizeePhone”: 7156621763807,
“authorizeeDepartment”: “4EEHL”,
“createTime”: 72022-06-13 16:47:317,
“endTime”: 72022-07-29 17:00:007,

“status”: “AUTHORIZE”

——

I
/) AUEB AR NI &

“othersList”: [

{
“businessId”: “AUTHORIZ de402155b1d643abb8b60765¢359¢cbf7”,
“authorizerId”: ”79604d453d03687b087ae0ebHfaa3ad801735116¢82356¢cd7c30d4
7c35736a94ef”,

“authorizerName”: “HEATHE22”7,
“authorizerPhone”: “18512556987”,
“authorizerDepartment”: ”347865432”,
“authorizerCardType”: “H'& (QT)”,
“authorizerCardId”: ”345678654”,

”authorizerJobNumber”: ,
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"authorizeeCardType”: “H'E (QT)”,

"authorizeeCardld”: 745678907,

“authorizeeJobNumber” : ,

“authorizeeld”: 7“fdf1eb58f063eecab89e1f9250ct447806c1a47e8982349586187
caa33bb805577,

“authorizeeName”: “¥R#iH;”,
“authorizeePhone”: “15662176389”,
“authorizeeDepartment”: “JF&KHE”,
“createTime”: 72022-06-13 16:47:317,
“endTime”: 72022-07-30 16:00:007,

"status”: “AUTHORIZE”

——

3.4.5.2 WH RGP ERN 41 (HEBASREREN

® iEKRMibE: http://ip:port/coss/service/vl/requestAuthorization
® iFHKA: POST

o HRSH.

FB Eyis 1 IR BRINE i BA
userld String % 1D
uniqueld String i T
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PR 5 R[]
“yyyy-MM-dd

HH:mm:ss” #%z{

Pt

endTime String

iyl

PR e e=agit]
SF|HK|HZ | JR|GA |

idType String

WJ|BM|HX|QT

iyl

idNumber String RGES=ai

callBackUrl String

oA
e
=
=y

requireQrCode String

oA
O @FOD
oA
i
WH
|l
]\:&g
hi2

iyl

BT S5 RO
(=1 o4 1 PR X 2
R, AEER
TF 4320 4348, B 3
RAEBH (ZEB
A NBRINE R
BRN1R

expiryDate String

e R T =MOr AEW A, fORE N =R —ME M, SRk AP AEE
1. userld
2+ uniqueld

3. idType. idNumber

® FHRFHI:

“version”:71.07,
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“appld”:”APP_0157E810F6894BEEB4DEC703317205577,

”signAlgo”:"HMAC”,
"userld”:”548a43ae04f109a2¢c¢8c812c95673579a03afd8512d7fc851f9abdc9de7066b2af”,
“endTime”:”2024-03-15 21:30:007,

"signature”:”CG1 j1xQgXuewoKUs1CK61KyL2E jwsazsIin8ae7TKOMw="

o REZSH
FB eyl R IR BiBH
signDatald String 2 B id
qrCode String 2 TP AN E (CKRERFB o 1

WA YR, PR ERERR)

WHRANZ requireQrCode A Y, R[] F
T4 base64/H

® TR
{
“status”: 200,
"message”: “SUCCESS”,
“data”: {
“signDatald”: ”“SD e7841451-8ba2-48ce-bdef-5a7ddcf0fb86”,
"qrCode”:
"{\”1d\”:\”APP_E39718EFFD514DB293F934E649B747A9\”, \”sUr1\”:\"https://newco
ss—dev. isignet. cn:10201/coss/mobile/v1/getServiceInfo\”, \”"o\”: \”"KHEODgQEUH
0QY3VnKGRrZF5EUENtC1 JQCmBnazMKXQdGJVQdBF 16Nz czCUADEHgEEhO0a0So jNUIKRYE JdX4T
FG81NiIcGQocYggSABZ9cS4=\", \"cv\”:\"2. 0\"}”
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E 1 EHDGRE O FBITRITRE, WEREZSHINT:

"status”: 200,
"message”: “SUCCESS”,
“data”: |
"signDatald”: ”SD 9f322e6e-311b-4f52-bcad-4427c11e61f5”,
“qrCode”: “KHEODgQEUHoQY3VndDVgY10VUxdtAQEAWmBNNWVAXQcRIVYdBQx/ZDBhXh
VTQyYHEh0a0So jNUIKRYE JdX4TFG81N1i1cGQocYggSABZ9cS4="
}

3.4.6 IEREHEGREN

HITERE R, AES. KPGERER . WibEHRst.
3.4.6.1 BHTERER
o IhReUiH: BITERER
® iEFRHubt: http://host:port/coss/service/vl/getCertInfo
® iERAR: POST
o EFXRSH:

FEB RE | RBUH i BA
cert String | & WEBH) base64
oid String | &% 01D I

® ER=H:

“version”:”1.07,
“appld”:”APP 0157E810F6894BEEB4DEC70331720557”7,
“signAlgo”:"HMAC”,

“cert”:
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"MITDAzCCAqagAwIBAgISTATX9hLyA5saPDc8EKE20sMvMAWGCCqBHMIVAYN1BQAWP jELMAKGA1UEBgwCQ
04xDTALBgNVBAoMBE JKQOExDTALBgNVBAsMBE JKQOExETAPBgNVBAMMCExPQOFMUOOyMB4XDTESMDYwWNDE
xMDMzN1oXDTIOMDYwNDExMDMzN1owcDELMAKGA1UEBgwCQO04xDzANBgNVBAMMBuUW800S41 TFQME4GCgmS J
omT81xkAQEMQDUOOGEOM2F IMDRmMTASYT J jOGMAMT J JOTUZNzM1Nz I hMDNhZmQ4NTEyZDdmYzg1Z j1hYmR
JOWRINZA2NmIyYWYwWTATBgcqhk jOPQIBBggqgRzPVQGCLANCAAQI TH7W1 yLLMd4honFRQJPZDAegXM7K1
/078 jY2wuzwTXsbh5 jUQZAu4CIV j6 tLp6Qem+01v7v/mAUYM7eP j/CT5041BT jCCAUowCwYDVROPBAQDAgb
AMAkGA1UdEwQCMAAWEwWYDVRO 1 BAwwCgY IKwYBBQUHAwMwgYUGA 1 UdHwR+MHwwOKA20DSGMmhOdHBZ018vY
3JsLmlzaWduzZXQuY24vY3JsLOxPQOFMUOOyLOxPQOFMUOOyXzAuY3JsMECgPqA8h jpodHRwezovL2NybCh
pc21nbmVOLmNuL2NybCOMTONBTENNMi 9pbmMvTEIDQUxTTT JfaWs jXzAuY3JsMBOGA1UdDgQWBBR1zT2DR
BtGUSINNfmDSMi ICV jKvzAfBgNVHSMEGDAWgBQ78fsiTPugyfglrS+tCqf3oTpz1zBTBgNVHSAETDBKMEg
GCigBHIbvMgYEAQEWO jA4BggrBgEFBQcCARYsaHROcHMEL Y9 jemwuaXNpZ251dC5jbi9 jcHMvTEODQUXTT
TIvY3BzLmhObWwwDAYIKoEcz1UBg3UFAANJADBGAiEAZ3ueB7INEVYTsQ+wrckoQ+u9hilLs/C19TeaSrk

+GcQCIQC/Euzxhze900FEZPQDd4P JOtUEceZCcZvud j9CUZ/wOw==",

"signature”:”qG/IAI jBUjjKJoJdF jts9p6/0PQbh9Ge5sWyel I1KZA="

BEISH.

FB RE | REBA BiHA
userld String D A 1D
certCN String 5 Y CN T0i
certDN String % {IEH DN Il
serialNumber String % W55
sigAlgName String &5 B4k
oidResult String %5 01D Tii
® ISR

{

“status”: 200,
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"message”: “SUCCESS”,

“data”: {
“userld”:

"548a43ae041109a2¢8c812¢95673579a03afd8512d7fc85f9abdc9de7066b2af”,

“certCN”: "5k =",
“certDN”:”C=CN, CN=5K =, UID=548a43ae04f109a2c8c812c95673579a03afd8512d7
fc85f9abdc9de7066b2at”,

“serialNumber”: “200217F612F2039B1A3C373C10A136A2C32F”,

"sigAlgName”: ”SM3withSM2”

3.4.6.2 EHHEH
o IheEUiHl: EHIEPRFAEE
® iFXRHuht: http://host:port/coss/service/vl/queryCert

® iFEKRAHA: POST

o HRSH.
FB by} R IR YiH
userld String & H ) 1d
deviceld | String = W id
® iHRRH:

”

“version”:”1.07,
“appld”:”APP 0157E810F6894BEEB4DEC70331720557”7,
”signAlgo”:"HMAC”,

"userld”:”548a43ae04f109a2c8c¢812c95673579a03afd8512d7fc85f9abdc9de7066b2at”,
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“deviceld”: “DEVICE_8d99871c-bf36-4a64-acee-a3b648cb08c5”,

"signature”:”qG/IAI jBUjjiKJoJdF jts9p6,/0PQbh9Ge5sWyel I1KZA="

o RESH
B KA = AR TiBH

deviceld String & W id

algoPolicy String = WEF &L, SM2

useage String & A %
SIGN: Z&HIETS
AUTH: AIETE+

cert String = W

M 2751

“status”: 200,
"message”: “SUCCESS”,
“data”: {
“certInfos”: [{
"deviceld”: ”"DEVICE fae2a200-68de—4c87-8aab—ada758ae5f757,
"algoPolicy”: ”“SM27,
"useage”: ”"SIGN”,
“cert” :"MITDAzCCAqagAwIBAgISTATX9hLyA5saPDc8EKE20sMyMAWGCCqBHMIVAYN1BQ
AwP JELMAKGA1UEBgwCQO04xDTALBgNVBAoMBE JKQOExDTALBgNVBASMBE JKQOE
xETAPBgNVBAMMCExPQOFMUOOyMB4XDTESMDYwWNDExMDMzN1oXDTIOMDYwNDEX
MDMzN1owcDELMAkGA1UEBgwCQ04xDzANBgNVBAMMBuW800S4 1 TFQME4GCgmS J
omT81xkAQEMQDUOOGEOM2F IMDRmMTASYT J JOGM4MT J jOTU2NzM1Nz 1 hMDNhZm
QANTEyZDdmYzg1Z j1hYmR jOWRINZAZ2Nm Iy YWYwWTATBgcghk jOPQIBBggqgRz

PVQGCLQONCAAQITH7W1yLLMd4honFRQJPZDAegXM7K1/0Z8 jY2wuzwTXsh5 jUQ
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3.4.6.3 EBIHE

ZAu4C9V j6tLp6Qem+01v7v/mAUyM7eP j/CT5041BT jCCAUowCwYDVROPBAQDA

gbAMAKGA1UdEwWQCMAAwWEwWYDVRO1BAwwCgY IKwYBBQUHAwMwg YUGA 1UdHwR+MH

wwOKA20DSGMmhOdHBZz018vY3 JsLmlzaWduZXQuY24vY3 JsLOxPQOFMUOOyLOx

PQOFMUOOyXzAuY3JsMECgPgA8h jpodHRwezovL2NybC5pc21nbmVOLmNuL2Ny

bCOMTONBTENNMi9pbmMvTEIDQUxTTT JfaWs jXzAuY3JsMBOGA1UdDgQWBBR1z

T2DRBtGUS INNfmDSMi ICV jKvzAfBgNVHSMEGDAWgBQ78fsiTPugyfglrS+tCq

£30Tpz1zBTBgNVHSAETDBKMEgGCigBHIbvMgYEAQEWO jA4BggrBgEFBQcCARY

saHROcHM6Ly9 jemwuaXNpZ251dC5 jbi9 jcHMvTEIDQUXTTTIvY3BzLmhObWww

DAYTKoEcz1UBg3UFAANJADBGA1EAZ3ueB7INEVYTsQ+wrckoQ+u9hilLs/C19

TeaSrk+GeQCIQC/Fuzxhze900FEZPQDd4P JOtUEceZCcZvud jOCUZ/wOw=="

o ThEeUi. WuRuEA R KA RN

® iERHMubE: http://host:port/coss/service/vl/validationCert

® ERAA: POST

o EHRSH.

FB KA e mB U TiBH
cert String = base64 ¥% L HIIE T

® iFRAH:

“version”:”1.07,

”

“appld”:”APP_0157E810F6894BEEB4DEC703317205577,

“signAlgo”:"HMAC”,

“cert”:
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"MITFQTCCBCmgAwIBAgIKGZAAAAAAAFvqLzANBgkqhkiGIwOBAQUFADBSMQswCQYDVQQGEw JDT jENMASGA
1UECgwEQkpDQTEYMBYGATUECwwPUHVibG1 jTFRydXNOTENBMRowGAYDVQQDDBFQdAW J saWMgVHJ 1¢c3QgQOE
tMTAeFwOyMDASMTMxN jAwMDBaFwOyMTASMTQxNTUSNT 1aMIGTMQswCQYDVQQGEw JDT jEtMCsGA1UECgwkb
YyX5LgsbpWwHaZ2X6K6k6K+B6 TKh6Lu95py J6ZmQ5YWs5Y+4AMRIwEAYDVQQDDANn11 J jok6z114Mx JDA1Bgk
qhkiG9wOBCQEWEFWxpdXB1bmdib0BiamNhLm9yZy5 jb jJEbMBKGCgmS JomT81xkASKMCZE4ANTESNTAyODYzM
IGfMAOGCSqGSTb3DQEBAQUAA4GNADCB1QKBgQDtX8ts21NO5vVKYW5hevtBOoqiOCPNkCdDkghbksvCzzEzY
m/YaV5IAJkp+WNaKBxGI5+X1Ybbul j/T4rXKn2haP7BCa4SiX1SYcghfdo9IzMNdb1WS+A+DsOu3bkxpHo
0v47ZPqtgsvrZ]vvgvHZGBWZvySGkodoo Jv+7g7Ar6S JSwIDAQABo4 ICWTCCA1UwHwYDVRO jBBgwFoAUrDv
srwy jUATvr6+0T2w729FX00kwHQYDVROOBBYEFKKAmnM+9BDs+irRJ4ZEs45x 1 jDeMAsGA1UdDWQEAw I Gw
DCBrwYDVROfBIGnMIGkMG2ga6BppGewZ TELMAKGA1UEBhMCQ04xDTALBgNVBAoMBE JKQOExGDAWBgNVBAs
MD1B1YmxpYyBUcnVzdCBDQTEaMBgGA1UEAwwRUHVibG1 jTIFRydXNOTENBLTEXETAPBgNVBAMTCGNhMZ2Nyb
DMxMDOgMaAvhilodHRwOi8vbGRhcC5iamNhLm9yZy5jbi9 jecmwvcHR YS9 YTN jemwzMS5 jemwwCQYDVRO
TBATwADARBg1ghkgBhvhCAQEEBAMCAPS8wWHQYFK1YLBWEEFFENGNDExMT I zZMTk5M jAXMTYANTEXMBOGBSpWC
wc IBBRTR jQxMTEyMzES0TIwMTE20DUxMTAgBghghkgBhvhEAgQUUOYOMTEXM jMxOTkyMDExN jg IMTEwWGwY
IK1aGSAGBMAEEDzEwM jAAMDAwNzKkONzg2MzA1BgoqgRyG7z1CAQQBBBcyQOBTR jAxMTEyMzES0T IwMTE20
DUxMTAqBgtghkgBZQMCATA JCgQbaHROcDovL2 JqY2Eub3 JnLmNuLl.2 JqY2EuY3 JOMASGBSpWFQEBBAYXMDA
wODAwQAYDVROgBDkwNzA1BgkqgRyG7zICAgEwWKDAmBggrBgEFBQcCARYaaHROcDovL.3d3dy51iamNhLm9yZ
y5jbi9 jcHMWEWYKKoEchu8yAgEBHgQFDAMIM jAWDQY JKoZ ThveNAQEFBQADggEBABqpbQkTOOM jOkekDD/
/SAW0r395zknvWBUeYUqrHYNLKBfDdalLxox 1RRAa+bZ31GhQ+8 j5HIPnVhU5k911xh9uvIWQGPt4418DT3
wtVQ34tTrl/y4ujlPGJsWyOn7FacSmxuGqtRyOec2e0Xv8SigA/+7ZX34Erc 1BFBt j4Kx19yiEC]synV72Q
2CumXwMyFqeHtBmFL+tmGvpkmz fW8mGT fvoyHYP1 jwQ/fwLRO3v/kfMK2YgbrzWfvgZ5X+m7eWrTtMR JES

JK+eKETpiG5zSbe j492E1rs9YaOMghiJ1T jgy1jeDsqR7eD] jrNMx0ZP616mdv6FHWsLRIOhpiypOM=",

“signature”:”qG/TAT jBUjjKJoJdF jts9p6/0PQbh9Ge5sWye I T1KZA="

NICIR IS E

iy L7 5
{

“status”: 200,

2 85 ml 3£ 193 Tl



® BN
L 1 P2 RGBS B D T V2. 1.4

"message”: “SUCCESS”

3.4.6.4 E M4

® ThEEUMI: MAHIET

® iEKHubE: http://host:port/coss/service/vl/revokeCert
® iERAR: POST

o ERSH.

FB KA =5 HiH
IR
userld String Y HH ' msspld

® ERRH:

"version”:71.07,
“appld”:”APP 0157E810F6894BEEB4DEC703317205577,

”signAlgo”:"HMAC”,

"userld”: “46ad5c9c22bbade7c520a3b50efe8d91d294b5e7f65ba77c0141dadbe097c48e”,

"signature”:”qG/IAIjBUjjiKJoJdF jts9p6,/0PQbh9Ge5sWyel I1KZA="

NIt

® N
{
“status”: 200,

"message”: “SUCCESS”
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3. 4.7 LR B O A

AT S I P I TRD R B R AIE 2 424 I T At
3.4.7.1 FRAERHER
® IThEeUEA: AR RIER
® iENRMbE: http://host:port/coss/service/vl/createAndGetTssInfo
® iERAR: POST
o EFXRSH:

FE =y =5 WA i
oriData String = B R S
attachCert String & a2 SR ol IR T 5 A SN T i
(true/false)

® ERFH:

“version”:”1.07,
“appld”:”APP 0157E810F6894BEEB4DEC70331720557”7,

“signAlgo”:"HMAC”,
“oriData”: “test”,

"attachCert”: true”,

"signature”:”qG/IAI jBUjjiKJoJdF jts9p6,/0PQbh9Ge5sWyel I1KZA="

TE RE | REBA i
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tsResp String & I A

® iR
{
“status”: 200,
"message”: “SUCCESS”,

"data”: |

“tsResp”: “MIIGKAYJKoZThveNAQcColIGgTCCBnOCAQMxDzANBg1ghkgBZOMEAgEFADCBswYL
KoZThveNAQkQAQSggaMEgaAwgZ0CAQEGASowMTANBg 1 ghkgBZOMEAgEFAAQgn4bQgYhMfWWaL+qgxVrQFa0/Tx
srC41s0V1sFbDwCggCBAX14QEYDzIwM jEwODASMDgONDM1WgIGAXsqFcgpoEOKQTA/MQswCQYDVQQGEwW]JDT jEN
MAsGA1UECgwEQkpDQTEPMAOGA 1UECwwGMTEXMTEXMRAwDgYDVQQDDAdyc2ExMDI00ITEB jCCBAIwggl.qoAMCAQ
TCChtAAAAAAAANOdAWDQY JKoZ ThveNAQELBQAwU JELMAKGA 1UEBhMCQO4xDTALBgNVBAoMBE JKQOExGDAWBgNV
BAsMD1B1YmxpYyBUcnVzdCBDQTEaMBgGA1UEAwwRUHVibG1 jIFRydXNOTENBLTIwHhcNM jAxXMEIMTYwMDAwWh
cNMzAXMJE2MTU10TUSW jA/MQswCQYDVQQGEw JDT JENMAsGA1UECgwEQkpDQTEPMAOGA 1 UECwwGMTEXMTExMRAw
DgYDVQQDDAdyc2ExMDIOMIGEMAOGCSqGS Ib3DQEBAQUAA4GNADCB1QKBgQCPTqz8+FGLb1nmX4uNxf13xzq8DM
SKzuPp jpP6tYe60DH jK21in00H21Dm0gwbxW5tZB7br3H1k7sLMrt4108 40 jGy960VtQmdxn+vg6500PbUtwQR
q5ZcNvwgDHke8ADT/bs0znUnBgbZ3mrVOE9ZCGRsnrg7£31y710517Z51uwIDAQABo4 IBbzCCAWswHwYDVRO jBB
gwFoAU+7fUVhdY jCN91ThCAdTtd5tX6+kwgaOGA1UdHWSBpTCBo jBsoGqgaKRmMGQxCzA JBgNVBAYTAKNOMQOw
CwYDVQQKDARCSKNBMRgwFgYDVQQLDA9QdAW JsaWMgVHJ1c3QgQOExG jAYBgNVBAMMEVB1YmxpYyBUcnVzdCBDQS
0yMRAwWDgYDVQQDEwd jYTR jemwOMDKgMKAuhixodHRwO18vbGRhcC51iamNhLm9yZy5jbi9jemwvcHR YS9 jYTR
cmwOLmNybDA JBgNVHRMEA jJAAMBEGCWCGSAGG+EIBAQQEAwI A/ zAWBgNVHSUBAfSEDDAKBggrBgEFBQcDCDBABg
NVHSAEOTA3SMDUGCSqBHIbvMgICATAoMCYGCCsGAQUFBwIBFhpodHRwOi8vd3d3Lm]JqY2Eub3 JnLmNuL2NwczAL
BgNVHQS8EBAMCA/ gwEwYKKoEchu8yAgEBHgQFDAM2NTQwWDQY JKoZ ThveNAQELBQADggEBADQn82uvXWHpF1/7fv
bIMNp05p4yQZwjE80mYE9 /ULy 7BXP1gmSmaCnxve9RUS8+t TXNDY8w6 jc4E5b3Y1MeLsGEVW+DB2mF £ v8WHbTK
/2q8QivIgQL1zyrD56T1 jiqri0lr3ShZYiVX5yuOFgulx2DOM1JU/10PoEQatYC6EAdPK Jcao j9C4+zShr/irG
6GhXodreYUcmazDVLzLHfQaf2k/E3QcA/x7ThVwtEMcmmG8N7ZfvprmS9U jlvEIoFi/AEAB3t+41EyUs0zFqvYO
TvhezIMb76uc4kqCUZbTz J9d6dwb+EmGmmpXEs6QB2XzcCTo3xvTPedbhOgBH jqLu30xggGIMIIBoQIBATBgMEF
I1xCzAJBgNVBAYTAKNOMQOwCwYDVQQKDARCSKNBMRgwF gYDVQQLDA9QAW JsaWMgVHJ 1¢3QgQOEXG jAYBgNVBAMM
EVB1YmxpYyBUcnVzdCBDQSOyAgobQAAAAAAADAHQMAOGCWCGSAF 1 AwQCAQUAoIGYMBoGCSqGSITh3DQE JAZENBg
sqhkiG9wOBCRABBDAcBgkghk i G9wOBCQUxDxcNM jEwODASMDgONDM1W jArBgsqhk i G9wOBCRACDDEcMBowGDAW
BBTCdKpud+ZFDHNAbg3RNS8rHg49GdTAvBgkghk 1G9wOBCQQx IgQgT/zZFRRmrIN9zSQhXDBcZDe tmfCJmEb1Um
S0zDTgHYkwDQY JKoZ ThveNAQEBBQAEgYA9KB+eTuL TkRw5 t2AVYG/Zbo9uOcex+DBruXOBvNk5Rb21fzghfqUd
UcT/Bd+TT419akqg58H j1WVK6h+zeFkkoe7QvwUMr13YW0 j7I19Fm4T8CtOR8s/AcUTA1LcxQM1L5mgbmGWS913Y
r/malvqTkOUFHXN/AV7vxibXTHJ1sThg=="

}

3.4.7.2 FEHTIEER
o THERULHI: MENTIIEIE

® ERHME: http://host:port/coss/service/v1/getTSInfo
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® ERAGA: POST

® ERSH:
B vt} 1 AR B

tsResp String = R FAAT B 18] Bk B s

type Int & FEE AT I [i] RS 1Y
(type =1 IR[BIEf[E], type=2 iR [A]J5i
# hash {H, type=3 R[E[UFF, type=4
IR B AR S5 28 UE T 515 )

® FRRH:

“version”:”1.07,
“appld”:”APP 0157E810F6894BEEB4DEC70331720557”7,

“signAlgo”:"HMAC”,

“tsResp”:  “MIIGKAYJKoZThveNAQcColIGgTCCBnOCAQMxDZzANBg1ghkgBZAMEAgEFADCBswYLKoZ
ThveNAQkQAQSggaMEgaAwgZ0CAQEGASowMTANBg 1 ghk gBZQMEAgEFAAQgn4bQgYhMEWWal+qgxVrQFa0/T
xs1rC41s0V1sFbDwCggCBAX14QEYDz IwM jEWNzZAxXxMDkwMz IwWg IGAXphTuv JoEOKQTA/MQswCQYDVQQGEw ]
DT jENMASGA1UECgwEQkpDQTEPMAOGA 1UECwwGMTEXMTEXMRAwDgYDVQQDDAdyc2ExMDI00 I TEB jCCBATwg
gLqoAMCAQICChtAAAAAAAANOdAWDQY JKoZ ThveNAQELBQAwWU JELMAKGATUEBhMCQO4xDTALBgNVBAOMBE J
KQOExGDAWBgNVBAsMD1B1YmxpYyBUcnVzdCBDQTEaMBgGA1UEAwwRUHVibG1 jIFRydXNOIENBLT IwHhcNM
JAXMJEIMTYwMDAWWhcNMzAxM jE2MTU10TUSW jA/MQswCQYDVQQGEwW JDT jENMAsGA 1UECgwEQk pDQTEPMAOQ
GATUECwwGMTEXMTExXMRAwDgYDVQQDDAdyc2ExMDIOMIGfMAOGCSqGSTb3DQEBAQUAA4AGNADCB1QKBgQCPT
qz8+FGLb1nmX4uNxf13xzq8DMSKzuPp jpP6tYe60DH jK21n0OH21iDmOgwbxW5tZB7br3H1k7sLMrt4108 j
40jGy960VtQmdxn+vg6500PbUtwQRg5ZcNvwgDHkc8ADT /bs0znUnBgbZ3mrVOE9ZCGRsnrg7£31y71051
751uwIDAQABo4IBbzCCAWswHwYDVRO jBBgwFoAU+7fUVhdY jCN91thCAdTtd5tX6+kwgaOGA1UdHwSBpTC
Bo jBsoGqgaKRmMGQxCzA JBgNVBAYTAKNOMQOwCwYDVQQKDARCSKNBMRgwEFgYDVQQLDA9QAW JsaWMgVH ] 1c
3QgQOExG jAYBgNVBAMMEVB1YmxpYyBUcnVzdCBDQSOYMRAwWDgYDVQQDEwd jYTR jemwOMDKgMKAuhixodHR
w01i8vbGRhcChiamNhLm9yZy5jbi9 jemwvcHR jYS93YTR jemwOLmNybDA JBgNVHRMEA jJAAMBEGCWCGSAGG+
EIBAQQEAwWIA/ZAWBgNVHSUBATS8EDDAKBggrBgEFBQcDCDBABgNVHSAEOTASMDUGCSqBHIbvMgICATAOMCY
GCCsGAQUFBwIBFhpodHRw018vd3d3Lm]qY2Eub3 JnLmNuL2NwczALBgNVHQSEBAMCA/ gwEwYKKoEchu8yA
gEBHgQFDAM2NTQwWDQY JKoZ ThveNAQELBQADggEBADQNS82uvXWHpF1/7fvbIMNp05p4yQZw jESOmYE9 /ULy
7BXP1gmSmaCnxve9RUS8+t TXNDY8w6 jc4E5b3Y1MeLsGEVW+DB2mF fv8WHbTK/2q8QivIgQL1zyrD56T1 j
1qri0lr3ShZYiVX5yuOFgulx2DOM1 JU/10PoEQatYC6EAdPK Jcao j9C4+zShr/irG6GhXodreYUcmazDVL
zLHfQaf2k/E3QcA/x7ThVwtEMemmG8N7ZfvprmS9U j1vEToFi/AEAB3t+41EyUs0zFqvY0OTvhezIMb76uc4
kqCUZbTzJ9d6dwb+EmGmmpXEs6QB2XzcCTo3xvTPedbhOgBH jqLu30xggGIMI IBoQIBATBgMFIxCzA JBgN
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VBAYTAKNOMQOwCwYDVQQKDARCSKNBMRgwFgYDVQQLDA9QAW JsaWMgVHJ 1¢3QgQOExXG JAYBgNVBAMMEVB1Y
mxpYyBUcnVzdCBDQSO0yAgobQAAAAAAADAHQMAOGCWCGSAF 1 AwQCAQUAo IGYMBoGCSqGSIb3DQE JAZENBgs
ghki1G9wOBCRABBDAcBgkghk i GO9wOBCQUxDxcNM jEWNZAXxMDkwMz IwW jArBgsqghk i G9wOBCRACDDEcMBowG
DAWBBTCdKpud+ZFDHNAbg3RN8rHg49GdTAvBgkghk iGI9w0OBCQQx I gQgxkBUkAkk1V1r Jvkfs3fHoUTaKnH
SmpbFYTHd3vmra58wDQY JKoZ IhveNAQEBBQAEgYAxYCO1o05cHuwIx/VOBMjVJA9uy1gHGUmw J+KGRBMEwq
x1drn8zVrPkHIWACp JrA4pv7bdWynrgFHQU2ZC0t5x71t33J4fbmvphgsDecd7h6N3xwxE/n6btQPf6W/K

St+iR782z9CPsTq41aTDW7R18Nch4Yh jamAzCwkWf7Myv I 7w=="

”type” . //1//’

"signature”:”qG/IAI jBUjjKJoJdF jts9p6/0PQbh9Ge5sWyel T1KZA="

o RES¥
FEB KB | RBUSR B
tsInfo String T i & A A E s

® iR

“status”: 200,
"message”: “SUCCESS”,

"data”: |

“tsInfo”: ”20210701170320”
}

3.4.7.3 IR B
® ThEEULEH: ISAIEAT [AIER
® iFKHubk: http://host:port/coss/service/vl/verifyTS

® ERAFA: POST

® FEXRSH:
FE Eyit) R AR L]
oriData String & B J S
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tsResp String & I 25 I T) 8K A5 S

{

HRRH:

“version”:”1.07,
“appld”:”APP 0157E810F6894BEEB4DEC703317205577,
"signAlgo”:”HMAC”,

“oriData”: “test”,

“tsResp” : "MITIGkAYJKoZ ThveNAQcColI1GgTCCBnOCAQMxDZzANBg 1 ghkgBZAMEAgEFADCBswYLKoZ Th
veNAQkQAQSggaMEgaAwgZ0CAQEGASowMTANBg 1 ghkgBZOMEAgEFAAQgn4bQgYhMfWWaL+qgxVrQFa0/Txs
rC41s0V1sFbDwCggCBAX14QEYDz IwM jEwNZAxMDkwMz IwWg IGAXphTuv JoEOKQTA/MQswCQYDVQQGEwWJDT
JENMASGATUECgwEQkpDQTEPMAOGA 1UECwwGMTEXMTExMRAwDgYDVQQDDAdyc2ExMDI00I TEB jCCBATwggL
qoAMCAQICChtAAAAAAAANOdAWDQY JKoZ ThveNAQELBQAwU jJELMAKGA 1UEBhMCQO4xDTALBgNVBAoMBE JKQ
OExGDAWBgNVBAsMD1B1YmxpYyBUcnVzdCBDQTEaMBgGA1UEAwwRUHVibG1 jTIFRydXNOTENBLTIwHhcNM jA
xMJEIMTYWMDAwWhcNMzAxMJE2MTU10TUSW jA/MQswCQYDVQQGEw JDT JENMAsGA1UECgwEQkpDQTEPMAOGA
1UECwwGMTEXMTExMRAwDgYDVQQDDAdy c2ExMDIOMIGFMAOGCSqGSTh3DQEBAQUAA4GNADCB1QKBgQCPTqz
8+FGLb1nmX4uNxf13xzq8DMSKzuPp jpP6tYe60DH jK21in00H2iDmOgwbxW5tZB7br3H1k7sLMrt4108 j40
jGy960VtQmdxn+vg6500PbUtwQRq5ZcNvwgDHkc8ADT /bs0znUnBgbZ3mrVOE9ZCGRsnrg7£31y710517Z5
1uwIDAQABo41BbzCCAWswHwYDVRO jBBgwFoAU+7fUVhdY jCN91fhCAdTtd5tX6+kwgaOGA1UdHwSBpTCBo
jBsoGqgaKRmMGQxCzA JBgNVBAYTAKNOMQOwCwYDVQQKDARCSkNBMRgwF gYDVQQLDA9QAW JsaWMgVH]J 1¢3Q
gQOExG jAYBgNVBAMMEVB1 YmxpYyBUcenVzdCBDQSOyMRAwDgYDVQQDEwd jYTR jemwOMDKgMKAuh i xodHRwO
18vbGRheCHiamNhLm9yZy5jbi9jecmwvcHR YS9 jYTR jemwOLmNybDA JBgNVHRMEA jJAAMBEGCWCGSAGGHET
BAQQEAwIA/zAWBgNVHSUBATSEDDAKBggrBgEFBQcDCDBABgNVHSAEOTA3MDUGCSgBHIbvMg ICATAOMCYGC
CsGAQUFBwIBFhpodHRw018vd3d3LmJqY2Eub3 JnLmNuL2NwezALBgNVHQSEBAMCA/ gwEwYKKoEchu8yAgE
BHgQFDAM2NTQwDQY JKoZ ThveNAQELBQADggEBADQNn82uvXWHpF1 /7 fvbIMNpO5p4yQZw jES8OmYE9,/ULy 7B
XP1gmSmaCnxve9RUS8+tTXNDY8w6 jc4E5b3Y1MeLsGEVW+DB2mF £ v8WHbTK/2q8QivIgQL1zyrD56T1 jiq
ri01r3ShZYiVX5yuOFgulx2DOM1JU/10PoEQatYC6EAdPK Jcao j9C4+zShr/irG6GhXodreYUcmazDVLzL
HfQaf2k/E3QcA/x7ThVwtEMcmmGSN7ZfvprmSOU j1vEToFi/AEAB3t+41EyUs0zFqvYOTvhezIMb76ucdkq
CUZbTzJ9d6dwH+EmGmmpXEs6QB2XzcCTo3xvTPedbhOgBH jqLu30xggGIMI TBoQIBATBgMFIxCzA JBgNVB
AYTAKNOMQOwCwYDVQQKDARCSKkNBMRgwFgYDVQQLDA9QAW J saWMgVHJ 1¢3QgQOExG jAYBgNVBAMMEVB1Ymx
pYyBUcnVzdCBDQSO0yAgobQAAAAAAADAHAMAOGCWCGSAF1AwQCAQUAoIGYMBoGCSqGSIb3DQE JAZENBgsqgh
ki1G9wOBCRABBDAcBgkghkiGI9wOBCQUxDxcNM jEwNzZAXxMDkwMz IwW jArBgsqhk i G9wOBCRACDDEcMBowGDA
WBBTCdKpud+ZFDHNAbg3RN8rHg49GdTAvBgkghkiG9wOBCQAx I gQgxkBUKAKKk1V1r Jvkfs3fHoUTaKnHSm
pbFYTHd3vmra58wDQY JKoZ ThveNAQEBBQAEgYAxYCO1io5cHuwIx/VOBMjVJA9uy 1 gHGUmw J+KGRBMEwqx 1
drn8zVrPkHIWACpJrA4pv7bdWynrgFHQU2ZC0t5x71t33 J4fbmvphgsDecd7h6N3xwxE/n6btQPf6W/KSt
+1R7829CPsTq41aTDW7R18Nch4Yh jamAzCwkWE7MyvI7w==",

“signature”:”qG/IAIjBUjjKJoJdF jts9p6/0PQbh9Ge5sWyel11KZA="
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R
w gg;l)ﬂ W35 44 2 G- MR S5 v L W 0 V2. 1. 4
FE KA | REVA BiEA
verifyRes String B | B
1 i [a) A 2L
—1 i T BRI E AN
=2 NIESCEAEANE L,
-3 NARIEEIR,
—4 AEFHARARL,
-5 AW ABIES,
~6 RIS (BRI R 5% A5 E 153 1
L) ViR
{
“status”: 200,
“message”: “SUCCESS”,
“data”: |

3.4.8 PDF & &EAMXEED

3.4.8.1 ¥ PDF B4 1E% (FFT getPdfHash+addSignJob M)

® ThEeUiEH: THEAK 4L PDF XK hash 3347 PDF &%

“verifyRes”:

® iFHKHbdk: http://ip:port/coss/service/v1/addPdfSignJob

® iFRHAFX: POST

o WREN
FB e 3t R BN i

userld String & 1D

title String & Ay
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© Q=1
v 1 W% 4 R G TR T R M V2. 1. 4

description String 5 i
expiryDate String = BHROHRNAEEN 0, BEKARE
ik 3K,
BESN v o VA7 (T -
callBackUrl String & [l hE (&% PDF [B]1 [A])
requireQrCode String = RO TE YN, HEgtE AN Y. N
AP
signSealType String 5 LR
(BJCA_SM2|GM_SEAL|GB SEAL)
BRINHH SM2 25 BJCA SM2
pdfFileStr String = pdf S base64 Eif
configureSeal Info ConfigureSea | +& RElEM, BERHE, A, W
1Info % (PR B LR J5 3D
coordOfRuleInfo CoordOfRulel | /& B AR, AL 3RS 44 TLHL, T
nfo BN 0 RF4E GEHTFE LR
JG Ui BA ), Fl keywordsOfRuleInfo
ik
keywordsOfRulelnfo KeywordsOfRu | +& KPR FEE LN AN 7B W3R
leInfo JG ) , A1 coordOfRulelnfo
ik
signWidth Float 5 B FIRR NG
1. BJCA SM2. GM SEAL %z,
FAAE pX o
2. GB SEAL ZEEEHf, HUEVEE
(0,507, HALZE mm
(50, 142) , A& pto
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® HFIAE
oWl 1 R % A 5 i L T V2. 1.4

(142, +o0), FAfIE pxo
HRE: s
MEALE px B, BR KNS E
FE) DPT A%, #H4h mm {3t
HAXN: px/dpi * 25.4
HEALE pt B, FHON mm 1
TEAZN: pt/72 * 25.4

signHeight Float 5 B PR RN
opacityOfEffect int fh W (8 0 41 HH)
coverTextOfEffect boolean % BT
appName String e A B2 PRI B G PR =S4 T S )
MBS (%R e E 7
KRBT By, HHi%
NSRS ET (il UET
4% )
sealSignPdfWaterMar | SealSignPdfW | 7% JKER (EA&EF SO TEikis i)
k aterMark
requireTss String % S TS A R A, AR
Y B3N
seal ImageSizeFactor | Float & E R R RKNRE: SEHBOR
i NEEEF, fANZSHEE,
TFELN signWidth.signHeight
supSubOfRuleInfos List<SupSubS | 75 225 2 AW )
ealPdfPositi
onRulelnfo>
notes String % N4 A 4 A o 1E




@ S§EFNPE

D[RR A G 55 i L W] Tl V2. 1. 4

getSignResult F[BI1E 4 O JFEFE

R [A]
SealSignPdfWaterMark Xf RS0 T -
B R =y WIE BRINME iR
type int % 1 TKERZRAY
1, X
2, Wi
content String = IKEIN 2
By Base64 Zmbd ) A
FRFE
fontSize int 5 18 FARK N
fontColor String | & #808080 A, ERIAKE
positionX int 5 300 X AR FRE
positionY int 5 400 Y ARRRE
rotation int & 0 e
alignment int % 1 X5 AL B )
0, ZEXf5%
1, FEHX5F
2, JEAXFE
floatingType int 5 1 e BBt
1, Bk
2, BF
indexNum int & 0 B i A% 3 Y 2 B ZH AR AR
=5l,
M0 JFEG
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@ S§EFNE

By [F1 2544 ZR G0 1R 55 i P 11 A T V2. 1. 4

percent int 5 100 YR
fillOpacity float & 1.0 W& W
pageNum int D 1 WE KNI
ConfigureSeallnfo Xt R SH U

FB eyt = AR B
signType String & KM, MANBEHANLE T
signProvince String = HoFR AT
signName String & FEIN

CoordOfRulelnfo X S H U F -

AEVIAME A&, left, right, top, bottom {HFEMPOE olx, v) M E, WH:

N
X

(0,0)

A4

FE KA Xl Tt BH
top int 5 Aty top BN B R TS X 807 B pt
right int @ Mty right EDEE & A XA B pt
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@ S§EFNTE

D[RR ARG 55 i L W Tl V2. 1. 4

bottom int = AAEF bottom B E B F R IX AL B pt
left int i AbE Teft ENE & A A IXIRAT B pt
pageNo int & TR UG
KeywordsOfRuleInfo Xt % =5 K
FB KA =B W B
keyWord String i KT
signKeywordsPosition | Int 5 Ko T AR E LT E
1-—CENTER,
2——BOTTOM,
3———RIGHT
EROR A=
Y #F CENTER. RIGHT. BOTTOM
signKeywordsSearch String % KEFERT: 0,1,2
K 2R«
0 ALL 4%
1 DESC f#IJP&r$k
2 ASC IEFF
keywordNum i KRG, FILRET,
(R TFE 1,
H. signKeywordsSearch /£ 0)
coordinateX 3 K mes, A0 pt, JERME
PE B OB AR R X
coordinateY % KR W&, A0 pt, JEHE

S OB T AR AR Y
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@ B
N 1 D[RR A4 2R G- M 55 v 1 LT M V2. 1. 4

SupSubSealPdfPositionRulelnfo % %ZHUn T :

FB KA 1 IR k|
seal ImageStr String = 2= B R base64 T4
coordOfRuleInfo CoordOfRule | #& A2 AR BRI, A HEZE AL T AL, T
Info oM 0 RFAH (FEAIFB MR
Ja i), flkeywordsOfRuleInfo
ik
keywordsOfRuleInfo KeywordsOfR | /& KT IMN] PR 7B W3R
uleInfo Ja ) , Fl coordOfRulelnfo
ik
signWidth Float & B R, BN 45
signteight Float 5 K e, BN 45
® iERRH:

“appld”: “APP_TB3F36A14E99410A80B37AEF332E3247”,
“signAlgo” : “HMACSHA256”

"signature”: “570DmdUD9kmGuy1L/M3fxY2cU+We5CqOWVIXL JCr5A0=",

”signSealType”: “BJCA SM27,

“userId”: 751627394e66¢1f764d6211d5aab4cdc09026a7b4509291c4834b179ad90389f0”,
“algo”: ”“SM3withSM2”,

"description”: “HEiR”,

“expiryDate”: 714407,

“requireQrCode”: "N”,

"pdfFileStr”:
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@ WFUE
A 1 WIS  RG - BR S S D T M V2. 1.4

” JVBER10xL jUNJeL jz9MNC jMxIDAgh2 JgDTw8LOxpbmVhcm16ZWQgMSOMIDEWMzg2Mi9PTDMzLO0Ug0TgOMTg

vTiAxL1QgMTAzNTU3L0ggWyAOOgNOBU4BtgFbtcstOFm7qgQnAVuO0qOawGdikXeWC jdolv4zVBuOa JFgPrMP
xtTi3B1itXR7BKhxfCawAlgONQ. ... ... EWzxGRTZCMzcxNkMzMDI3NzQxOTdGMERDQTZDOEREN jAORT48ME
UONzUzN jI2MUMOOUEOMz gbMTQ1RUVDRTE4R jVGQUI+XS9 JbmZv IDMwIDAgU1i9MZWondGggNTAvUm9vdCAzMi
AwIFIvU216ZSAzMS9UeXB1L1hSZWYvV1sxIDMgMVO+PnNOcmVhbQOKaN51YgABJkbGhiIGJiCDCUQKmIBIx j
4wGQCU/Z9TDWIDeQNPMrOCk YWMAAEGA JwuBUUNCmVuZHNOcmVhbQ11bmRvYmoNc3RhenR4emVmDQoxMTYNCi

UIRU9GDQo=",

”sealSignPdfWaterMark”: {
“content”: "HLHE T,
“type”: 1,
"positionX”:10,
"positionY”:400,
“percent” :50

},

“configureSeal Info”: {
"signType”: "PMAZE",
“signProvince”: “Jbtil”,
”signName”: ”gkuk”

I
“coordOfRuleInfo”: {
“top”: 300,

“right”: 600,
"bottom”: 200,
“left”: 350,

"pageNo”: 1
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@ B= Ut
N 1 WIS  RG - BR S S D T M V2. 1.4

}

)

“appName”: “1p[E2Z544 APPID”,
”signWidth”: 150,
“signHeight”: 120,
"opacityOfEffect”: 40,
“coverTextOfEffect”: false,
“requireTss”: "N” ,

"version”: 72.1.47

J
o REZH
TB R | RELA BB
signDatald String & 55 47 B 1 d
qrCode String 5 P77 R R SO A
cert String 5 W

® iR
{
“status”: 200,
"message”: “SUCCESS”,
“data”: {
"signDatald”: ”SD e7841451-8ba2-48ce-b4ef-5a7ddcf0fb86”,
"qrCode”:
“{\"1d\”:\”APP_E39718EFFD514DB293F934E649B747A9\”, \”sUr1\”:\"https://newco
ss—dev. isignet. cn:10201/coss/mobile/v1/getServiceInfo\”, \"o\”: \”KHEODgQEUH

oQY3VnKGRrZF5EUENtCI JQCmBnazMKXQdG JVQdBF 16Nz czCUADEHgEEhOaOSo jNUIKRYE JdX4T

Z 100 ml 3t 193 Ti



@ B= Ut
Ve 1 i [F1%5 4 B G-I 55 B 1 0 B M V2. 1. 4

FG81NiTcGQocYggSABZ9cS4=\", \"cv\”:\"2. 0\"}”

E: AHOURE O FBITRITE, MREISHMNT:

"status”: 200,
"message”: “SUCCESS”,
“data”: |
“qrcode”:  “KHEODgQEUHoQY3VnKWZqaVIGVkVtV1YACmBnYWILXQRGcAQAVQh+MjB1XEKEQnIK
Fh0a0So jNU1KRYE JdX4TFG81NiI1cGQocYggSABZ9cS4=",
"verifyld”: ”SD d5990637-ef12-422d-a406-d03ac539a028”
}

——

® [EIE~:
{

“signJobld”: "{£% 1D”,

"status”: "ZBELIRE,

“signResult”: "4544 45017,

"signCert”: “H LT,

”composePdf”: “& %] PDF U4 base6418”,

”H]SSpId”: //)_H)i[ ID//

3.4.8.2 1% PDF 3C4F hash {&
o THEEULHH: THEAE 4N PDF XK hash B
® iFXRHubt: http://ip:port/coss/service/vl/getPdfHash

® {ERA: POST
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@ §EFNPE

D[RR A4 2R G- M 55 v 1 LT M V2. 1. 4

® FHRSH:
FB KA 1 IR k|
userld String = 1D
signSealType String 5 R R
(BJCA SM2|GM_SEAL|GB SEAL)
ERINHA SM2 575 BJCA_SM2
pdfFileStr String = pdf 3 base64 i
configureSeal Info ConfigureSea | +& RElEM, BFERHE, A, W
1Info % 7B LR G Ui BD
coordOfRuleInfo CoordOfRulel | & B AABRIRIN, FLFESS 44 DL HL, T
nfo R 0 ARFRAH (B LR
Ja A ), flkeywordsOfRuleInfo
ik
keywordsOfRulelInfo KeywordsOfRu | +& RN (PR B LR
leInfo Ja W) , 1 coordOfRulelnfo
ik
signWidth Float i 5 BRI
1. BJCA SM2. GM SEAL %z,
B px .

2. GB_SEAL ZEZH}, HUETEH]
(0,50], HAZE mm .

(50, 142), HALZ pto.

[142, +o0), FAAIZ pxo
HE: s
HEALE px B, BaRKANSHE
H I DPT A%, #4808 mm )it
FHAHN: px/dpi * 25.4

102 7 3 193 Wi



@ S§EFNPE

D[RR A G 55 i L W] Tl V2. 1. 4

MPALE pt B, BN mm {1
THEAN: pt/72 * 25.4

signHeight Float % B PRI

opacityOfEffect int FIEE (8 0 42375 )

coverTextOfEffect boolean 5 R LT

appName String % INAZE B ICI BB - =i T
&R (EZ2RA e E
KPR LT Bnts, HHi%
N5 MRS 2 ES (Rl FE IR 1
g8 )

sealSignPdfWaterMar | SealSignPdfW | 75 JKED (22 ATV

k aterMark

seal ImageSizeFactor | Float & E R R RKNRE: SEBOR
i NEEEE, fANZSHE,
TFEHEN signWidth.signHeight

supSubOfRuleInfos List<SupSubS | 7 e w3 Wl

ealPdfPositi
onRulelnfo>
ConfigureSeal Info ¥R ZE U
FB eyt p YNl k|
signType String v R, MNANBEE AT
signProvince String = HoF AT
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@ S§EFNPE

By [F1 2544 ZR G0 55 i P 11 A T V2. 1. 4

signName

String

Fm

BRAN

CoordOfRulelnfo X ZZH U F -

AEVIAME A&, left, right, top, bottom {HFEMPOE olx, v) M E, WH:

AN
X
(0.0) X
>
FEB KA BB VAR i
top int 5 Aty top BN B R TS X 807 B pt
right int o AAFR right ENEE & A EIX AL B pt
bottom int %5 AL bR bottom B E B F X AL E pt
left int @ ARFR left ENEE R F A2 3 X 30 B pt
pageNo int % 2 UG
KeywordsOfRulelInfo X R ZH .
FB ey B UM i

keyWord String % P
signKeywordsPosition Int %5 K 7&K GMNE -

1-—CENTER,

2—BOTTOM,
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@ B
v 1 D[RR A G 55 i L W] Tl V2. 1. 4

3-—RIGHT
GERSEDA-®
SCHE CENTER. RIGHT. BOTTOM

iyl

REEFERINT: 0,1, 2
KR -

0 ALL 4%

1 DESC fEJFe#k

2 ASC  IEfF

signKeywordsSearch String

iyl

KEFEG, B RBEREE,
(R HfE 1,
H. signKeywordsSearch /£ 0)

keywordNum

oA

K mte s, A pt, JEE
S B AR A X

coordinateX

iyl

K fmts i, B4 pt, ARGUHE
S OB T AR Y

coordinateY

SealSignPdfWaterMark X} S50 T

JE 2 FR RE IR BRIME Eiii3%)

type int &5 1 IK 2
1, XF
2, R

IKEIA
8L Base64d Zwtd i) & A

P

content String

iy

18 FARKN

fontSize int
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@ S§EFNE

D[RR ARG 55 i L W] Tl V2. 1. 4

fontColor String | & #808080 B, RiAKE
positionX int e 300 X AR FRE
positionY int 5 400 Y ARRRE
rotation int & 0 e
alignment int % 1 X555 77 2\

0, AXt5%

L, JEHxsF

2, JEAXFE
floatingType int 5 1 e BBt

1, Bk

2, &1
indexNum int &5 0 B i A 15 Y 2R A O AR AR

=5,

M0 JFEG
percent int 5 100 LY ER e
fillOpacity float & 1.0 B
pageNum int 5 1 B 7K EI T4

SupSubSealPdfPositionRulelnfo % %ZHUn T :

FB =y =5 WA i
seal ImageStr String P 2B baseb4 FAF H
coordOfRuleInfo CoordOfRule | #& B AL BRI, AL FEZE 44 TUHL, T
Info BN 0 MRFR A R B LK

JG Ui BA ), Fl keywordsOfRuleInfo

ik
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@ S§EFNIE

By [F1 2544 ZR G0 55 i P 11 A T V2. 1. 4

keywordsOfRulelInfo KeywordsOfR | /& FRR AN (VEH T W #
uleInfo Ja i) , Fll coordOfRulelnfo

signWidth Float %5 BB v, Bl 45

signHeight Float 5 BEE e, BN 45

® iERRH:

“appld”: “APP_TB3F36A14E99410A80B37AEF332E3247”,

"signAlgo” : “HMACSHA256”

"signature”: ”570DmdUD9kmGuy1L/M3fxY2cU+We5CqOWVIXL JCr5A0=",

”signSealType”:

"BJCA_SM2”7,

“userTd”: ”51627394e66c11764d6211d5aab4cdc09026a7b4509291c4834b179ad9038910”,

"pdfFileStr”:

” JVBER10xL jUNJeL jz9MNC jMxIDAgh2 JgDTw8LOxpbmVhcm16ZWQgMSOMIDEWMzg2Mi9PTDMzLO0Ug0TgOMTg

vTiAxL1QgMTAzZNTU3L0ggWyAOOgNOBU4BtglFbtcstOFm7qgQnAVulOgO0awGdikXeWC jdolv4zVBuOaJFgPrMP

xtTi3B1itXR7BKhxfCawAlgONQ. .. .. ..

EWzxGRTZCMzcxNkMzMDI3NzQxOTdGMERDQTZDOERFN jAORT48ME

UONzUzN jT2MUMOOUEOMz gbMTQ1RUVDRTE4R jVGQUI+XS9 JbmZv IDMwIDAgUi9MZWondGggNTAvUm9vdCAzMi

AwIFIvU216ZSAzMS9UeXB1L1hSZWYvV1sxIDMgMV0+PnNOcmVhbQOKaN51YgAB JkbGhi1GJiCDCUQKmIBIx j

4wGQCU/Z9TDWIDeQNPMrOCk YWMAAEGA JwuBUUNCmVuZHNOcmVhbQ1 1bmRvYmoNc3RhenR4emVmDQoxMTYNC i

UTRU9GDQo=",

“configureSealInfo”: {

"signType”:

” Sl S
NN

”signProvince”: “dkit”,

”signName” :

St
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@ §EFNPE

D[RR A4 2R G- M 55 v 1 LT M V2. 1. 4

“coordOfRuleInfo”: {
“top”: 300,
“right”: 600,
"bottom”: 200,
"left”: 350,
"pageNo”: 1

I

”sealSignPdfWaterMark”: {
“content”: "HLHE 17,
“type”: 1,
“positionX”: 10,
“positionY”:400,

“percent” :50

“appName”: " Hp[F]Z544 APPID”,
"signWidth”: 150,
“signHeight”: 120,
"opacityOfEffect”: 40,
“coverTextOfEffect”: false,

"version”: 72.1.47

FB RE | REBBH

L
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© S VAL
b 1 i 44 58 S %S T V2. 1. 4

pdfBytes String & MhFE S ) PDF #4E Base64 Zmtd, AREE T
T, MRSimiEE H OAE, oS =g
BLEAT A

hashBytes String = B4 R S 4 R H Base64 gwid g4

hashSetBytes | String & P7 25Kk Base64 Zmid s, 26 =77 FI& 7 b
HEMHEMEEENE G TEY, e
5 [ i 7 LA A

hashSetHashB | String o P7 ZEHI1K Base64 Jmtdds, 25 =77 FI% F i

ytes A] ELF A I JE B AE A 5 S HASH #E4T45 44

rectangleBea | Rectang & (e 1 P A A A S AL (PR B R 5 B

n leBean

RectangleBean it HH:

B KA A B

top int % AAER top BN EE I TS X A7 B pt

right int 5 ArpR right ENEEE R A XA E pt

bottom int 5 AR bottom B[ & & F EHBIX AT B pt

left int 5 AAFR Teft ENEE K] AL X A7 B pt

pageNo int o Z5EE GURY

® RN

{
“status”: 200,
"message”: ”“SUCCESS”,

"data”: {
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@ §EFNPE

By [F1 2544 ZR G0 55 i P 11 A T V2. 1. 4

"hashSetBytes”:
"hashSetHashBytes”:
“hashBytes”:

"pdfBytes”:

”AhxG1631xWk6pF/ J45KPZWN4Feyl.2h5vmWoW49aFKmE=",

"PAhxG1631xWk6pF/J45KPZWN4FeylL.2h5vmWoW49aFKmE=",

”AhxG1631xWk6pF/J45KPZWN4FeyL.2h5vmWoW49aFKmE=",

” JVBERi 0xL jUNJeL jZOMNC jMx IDAgb2 JgDTw8LOxpbmVhem16ZWQgMSOMIDEWMzg2Mi9PTDMz. icY2BgYP j/nb

HZsoSBgZHZQhBEemYzMDAxM. . . . .. HgzsDIyTI18EE jFVB5HGb6H1 zGCShZFx6naQuBkziDQXhMoC2V5pUDY jmA

QSTFsA2fwM2gp1bmRzdHJ1YWOKZW5kb2 JqCiVFUIMtUERGCnNOYXJ0eHJ1ZgoyMTYxMz IKJSVFTOYK”,

“rectangleBean”: {

“left”: 430.0,

” ”

top” : 306. 16,

“right”: 520.0,
"bottom”: 193. 84,
"pageNo”: 1,
“width”: 90.0,

“height”: 112.32001

3.4.8.3 83 PDF &=

o IhEediBl: T &I pdf

® iFKHbk: http://host:port/coss/service/vl/composePdfSeal

® {ERA: POST

® FERSH:
FB it R WBIR P B
userld String = Hid
signSealType String 5 par SN
(BJCA SM2|GM_SEAL|GB SEAL)
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@ HFUIE
A 1 WIS  RG - BR S S D T M V2. 1.4

BN A SM225E 5EBJCA_SM2

signValue String = =% E

pdfBytesStr String & AFR ST PDF % 4iBase642m iy
hashSetBytesStr String & P7 45 ¥4 Base64Zm b EHE
tssSignValue String 5 B TR A 24 4H.

requireTss String & BEEFEEMEEY | N

o iERRH:

“appld”: “APP T7B3F36A14E99410A80B37AEF332E32477,
"version”: 72.1.47,
"signAlgo”: "HMACSHA256”,

"requireTss”: "N,
"userId”: 751627394e66c1f764d6211d5aab4cdc09026a7b450929fc4834b179ad9038910”,
”signSealType”: “BJCA SM27,

“signValue”:
"MEUCIQDDqtkpOPVodB4KxUEp2SKBePxeVW jimTvrCWBICNrCgQIgPyQA jwyDrvsDo/v/ jW4TqsDG4e3uyczCQ

hbF+HIs8vA=",

"pdfBytesStr”:
” JVBER10xL jUNJeL jZ9MNC jMx IDAgb2 JgDTwSLOxpbmVhem16ZWQgMSOMIDEwWMz g2Mi 9P IMDEWMTAD1 cY2BgYP
j/nbHZsoKBgZHZ. . . . .. QhREeuYzMDAxMHgzsDIyT18EE jG3BJGm/6H1LGCSmZFx6naQuM1HEGn8ESoLZHt 1Qd

mMYBJTgGwBAC1£DtoKZW5kc3RyZWFtCmVuZG9iagol RVNTLVBERgpzdGFydHhyZWYKM jE2MTM4C1U1RU9GCg==

”
)

“"hashSetBytesStr”:
“"MITRCQIBA jCCDZAwggk XMAOWAKVTAgEBFgRCSKNBF i RmNWMIMTR1YS1kNmZmLTQxZTkt0GQ5My 11ZmY5YmVmZ
TgxOTkwggRgAgEDDASHbeeUteWtkOWNsOeroDCCBBwEggQYMITEEDC. c5YWQSMDM4O0WY. . . ... wMAoGCCqgBHM9

VAYNTAOgAMEUCTQD/mDGS59x7P j92FCEyCafQkW+f TuhhW6 jKTo0zCkLGKATgWZSLo17Tgf4Ttr IN7LuocVECE
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FERrD3syi/Ha2yrtwlGCCqBHMIVAYNL”,

i

"signature”: “W3laUwd9+mwqZuBawh547B+jqUp6xeD7AbSYmSqqlIY="

o REIZSH
B vt} 725 IR i BH
data String = A pdf S base64 idE

® R
{

“status”: 200,

"message”: “SUCCESS”,

“data”:
” JVBER1 0xL jUNJeL jZOMNC jMx IDAgb2JgDTw8LOxpbmVhcem16ZWQgMSOMIDEwWMz g2Mi 9P TDMzL.OUgOTgOMTgv T
1AxL1QgMTAzZNTU3L0ggWyAOOTMgMT c4XT4+DWVuZG9iag0glCAgICAgICAgl6ZsoKBgZHZQhREeuYzMDAx. . . . .
. 6naQuMIHEGN8ESoLZHt 1QdmMYB JTgGwBAC1 fDtoKZW5kc3RyZWFtCmVuZG9iagol RVNTLVBERgpz dGFydHhyZ
WYKMjE2MTM4CiUIRU9GCg=="
}

3.4.8.4 IiF PDF &3 30
® ThREUEH: M Tk PDF &5 0
® ERHMME: http://host:port/coss/service/vl/verifyPdfSeal

® {EXRA: POST

® FHRSH:
FB it o Vi B
pdfFileStr String = FRIGUE pdf 2535 A base64 HiE
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@ BZF I
Wl -1 IR 4 R G IR B LW A V2. 1.4

signSealType String % G Yl
(BJCA_SMZ‘GM_SEAL‘GB_SEAL)
ERINBH A SM225EBJCA SM2

certChainStr String & base64 HJUE5%EH 45

® FERH:

“appld”: “APP 7B3F36A14E99410A80B37AEF332E3247”,

"signature”: “erscwsb3bsfdgfdfsdftgsfsv”,

“userId”: 751627394e66c1f764d6211d5aab4cdc09026a7b4509291c4834b179ad90389f0”,
”signSealType”:”BJCA SM2”,

"pdfFileStr”:
”JVBERiOXLjUNJOLjZ9MNCjMXIDAgbZJqDTW8LOXpmehcm162WQgMS9MIDEWMzg2Mi9PI/H5HZSOKBgZHZQhR
EeuYzMDAxMHgzs. ... .. m/6HiLGCSmZFx6naQuM1HEGn8ESoLZHt1QdmMYBJ I gGwBAC1 fDtoKZW5kc3RyZWFtC

mVuZG91iagolRVNTLVBERgpzdGFydHhyZWYKM jE2MTM4CiU1RU9GCg=="

o REZH
FB KA R LR i
statusCode String P 200 S ubg BYmiE, IR
Al 200
message List<Object> | /& PEAI{E A&
® \lessage FEAIE B aNF:
FB KA R LR i
statusCode String = IGUESE Regmtd, RIhiR[E 200

13 7 3£ 193
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fieldName String 5 2544 X 3 1 A4 R
errInfos String [] i HiRER

signAlg String & G T RIS
sigValue String 5 ZEAE

signDate String &

signCerts String [] i AR
commonName String & UE 1538 F J& 14 44
certDNs String [] 5 IEH DN T
certSN String 5 EH 55
extendsData String %5 i

isTss boolean 5 e 15 B ] K
timeStampDate String 5 A TA) RS 44 B T) K
pageNo Integer = PR

seallmg String % e

® iR

“status”: 200,
"message”: “SUCCESS”,
“data”: {

"statusCode”: 72007,

” ” . I
message”: [{
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”statusCode”: 72007,

“signDate”: “#030E003231313131313135323732385A”,
"signCerts”: [
"MIIDFzCCAr2gAwIBAgIKGhAAAAAAAAWFazAKBggqgRzPVQGDATBEMQswCQYDVQQGEwWJDT JENMASGA1UEC

gwEQkpDQTENMAsGA1UECwwEQkpDQTEXMBUGA 1UEAwwOQmVpam1uZyBTTT I gQOEwWHheNM jEXMD T4AMTYwMDAwWhce
NMjIxMDIAMTUTOTUSW jJAIMQswCQYDVQQGEw JDT JESMBAGA1UECgwJ6ZmI5pmT5pmoMR IwEAYDVQQDDAnpmY jmm
ZPmmagwWTATBgcqhk jOPQIBBggqgRzPVQGCLANCAASF6YONG jwa,/qEOOAVrMYKY7QP8d75MTQ9J0 j1SdweZGES
v8YgBb3HuRLfz+GM9zs1C+NKkOavSrpcor+c0ZnKTo4IBpDCCAaAwHwYDVRO jBBgwFoAUH+bP11/F11igXSimKF
ecWyZI10xLYwHQYDVROOBBYEFKYwyx9Mx5cCkXAY1afpoQGSOGBBMIGiBgNVHR8EgZowgZcwYKBeoFykW jBYMQs
wCQYDVQQGEw JDT JENMAsGA1UECgwEQkpDQTENMAsGA1UECwwEQkpDQTEXMBUGA 1UEAwwOQmVpam1uZyBTTTIgQ
OExE jAQBgNVBAMTCWNhM jF jemwyOTAzoDGgL4YtaHROcDovLzExMS4yMDcuMTc 3L jE40To4MDAZL2NybCI jYTI
xY3JsMjkuY3JsMB8GCiqBHIbvMg IBAQ4EEQWPOTkAMDAWMTAWNT T4AMTM3MCAGCGCGSAGG+EQCBBRTR jYzM jMyM
zESMDYWNTI20DkyNDAUBgoqgRyG7zICAQEeBAYMBDI4NTQwDgYDVROPAQH/BAQDAgbAMFAGCigBHIbvMgIBCgI
EQgxANTE2M jczOTRIN jZ JMWY3N jRKN j IxMWQ1YWFiNGNkYZzASMDI2YTdiNDUwOT I5ZmMOODMOY jJE3OWFkOTAZO
D1mMDAKBggqgRzPVQGDdQNTADBFAiEA/5gxkufcez4/dhQhMgmn0JFvnyLoYVuoyiKDswpCxpACIFmUi6Je04H
+E7ayDey7qHFRXBBREaw9"Movx2tsq7cC”

IR

“certDNs”: [

"C=CN, O=Fk% /=, CN=FRi% /="

1,

"signAlg”: “SM3WithSM2”,

“certSN”: “1A1000000000000C056B”,

“extendsData”: 77,

"pageNo”: 1,

”commonName”: “[REEE",

"seallmg”:
“RO1GOD1heAASAPcAAPSCAVABATAAAPACAVALC/AtLE5qav6IvET19TT+/vT+/vT+/vT+/vT+/vT+/vT+/vT+/
VT+/NTH/NTH/NTH/NTH/NTH/NTH/NTH/NTH/NTH/NTH /N TN TH /T /T /T /T T+ T+ T+ /v T+ /v T
+/VTH/VTH /T /T /T /T /T /T /T /T /T /T /T /T T+ T+ T+ /v T+ /v T+ /v T+ /v T+

VT+/NT+H/NTH/ T/ NI /T /T /T /T /T /N /NTH /T /T /NI /N T /T /T /T /T /v T+ /v T
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+/VTH/NTH/NTH/NTH/NTH/NTH /T /T /T /NI /NI /T /T /T /T /T /T /T /T /T /v T+

VI+/NTH/NTH/NTH/NT+/NT/NT/NTH/NTH/NTH/NTH /N TN TH /T /T /T /T /T /v T+ T+ /v T+ /v T
+/VTH/VTH /T /T /T /T /T /T /T /T T+ /T /T /T /T /T /v T+ /v T+ /v T+ /v T+ /v T+
VI+/NTH/NTH/NTH/NTH/NT+/NTH/NTH/NTH/NTH/NTH /TN TH /T /T /T /T T+ T+ T+ /v T+ /v T
+/VTH/VTH /T /T /T /T /T /T /T /T /T /T /T /T /T /T T+ /v T+ /v T+ /v T+ /v T+
VT+/NTH/VTH/NTH/VTH/NT+H/NTH /T /NTH /T /NTH VT /T /T /T /N TH /T /T VT /T /v T+H /v T
+/NTH/NTH/NTH/NTH /T /T /T /T /T /T N T N T NI NI /NI NI /NN ) T+H/NT+
VT+/NTH/NTH/NTH/NTH/NTH /T /NTH/N LT NTH NN TN NN TN NN/ )TN T
+/v7+/v///yH5BA1KAPAALAAAAAB4ADwAAA j+AOE JHE i woMGDCBMgXMiwocOHECNKnE i xosWLGDNg3Mixo8eP1
EOKHEmy pMmTKFOgXMmypcuXMGPKnEmzps2bOHPq3Mmzp8+fQIMKHUoOgACTROEKWMgO6VKNT gk+JZn0Y9WDVy 1
WvZolY1SBWbtWdEpW7MSkal+Wxbh1IFm0ZsFClevWqlum8NpuLPuVLV26¢cc/WvZs3sETDc7kOnvsX7FSofPtqg/
asXM16p1SeXRFs4s1/AU581bpiWL+08gBd7rSv2smaqght/7qy29mjSom3bnplW7m2G1 TnDBSx1b1PKsikGT35
ReOrfplkvho7wa+iOzgt jL85d+2vnmcdJyn680 jn1hWEzny+od6vr1+zJb8d8/Lv8zrMNrscten/R/wAGKOCAB
BZo41EIJqjggew260CDEEY04YQUVm jhhRhmgOGGHNoUEAAT7”
b

——

3.4.8.5 PDF SUIFAT 34
o THREEULHH: F THIA%E PDF SCff
® iFRHhAk: http://host:port/coss/service/vl/autoPdfSign

® FHKRAFA: POST

® FRSH:
FB by} R/ IIE SR
userld String = A id
title String @ PR CRA AL 100 745)
algo String & 2542 53 (SM3wi thSM2)
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description String &5 iR (AL 200N F455F)
signToken String 5 202 token, T B R8I 9] 1)
signDatald
signSealType String %5 2w
(BJCA SM2|GM SEAL|GB SEAL)
PRINE A SM2 253 BJCA SM2
pdfFileStr String P pdf X base64 Ei4
configureSealInfo | ConfigureSeal & R, BFEHE, B, W8
Info QeSS IS IEiED
coordOfRulelnfo CoordOfRuleln & B AL BR AN, A FES AL T, T
fo BN 0 REEE RN TBILE G
Y)Y , Fl keywordsOfRuleInfo
ik
keywordsOfRuleInfo | KeywordsOfRul & KEETFEL N (FETBNER G
elnfo PHH) , Fl coordOfRulelnfo ik
signWidth Float % R AR RN

1. BJCA SM2. GM SEAL %52,
AL px .

2. GB_SEAL ZEEmf, HUETEH
(0,50], HALZE mm .
(50, 142), HALZ pto
[142, +e0), HAIJE pxo

HE: s
MEPALE px B, BARKNSE
1) DPT A K. ¥4y mm FITHE
X N: px/dpi * 25.4

ML pt B, BN mm T

17 7 F 193 1L
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BN N pt/72 % 25.4

signleight Float 5 B PR RN

opacityOfEffect int &5 FEHRE &N 0 4= i)

coverTextOfEffect | boolean %5 BB T

appName String & NSRS B i SO R =S &R T S Y
BT (E R e E 2R A
TRz B, JIFHZNMAYS
M55 EiE+ (il R FUEHYEE) )

sealSignPdfWaterMa | SealSignPdfWa 5 TKEN (AT S TCIR RN

rk terMark

requireTss String & TS W A, BN
Y 5iE N

seal ImageSizeFacto | Float & B RN RE L ORYE

r NEFER ), EANZSH)E, L
&N signWidth., signHeight

supSubOfRuleInfos | List<SupSubSe 5 Z 22N

alPdfPosition
RuleInfo>

saveDb boolean o T AENEHEE, BRI true.
SO oM, AR
FEVCRTY PDF ANORAT, 38 G 520 )
[ B 55 M e
WRARSE, APP B LIEEE

® FRRH:

{

“appld”: “APP 0157E810F6894BEEB4DEC70331720557”,
“signAlgo”: “HMAC”,
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"userld”: 7548a43ae04f109a2c8c812c95673579a03afd8512d7fc85f9abdc9de7066b2at”,
“title”: TIHRZEL7,

"algo”: 7SM3withSM2”,

“requireTss”: "N,

“description”: “ZXEHEMIAER",

"pdfFileStr”: ”JVBERiOxLjUNJeL jzIMNC jMxIDAgb2JqDTwS8LOxpbmVhcml6ZWQgMSOMIDEwWMzg2Mi
9PIDMzLOUgOTgOMTgvTiAxL1QgMTAzZNTU3L0ggWyAOOgNOBU4BtgFbtcstOFm7qgQnAVulq0awGdikXeWC jdol
v4zVBuOa JFgPrMPxtTi3B11itXR7BKhxfCawAlgONQ. . .. ... EWzxGRTZCMzcxNkMzMDI3NzQxOTdGMERDQTZDO
ERFN jAORT48MEUONzUzN j I2MUMOOUEOMz gbMTQ1RUVDRTE4R jVGQUI+XS9 JbmZv IDMwIDAgU19MZW5ndGggNTA
vUm9vdCAZMiAwIFIvU216ZSAzZMS9UeXB1L1hSZWYvV1sx IDMgMVO+PnNOcmVhbQOKaN51YgABJkbGhiIGJiCDC
UQKmIBIx j4wGQCU/Z9TDWIDeQNPMrOCkYwMAAEGA JwuBUUNCmVuZHNOcmVhbQ1 1 bmRvYmoNc3RhenR4cmVmDQo
xMTYNCiU1RU9GDQo=",

“configureSealInfo”: {

"signType”: "MAEE",
”signProvince”: “4bE”,
"signName”: “5kik”

I

“coordOfRuleInfo”: {

“top”: 300,
“right”: 600,
"bottom”: 200,
“left”: 350,
"pageNo”: 1
I
"sealSignPdfWaterMark”: {
“content”: “HL#ET”,
“type”: 1,
"positionX”: 10,
“"positionY”: 400,

"percent”: 50
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I3
“appName”: “1pE|ZX44 APPID”,

"signWidth”: 150,

"signHeight”: 120,

“opacityOfEffect”: 40,

“coverTextOfEffect”: false,

“signToken”: ”SD e7841451-8ba2-48ce—-bdef-5a7ddcf0fb86”,
“signature”: “aUjWYeRnteYKmhOTPdJF5VdHqWB/dMXQ6szHx0c4 jXY=",

“version”: 72.1.4”

o REZS¥

FB s} T ILAR i
signDatald String % BEAZATSS id
signResult String 5 By 42 vk L
signCert String & e+
composePdf String & 4 JF )5 PDF 25 &

® TR
{
“status”: 200,
"message”: “SUCCESS”,
“data”: {
“signDatald”: ”SD 18eb25f8-3d15-4971-a60c-730c1480d837”,
“signResult”:
"MEYCIQDvcy6/WHJ+8QS1S1JalQ9FBabgtnboxwndyQpHBBbcaQlhAMeZ jymkozFKmIMaD2xq/
L4 JThW3g05XTmGL6SOOMz Zwr”,

"signCert”:
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"MITDAzCCAqagAwIBAgISTATX9hLyA5saPDc8EKE20sMvMAWGCCqBHMIVAYN1BQAWP jELMAKGA
1UEBgwCQ04xDTALBgNVBAoMBE JKQOExDTALBgNVBAsMBE JKQOExETAPBgNVBAMMCExPQOFMUOO
yMB4XDTESMDYwNDExMDMzN1oXDT TOMDYwNDExMDMzN1owcDELMAKGA1UEBgwCQ04xDzANBgNVB
AMMBuW800S41 TFQME4GCgmS JomT81 xkAQEMQDUOOGEOMZF IMDRmMTASYT J JOGM4MT J jOTU2NzM
INz1hMDNhZmQ4ANTEyZDdmYzg1Z j1hYmR jOWRINZA2NmIyYWYwWTATBgcqhk jOPQIBBggqgRzPV
QGCLQNCAAQITH7W1yLLMd4honFRQJPZDAegXM7K1/0Z8 jY2wuzwTXs55 jUQZAu4C9V j6 tLp6Qe
m+01v7v/mAUyM7eP j/CT5041BT jCCAUowCwYDVROPBAQDAgbAMAKGA 1UdEwQCMAAWEWYDVRO1B
AwwCgY TKwYBBQUHAwMwg YUGA 1UdHWR+MHwwOKAZ20DSGMmhOdHBZz018vY3 JsLml zaWduZXQuY24
vY3JsLOxPQOFMUOOYLOxPQOFMUOOyXzAuY3 JsMECgPqA8h jpodHRwezovL2NybChpce2InbmVOL
mNuL2NybCOMTONBTENNM1 9pbmMv TEIDQUXTTT JfaW5 jXzAuY3 JsMBOGA1UdDgQWBBR1zT2DRBt
GUSINNtfmDSMiICV jKvzAfBgNVHSMEGDAWgBQ78tsiTPugyfglrS+tCqf30Tpz1zBTBgNVHSAET
DBKMEgGC1igBHIbvMgYEAQEWO jA4BggrBgEFBQcCARYsaHROcHMELyY9 jemwuaXNpZ251dC5jbi9
JcHMvTEIDQUXTTTIvY3BzLmhObWwwDAY IKoEcz1UBg3UFAANJADBGA1EAZ3ueB7INEVYTsQ+wr
ckoQ+u9hilLs/C19TeaSrk+GcQCIQC/Euzxhze900FEZPQDd4PJOtUEceZCcZvu4 jOCUZ/ wOw=

”
-

” composePdf” :

"MEYCIQDvcy6,/WHJ+8QS1S1JalQ9FBabgtnboxwndyQpHBBbcaQlhAMeZ jymkozFKmiMaD2xq/

L4 JThW3g05XTmGL6SOOMz Zwr”

}

3.4.8.6 PDF XHFH&4 CERAERERE, BESHIAHAE)

® iFERHubtE: http://ip:port/coss/service/vl/autoSupPdfSign

® ERAA: POST

® FRSH:

FB

RE RE LA BRIME L]

userld

String = A 1D
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http://ip:port/coss/service/v1/addSupPdfSignJob

© Q=1
v 1 W% 4 R G TR T R M V2. 1. 4

title String & Ay
description String 5 iR
requireQrCode String & R FEE 4,
HEgfE N Y. N
T
signSealType String i BJCA SM2 Gox it
(BJCA_SMZ‘GM_SE
AL‘GB_SEAL)
BRINEH M2 &
BJCA SM2
pdfFileStr String = pdf X Atf base64 %
&7
configureSeal Info ConfigureSea | /& s EeE, SR
1Info &, B0, A G
g 7 B LK J5 i
iED)
opacityOfEffect int fh 100 ZHE
coverTextOfEffect boolean 5 false TR BENFE
printable boolean % true FE ST EN
requireTss String & =N A
&L, £ N
Y B3N
signToken String & Al AME ) %4 %% token, JF
Jet S R 25 1R (]
signDatald
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@ S§EFNPE

1.4

3 [R5 % 2R 8- R 45 ot 11 U B0 V2.
requireTime boolean % s v =l ]
=K A, Bl
false
signSupSubSealPdfPo | SupSubSealPd | /& NA 2R
sitionRuleInfo fPositionRul
elnfo
timeSupSubSealPdfPo | SupSubSealPd | 75 B ] 2% &5 A,
sitionRulelnfo fPositionRul requireTime N
eInfoRequest true B, A
saveDb boolean 5 true BN EIEE,
ZRIN trues
AR oM, A F
3
VKA PDF AR
17, s E
A 5514 B
R ALRAT, APP
Y IIEEE
SupSubSealPdfPositionRulelnfoRequest X R SE U1 F .
B AR vt} WIE RNE iR
coordOfRulelnfo CoordOf | & 25 42 MA KR # | coordOfRulelnfo

Rulelnf

(0]

W, L35 %5 4
T, TUECN
0 L& 4 if
CVF 4l 5 B
WGV,
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Al
keywordsOfR
uleInfo —i%
keywordsOfRuleInf | Keyword | & Jo i % 4 | keywordsOfRulelInfo
o sOfRule KU CHEg -
Info B W 2R s b
/5 DT 1
coordOfRule
Info —ik—
dateTimePattern String s s 6] 25 2 k& X
font String 5 SimSun AR
SimSun RAEK
KaiTi #&44
STKaiti HEICHEAA
SimHei Hfk
NSimSun HrRAA
FangSong {j &
STXinwei 308K
STXingkai #3CATHY
fontColor String & FF0000 =N
FF0000: 2L
000000:
0000FF: #
fontStyle Int %5 0 FAR RS
0: il
1: i
2: Mk
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iy

20 FARKAN, BAL pt

fontSize Int

SupSubSealPdfPositionRulelnfo % SZHUn T :

JBIEZFR iy IR BRINME Ei3%)
signWidth Float o 45 Goa e NN )

1. BJCA SM2. GM SEAL %%
i, AR px o

2. GB_SEAL ZFify, HUEYE
(0,50], A mm .

(50, 142),, HALZ pte.

(142, +o0), AL pxo
HR: s

BEfE px B, BoR KNG
KR DPT A oK. By mm
HITH S AN px/dpi * 25. 4
AR pt B, BN mm
AN pt/72 % 25.4

iy

signHeight Float 45 BB AR KN

coordOfRulelnfo CoordOf | 4& 25 %4 M FR # | coordOfRulelnfo
RuleInf Wy, B35 R 44
0 WL THON
0 Q% & &
CTE 4 7 B
ARGV,
A
keywordsOfR

uleInfo ik
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By [F1 2544 ZR G0 1R 55 i P 11 A T V2. 1. 4

keywordsOfRulelnf | Keyword

(0)

sOfRule

Info

fm

K 7 25 4 | keywordsOfRuleInfo
FUM G4
B2 e o
oo, M
coordOfRule
Info —i&—

CoordOfRulelnfo X RSH U :

GFVAMED A2, Teft, right, top, bottom HIER O olx, v)AE, WH:

N
X
(0.0) X
>
T RE | REBHA BiBA

top int i Aetr top ENEE B R T IX I AL B pt
right int A AAPR right ENE B A B IX A2 B pt
bottom int o AAER bottom B EE & IRES X AL B pt
left int %5 ArpR left ENEE I 723 X3 AT B pt
pageNo int %5 UG
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KeywordsOfRuleInfo ¥t % =K

FB RE R NIR L]

iyl

keyWord String KT

oA

ES I S A RN VA
1——CENTER,

signKeywordsPosition Int

2-—-BOTTOM,
3——RIGHT

GERSEDA-®

SCHE CENTER. RIGHT. BOTTOM

oA

KA. 0,1, 2
R &R -

0 ALL 4%

1 DESC fElFe#k

2 ASC  IEFF

signKeywordsSearch String

iyl

KEFRG, FHILRET,
(R TFAE 1,
H. signKeywordsSearch /£ 0)

keywordNum

oA

KR fmts i, A pt, dR0UHE
S OB AR A X

coordinateX

iyl

K mts i, B4 pt, ARGUHE
FEEAPS = L

coordinateY

® ERRH:

“appld”: “APP_TB3F36A14E99410A80B37AEF332E32477,
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“userTd”: ”51627394e66c11764d6211d5aab4cdc09026a7b4509291c4834b179ad9038910”,

“description”: “HiiR”,
“expiryDate”: 714407,
"requireQrCode”: "N”,

"pdfFileStr”:
” JVBERi0xL jUNJeL jzOMNC jMxIDAgb2 JgDTw8LOxpbmVheml 6ZWQgMSOMIDEWMzg2Mi9PIDMzLOUg0TgOMTg
vTiAxL1QgMTAzZNTU3LOggWyAOOgNOBU4BtgFbtcstOFm7qgQnAVu0qOawGdikXeWC jdolv4zVBuOaJFgPrMP
xtTi3B11itXR7BKhxfCawAlgONQ. ... ... EWzxGRTZCMzcxNkMzMDI3NzQxOTdGMERDQTZDOEREN jJAORT48ME
UONzUzN jI12MUMOOUEOMzgbMTQ1RUVDRTE4R jVGQUI+XS9 JbmZvIDMwIDAgUi9MZW5ndGggNTAvUm9vdCAzMi
AwIFIvU216ZSAzMS9UeXB1L1hSZWYvV1sxIDMgMVO+PnNOcmVhbQOKaN51YgABJkbGhiIGJiCDCUQKmIBIx j
4wGQCU/Z9TDWIDeQNPMrOCk YWMAAEGA JwuBUUNCmVuZHNOcmVhbQ1 1bmRvYmoNc3RhenR4cmVmDQoxMTYNCi

UIRU9GDQo=",
“requireTime”: true,
”s1ignSupSubSealPdfPositionRulelnfo”: {
"keywordsOfRuleInfo”: {
"keyWord”: "IN,
”signKeywordsPosition”: 3,
”signKeywordsSearch”: 1,
"keywordNum”: 1,
"coordinateX”: B,
“coordinateY”: 3
b,
”signWidth”: 50,

”signHeight”: 50

20128 71 3£ 193 T
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By [F1 2544 ZR G0 55 i P 11 A T V2. 1. 4

”timeSupSubSealPdfPositionRuleInfo”: {

"keywordsOfRuleInfo”: {
"keyWord”: “HHH”,
”signKeywordsPosition”:
”signKeywordsSearch”: 1,
"keywordNum”: 1,
"coordinateX”: 15,

"coordinateY”: 3

s

"dateTimePattern”: “yyyy-MM-dd HH:mm”,

“fontColor”: 70000007,
“fontSize”: 35,
“font”: ”“SimSun”

b,

“configureSealInfo”: {
"signName”: “HEPEMR",
"signProvince”: “PY)I|”,

"signType”: "PANEE"

3,

}
}
o RFEZSH

FB e il BB WA BiEA
signDatald String & BHAES id
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signResult String 5 B iR
signCert String &5 W
composePdf String & 4 9% )51 PDF 2%

® I N~

{

“status”: 200,

"message”: “SUCCESS”,

"data”: {

“signDatald”: ”“SD_18eb25f8-3d15-4971-a60c-730c1480d837”,

”signResult”:
"MEYCIQDvcy6/WHJ+8QS1S1Jal1Q9FBa6gtnboxwndyQpHBBbcaQlhAMeZ jymkozFKmIMaD2xq/
L4JhW3g05XTmGL6SO0MzZwr”,

"signCert”:
"MITDAzCCAqagAwIBAgISTATX9hLyA5saPDc8EKE20sMvMAWGCCqBHMIVAYN1BQAWP jELMAKGA
1UEBgwCQ04xDTALBgNVBAOMBE JKQOExDTALBgNVBASMBE JKQOEXETAPBgNVBAMMCExPQOFMUOO
yMB4XDTESMDYwWNDExXMDMzN10XDT IOMDYwNDEXMDMzN1owcDELMAKGA1UEBgwCQ04xDzANBgNVB
AMMBuW800S4 1 TFQME4GCgmS JomT8 1 xkAQEMQDUOOGEOM2F IMDRmMTASYT J jOGMAMT J jOTU2NzM
INz1hMDNhZmQ4NTEyZDdmYzg1Z j1hYmR jOWRINZA2NmIyYWYwWTATBgcqhk jOPQIBBggqgRzPV
QGCLQNCAAQITH7W1yLLMd4honFRQJPZDAegXM7K1/0Z8 jY2wuzwTXs55 jUQZAu4CIV j6tLp6Qe
m+01v7v/mAUyMT7eP j/CT5041BT jCCAUowCwYDVROPBAQDAgbAMAKGA 1UdEWQCMAAwWEWYDVRO1B
AwwCgY IKwYBBQUHAwMwgYUGA 1UdHwR+MHwwOKA20DSGMmhOdHBZz018vY3 JsLml zaWduZXQuY24
vY3JsLOxPQOFMUOOYLOxPQOFMUOOyXzAuY3 JsMECgPqA8h jpodHRwezovL2NybChpce2InbmVOL
mNuL2NybCIMTONBTENNMi 9pbmMvTE9DQUXTTT JfaW5 jXzAuY3JsMBOGA1UdDgQWBBR1zT2DRBt
GUSINNfmDSMiICV jKvzAfBgNVHSMEGDAWgBQ78fsiTPugyfglrS+tCqf3oTpz1zBTBgNVHSAET
DBKMEgGCigBHIbvMgYEAQEWO jA4BggrBgEFBQcCARY saHROCHM6Ly9 jemwuaXNpZ251dC5 jbi9
JcHMvTEIDQUXTTTIvY3BzLmhObWwwDAY IKoEcz1UBg3UFAANJADBGA1EAZ3ueB7INEVYTsQ+wr

ckoQ+u9hilLs/C19TeaSrk+GcQCIQC/Euzxhze900FEZPQDd4PJOtUEceZCcZvu4 j9CUZ/wOw=
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”composePdf”:
"MEYCIQDvcy6/WHJ+8QS1S1Jal1Q9FBa6gtnboxwndyQpHBBbcaQlhAMeZ jymkozFKmIMaD2xq/
L4 JThW3g05XTmGL6SOOMz Zwr”
}

3.4.9 O

3.4.9. 1 WEEEKERENL
® ThERULEH: F T IREUHEALEL
® iERHMuBE: http://host:port/coss/service/v1l/genRandom

® iFEKRAA: POST

o WREM

FB KA U B
len Int =& B8 LA L
® iERRH:

{
“appld”: “APP 7B3F36A14E99410A80B37AEF332E32477,
“"len”: 16,
"version”: 71.07,
“signAlgo”: “HMACSHA2567,

"signature”: “"KR2jqHdCemYOV/810f0vBp+jOf/3V4ZN4Rw j2zyQbZs="
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® I N
{

"status”: 200,

"message”: “yFYL+qmo6uVUuh9fEGHx+Q=="

3.4.9. 2 RBEVERBTHH F SCHIE K hash {H
® ThEULEH: F T A SCHAR M hash {H
® iERMuBE: http://host:port/coss/service/vl/getHashData

® iFKRAA: POST

o FEXRSH:
FB KA R BN i

hashAlgo String & Hash %257 SHAL|SHA256 | SM3

inData String = Base64 #% 2 5 e H 4

containPubKey | String o WY sm3 WG EFE AP RGS S
s

cert String & FEREREN sn3 E LT HOE B AHS
HgHN, ZSHubtk

® FRAH:

{
“appld”: “APP 7B3F36A14E99410A80B37AEF332E3247”,
"version”: 71.07,
“hashAlgo”: ”“SM3”,
“inData”: “6L+Z5pivbLiABLig5aSa57605L195Y+16YGX50a+55qE5LiW55WM”,
“containPubKey”: “true”,
“cert”: “MIIDFzCCAr2gAwIBAgIKGhAAAAAAAAWFazAKBggqgRzPVQGDATBEMQswCQYDVQQGEwWJD

T JENMAsGA1UECgwEQkpDQTENMASGA 1UECwwEQkpDQTEXMBUGA 1UEAwwOQmVpaml uZyBTTTIgQOEWHhcNM j
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ExMDTAMTYwMDAwWhceNM jIxMDISMTULOTUSW jAIMQswCQYDVQQGEw JDT jESMBAGA1UECgw J6ZmI5pmT5pmo
MRIWEAYDVQQDDAnpmY jmmZPmmagwWTATBgcghk jOPQIBBggqgRzPVQGCLANCAASF6YONG jwa,/gEOOAVrMY
KY7QP8d75MTQ9J0 j1SdweZGE8v8YgBb3HuURLfz+GM9zs1C+NKkOavSrpcor+c0ZnKTo4 IBpDCCAaAwHwYD
VRO jBBgwFoAUH+bP11/FI1igXSimKFecWyZI0xLYwHQYDVROOBBYEFKYwyx9Mx5cCkXAY1afpoQGSOGBBMI
GiBgNVHR8EgZowgZcwYKBeoFykW jBYMQswCQYDVQQGEw JDT jENMASGA1UECgwEQkpDQTENMASGA1UECwwE
QkpDQTEXMBUGA 1UEAwwOQmVpaml uZyBTTTIgQOEXE jAQBgNVBAMTCWNOM jF jemwyOTAzoDGgl4YtaHROcD
ovLzExMS4yMDcuMTc3L jE40To4MDAZL2NybC9 jYTIxY3 JsMjkuY3JsMBSGCigBHIbvMg IBAQAEEQwPOTk4
MDAWMTAWNT I4AMTM3MCAGCGCGSAGG+EQCBBRTR jYzM jMyMzESMDYwNT 20Dk yNDAUBgoqgRyG7z ICAQEeBA
YMBDT4NTQwDgYDVROPAQH/BAQDAgbAMFAGCigBHIbvMgIBCgIEQgxANTE2M jczOTRINFZ jMWY3N jRKN jTx
MWQTYWEiNGNkYZASMDIZ2YTdiNDUwOTI5ZmMOODMOY jE3OWFkOTAZOD1mMDAKBggqgRzPVQGDAONTADBFA
EA/5gxkufcez4/dhQhMgmn0JFvnyLoYVuoyiKDswpCxpACIFmUi6 Je04H+E7ayDey7qHFRXBBREaw97Mov
x2tsq7cC”,
“signAlgo”: “HMACSHA256”,

"signature”:”3MuNd1CNj1VNBAlvu7csydWXAZs0T40QUHmxahhfkOE="

REZH:
ZAPISIARIE S

e L7~

{
“status”: 200,
"message”: “SUCCESS”,

"data”: “4FqCsS14q114ai23F9qi9/CnMA4+M50D5EZzCtcd7rx0="

3.4.9.3 BEEN (JE XKL, hash B2, web_seal )

ThREVHE: HITH 0%

® iFRHhdk: http://host:port/coss/service/vl/verifySignData

® ERAA: POST

® FRSH:

% 133 m 3t 193 i



R

M gﬁ? I)ﬂ W25 44 2R G- MR S5 b L W0 V2. 1. 4
FB byt XD Yl

inDataType String = MR DATA |HASH| WEB_ SEAL

inData String & Base64 #% U1 R X H s

signAlg String 7 AR SM3wi thSM2

signValue String 7 55 A2 A

cert String = AR

isVerifyCert String & true. false, ATEIUEUETIAH R

o FRZHI:

{

“appld”: “APP 7B3F36A14E99410A80B37AEF332E32477,

“inDataType”: ”“DATA”,

“inData”: “MIIN5QIBBDCCDZQwggkgMAOWAkVTAgEEFgRCSKNBEiR jNThIMzR jYi020WIzLT
RKkNmMtY jAxNi10zZTE4ZmkqgleXQ. . . . .. RQIgFD1imol2WNb1 j3VGSmSVBACzAkTFgAOoQv28g1aGovUCIQ
CWiS9Q8HydsTTuyE6MhMThwVcFEXr jvhzNh1LmPG70nBgPM jAyMTExMDgwN jUzZMTZaAyEAP Jim3 J2VM2tS
huva6X1BCVz3v29PbHn1Z3BtCfHk5vcWFDASMTAOMzc 1LDIwOTYOMSw20DQx”,

"signAlg”: “SM3withSM2”,

"signValue”: "MEQCIBGPAAfDH3PE0iBB6u0SsXngmenKunl19ihdg9IN+GCTPfAiAhc1AaWYOhW
rhL.8G/QG5ZRuE/p38 jkEseU2 j1g3RvP8g==",

“cert”:  “MIIDFzCCAr2gAwIBAgTKGhAAAAAAAAwFazAKBggqgRzPVQGDATBEMQswCQYDVQ

QGEwJDT jENMAsSGA1UECgwEQkpDQTENMASGA 1UECwwEQk pDQTEXMBUGA 1UEAwwOQmVpam1uZyBTTT I gQOEw
HheNMGEXMD TAMTYwMDAwWheNM j IxMDTSMTUTOTUSW jAIMQswCQYDVQQGEw JDT jJESMBAGA1UECgw J6Zm15p
mT5pmoMR IwEAYDVQQDDAnpmY jmmZPmmagwWTATBgcghk jOPQIBBggqgRzPVQGCLANCAASF6YONG jwa,/qEO
OAVrMYKY7QP8d75MTQ9J0 j1SdweZGES8v8YgBb3HURLfz+GM9zs1C+NKkOavSrpcor+c0ZnKTo4 IBpDCCAa
AwHwYDVRO jBBgwFoAUH+bP11/F1igXSimKFecWyZI0xLYwHQYDVROOBBYEFKYwyx9Mx5cCkXAY1afpoQGS
O0GBBMIGiBgNVHR8EgZowgZcwYKBeoFykW jBYMQswCQYDVQQGEw JDT JENMAsGA1UECgwEQkpDQTENMAsGA1
UECwwEQkpDQTEXMBUGA 1UEAwwOQmVpamluZyBTTTIgQOEXE jAQBgNVBAMTCWNhM jF jemwyOTAzoDGgL4Yt

aHROcDovLzExMS4yMDcuMTc3L jE40To4MDAZL2NybCI jYTIxY3 JsMjkuY3JsMB8GCigBHIbvMgIBAQ4EEQ
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wPOTkAMDAWMTAWNT I4MTM3MCAGCGCGSAGG+EQCBBRTR jYzM jMyMzESMDYwNT [ 20Dk yNDAUBgoqgRyG7zIC

AQEeBAYMBDTANTQwDgYDVROPAQH/BAQDAgbAMFAGCigBHIbvMgIBCgTEQgxANTEZ2M jczOTRIN jZ jMWY3N j
RKNjIxMWQ1YWFiNGNkYZASMDI2YTdiNDUwWOT I5ZmMOODMOY jE3OWFkOTAZzOD1mMDAKBggqgRzPVQGDAQONT
ADBFAiEA/5gxkufcez4/dhQhMgmn0JFvnyLoYVuoyiKDswpCxpACIFmUi6Je04H+E7ayDey7gHFRXBBREa
w9TMovx2tsq7cC”,

"version”: 71.07,

“signAlgo”: “HMACSHA256”,

"signature”: "UlwtZ+wqbulQZVN3Giq5208V6/Y3+11isiiTCUPAdMkY="

o REZSH.
NS AEIE =

® iR

"status”: 200,
"message”: “SUCCESS”,
"data”: true

J
3.4.9.4 ERF#FE#k

® ThEeiUiHH: M THMZ R %
® iERHMuME: http://host:port/coss/service/vl/convertImage

® {ERA: POST

o HRSH:
T RE ool L]
imageType String & Feteh jpg. png. gif =M
image String = & Fr S fFbase6 A4t S A
® FRFH:

{

”imageType”: “png”,
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“image”: ”iVBORwOKGgoAAAANSUhEUgAAAEYAAAAYCAYAAABHqosDAAACTkI1EQVR42u2Wz0eEYRD
H18paK5EkSZc9dM jqlrFDJOnY JatDEsngkC7psKfsZSV JTkmSLCudoOM69A+kQ2KtrKRLKkrXWK7bvrFmmt 3m29
91+ss/wsZ4x0zPPvM8z8wQCVaxYsWL1/0s1EFhpprhek6tUq j/NEddPguE/Kkz4Xxem9vWaKa4tT J3A3eAAvAA
HXTBew31vA4egDApgRLHrAvugyHZnIKb1Dr4qZFsCeY0/T+0yn1WQ4z2U006AThS jtiGOP+wXikbwC+ZAiHUxc
G1TcBceM830a3Lhs0sAVmCV/TA1GWNev+NsGo7yeAdeNx jOHebGHIO8p57 Jr5+1tendt TAHUKHdpuEVGS j15Q4 1
9Yk3BX102G2BS+e8gnUrFX9T1z2kwbt7LNcQiDZYVuyWwJhUP7yr1864rgc1fOPD/e7/+/0hY3wOm+ISdKPkVt
P3yVS1ThfOVJqgEdkT/cOP8VGGwaAUZbgvVUwvGtPzq7M+R1i2dy+o2FeTKdmO88HUpcGh5 ] jyc60thFwKPb4YT
h8XQDCe6BcYO/uR8sTN1 j j9kES840dNeAtqge jj jkxTJCxOWbnB2gtUni6DrpemCO+YKNC15Qfwic+r jgZekhtzb
RKmgE1z/y1iJUX3D+bWwbZx1Xe5qlQpRZEcUZMLw7q jwmAt JndTAd/ha0XzvE43482EXBaf8zinzmd fyWOccUqgb
P1xW2Ge3dZsWKFStWf1HeAMJc5podeSd4AAAAAETFTkSuQmCC”

}

o REZS¥:

B KA BB N ]

message String = e 5 2 2 K] B base64 U

{

“status”: 200,

"message” :
” 1VBORWOKGgoAAAANSUNEUgAAAEYAAAAYCAYAAABHqosDAAACTk1EQVR42u2Wz0eEYRDH18paK5EkSZc9dM jql
rFDJOnY JatDEsngkC7psKfsZSV ] TkmSLCudoOM69A+kQ2Kt rKRLkrXWK7bvrFmmt 3m2991+ss/wsZ4x0zPPvM8
z8wQCVqgxYsWL1/0s1EFhpprhek6tUqj/NEddPguE/Kkz4Xxem9vWaKa4tT J3A3eAAvAAHXIBew31vA4egDApgR
LHrAvugyHZnIKb1Dr4qZFsCeY0O/T+0yn1WQ4z2UO06ATIbS jtiGOP+wXikbwC+ZAiHUxcG1lIcBeM830a3LhsOsA
VmCV/TAiGWNev+NsGo7yeAdcNx jOHecbGHIO8p57 Jr5+1tend t IAHUKHdpuEVGS j15Q419Yk3BX102G2BS+e8gn
UrFX9T1z2kwbt7LNcQiDZYVuyWwJhUP7yr1864rgcl1fOPD/e7/+/0hY3wOm+ISdKPkVtP3yVS1ThfOV]JqgEdkT
/cOP8VGGwaAUZbgvVUwvGtPzq7M+R12dy+o2Fe TKdmO88HUpcGh5 ] jyc60thFwKPb4YTh8XQDCe6BcYO/uR8sT
N1jj9kE840dNeAtqgejjjkxTJCxOWbnB2gtUni6DrpemCO+YKNC15Qfwac+r jgZekhtzbRKmgElz/y1 JUX3D+bW
whZx1Xe5ql1QpRZEcUZMLw7q jwmAt JndIAd/ha0XzvE43482EXBaf8zinzmdfyWOccUq6P1xW2Ge3dZsWKFStWf
1HeAMJc5podeSd4AAAAAETFTkSuQmCC”
}

3.4.10 fEEEEO

3.4.10.1 Hindk

o IhReUiEI. TNl

® iER#ubk: http://host:port/enterInfo/addEnterprise
® iFERITA: POST

o EFXRSH:
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@ S®FIE

RE

L]

enterpriseName String = N AFR NI 64 S5

uniqueNum String & G — 4245 S (NI 304N 4F)

legalPerson String %5 ENBFE ORI 100 SF5F)

legalPersonCard String 5 ENIEAE S0 O 32 N5

legalPersonCardType | String 7 BN (G SF, $788: HZ, HEiE
ATIE: GA)

mobile String & FENBCR G O 16 A7)

contactMobile String 5 VB R NHIE (AN 16 N5

contactName String & B R ANEH ORI 50 NFERP

msspld String &5 NPE T 1D

® ERFH:

“appld”:”APP_TB3F36A14E99410A80B37AEF332E32477,

“signAlgo”: "HMACSHA256",

"version”:72.1.47,

"signature”:”6eXc2gwGk3SEKWHsS4yMkuJXLx21mcC jE4InAwVKoQDg=",

“enterpriseName” : ” ML 42 7,

“uniqueNum”:”91310105575958172F”,

"legalPerson”: "k N%7,

"legalPersonCard”:”513027196403080317”,

“legalPersonCardType”:”SF”,
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“mobile”:”13000000000”,
”contactMobile”:”13000000001”,

“contactName” : "M EE R N7,

"msspld”:”ae2d749a452ad4a06905ccd193459757e¢10247c21£48e198a73c155ff97930eb”

}
o RFEZSH
FB e i R WA W
enterpriseld String & ik ID

® iR

“enterpriseld”: ”“ENT 32eflbca—5291-4191-b6b8—4e41fcd8e383”

{
“status”: 200,
"message”: “SUCCESS”,
“data”: {
}

}

3.4.10.2 Wi GEHERESUHEFD

o ThEeUiBH: H TWbndl, Wbt L A g5

® ERHMIE: http://host:port/enterInfo/v2/addEnterprise

® iFEKRAHA: POST
® FHRSH:

FB KA xRl B
enterpriseName String = AL ZAFR COANEIT 64 DNF4F)
uniqueNum String = gi— o5 I O 30 N24F)
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legalPerson String 5 ENAFE ORI 100 S50
legalPersonCard String %5 ENIE S0 OIS 32 AN24F)
legalPersonCardTy String 5 ENIEERT (B4 E: SF, $718: HZ, W3R
pe WATIE: GA)

mobile String o BN R A 16 MR
contactMobile String i B R NHIE (OANET 16 NFRP)
contactName String 5 VB R N4 (AN 50 N5

msspld String P NVEF 511D

® ERFH:
{

“appld”:”APP_TB3F36A14E99410A80B37AEF332E32477,

“signAlgo” : "HMACSHA256”,

"version”:72.1.47,

“signature”:”29zs1s0Y/k33rPTUDAeykNrmYWmBuqT6zJZ8+x1UTI8M=",
“enterpriseName”: M 4417,
“uniqueNum”:”9131010557595817217,

"legalPerson”:"¥EN%17,

"legalPersonCard”:”513027196403080318”,

“legalPersonCardType”:”SF”,
“mobile”:”13000000002”,

“contactMobile”:”13000000003”,

4

“contactName” : "N EE R AN17,

"msspld”:”74b1ff4a4f5db0c50f40bb0709ab52ch7412a413bb4186938de3eTbelac5776a”
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}

o R[EIZY:
B it | e puil DiBH
enterpriseld String = Mk 1D

® RN
{
“status”: 200,
“message”: ”“SUCCESS”,
“data”: {

“enterpriseld”: “ENT 6162e9b6-7519-4c5e-a016-b56375896cal”

——

3.4.10.3 RERAMVEHE R
® ThEEVEHH: T KAk 5 % B 5 ek
® iFKkHMubk: http://host:port/enterInfo/v2/user/relate

® {ERA: POST

o ERSH:
FB RE R IR L
entld String & Alk 1D
msspld String & B ID
o HRTH:

“appld”:”APP_TB3F36A14E99410A80B37AEF332E32477,

"signAlgo”: "HMACSHA2567,
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"version”:72.1.47,

”signature”:”pvFIC8+gH+y0VB4s2epTclLQlu2d/NaXqbyBEnf8xj71=",
“ent1d”:”ENT 32eflbca-5291-4191-b6b8—4e41fcd8e383”,

"msspld”:”ae2d749a452ad4a06905ccd193459757e¢10247¢21£48e198a73c155ff97930eb”

o REISH:
NFEBH

INZ=

® MR-
{
“status”: 200,

"message”: “SUCCESS”
3.4.10.4 MRV IR B RBRR R
® THREULEH: T MER ARV B S OCIOR R
® iERHMubk: http://host:port/enterInfo/v2/user/cancelRelate
® {EXRA: POST
o HRSH.

FB vt} =B N B
entld String & 4k 1D
msspld String = B ID

® ERH:

“appld”:”APP 7B3F36A14E99410A80B37AEF332E3247”7,
"signAlgo”: "HMACSHA256”,

”

"version”:72.1.47,
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”signature”:”pvFIC8+gH+y0VB4s2epTclLQlu2d/NaXqbyBEnf8xj71=",

“entId”:”ENT_32eflbca-5291-4191-b6b8-4e41fcd8e383”,

"msspld”:”ae2d749a452ad4a06905ccd193459757e¢10247c21£48e198a73c155ff97930eb”

o REISH:
NFEBH

INZ=

® N .
{
“status”: 200,

"message”: “SUCCESS”

3.4.10.5 FEHLIWER

® IhReUEH: AT EHMWER

® iERHMuME: http://host:port/enterInfo/v2/updateEntInfo

® {ERA: POST
o WREN

FEB KA B ISR i
entld String & Ak 1D
enterpriseName String &5 kA Fx (AT 64 N7
legalPerson String &5 ENAFR ORI 100 755
legalPersonCard String & ENIEAE S0 O 32 N2FF)
legalPersonCardType String &5 ENIEZR (B piE: SF, $718: HZ, WsiE
ATIE: GA)
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mobile String i ENBER TR CREIE 16 DN7ER)
contactMobile String & B R NG O 16 MF5RH
contactName String o R N O 50 77

® ERH:

“appld”:”APP_TB3F36A14E99410A80B37AEF332E32477,

“signAlgo”:”HMACSHA256”,

“version”:”2.1.47,

"signature”:”3Hagit+4TBlkpZeE9+X jwWXVBK16X9NGo/bewZRU1L8=",
"ent1d”:”ENT 32eflbca-5291-4191-b6b8—4e41fcd8e383”,

“enterpriseName” : ” MR AL 44 257,

"legalPerson”: "k N4,

“legalPersonCard”:”513027196403080319”,

4

”legalPersonCardType”:”SF”,
“mobile”:”13000000005”,
“contactMobile”:”13000000006”,

“contactName”: "MV EE R A i”

o RESH.

NISH

=

W

W

® I N7~
{
“status”: 200,

"message”: “SUCCESS”
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}

3.4.10.6  fERAE
® ThEUiEA: HTHHER LG R
® ERHMME: http://host:port/enterInfo/v2/deleteEnt

® {ERA: POST

® iERSH:

B KA =B N ]
entld String & Mk 1D
® iER~H:

“appld”:”APP TB3F36A14E99410A80B37AEF332E32477,

"signAlgo”: "HMACSHA256”,

“version”:”2.1.47,
"signature”:”SmBkifbl17C06ZyMN6rcQG5tFZIfRIRZIKU/dYBd]Jrx4=",

“entId”:”ENT_32eflbca—5291-4191-b6b8-4e41fcd8e383”

o EESH.
NI

® N
{

\)

H

“status”: 200,

"message”: “SUCCESS”

3.4.10.7 /BN EIE

® IThREULEH: A TSI/ ER AL EE
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® ERHMME: http://host:port/enterInfo/v2/cert/updateEntSeal

® {EXRA: POST

® FHRSH:
B KA B DiBH

entld String & 4k 1D

sealType String = ANV ENFE SR, AR S5 H S SEFRENF R A, {3
N NERE” © “AlkEnE” , ANEIE64NF
T

sealImage String & AV BN E B FrBASE64 4 i

® iERRH:

“appld”:”APP_TB3F36A14E99410A80B37AEF332E3247”,

”signAlgo”: "HMACSHA256",

"version”:72.1.47,

"signature” :”byAAoiLySnRQvNdPPIfrU4GqOuIMhrLCiWNTUSYs1 Jo=",

“entId”:”ENT_32eflbca—-5291-4191-b6b8-4e41fcd8e383”,

”scalTypc” ”/I\j\E]_J%”’

"sealImage”:” 1VBORWOKGgoAAAANSUhEUgAAAhwAAACWCAYAAABE -+« - JRUSErk]Jggg=="

}
o RESH
NI

® iR

“status”: 200,

"message”: “SUCCESS”
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3.4.10.8 TWiEMWEE

® IThREULHH: T AR B A E AL E R

® iFXKR#ubt: http://host:port/enterInfo/v2/queryEnterpriselnfo

® {ERA: POST

o WREH

B vt} =B N ]
msspld String = VG 1D
® ERH:

“appld”:”APP_TB3F36A14E99410A80B37AEF332E3247,

"signAlgo”: "HMACSHA256”,

"version”:72.1.47,

"signature”:” JRogXI0IpYOE60JEqk605xHB7 jeksqTREC JkdzaFLPs=",

"msspld”:”74b1ff4a4f5db0c50f40bb0709ab52ch7412a413bb4186938de3eTbelac5776a”

o REFESH
FB KA T ILAR i
enterpriseld String & Mk 1D
enterpriseName String & Ak A FR
uniqueNum String & G—+ 215 Y

® N
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{

“status”: 200,
“"message”: “SUCCESS”,
"data”: {

“entInfolist”: [

—

“enterpriseld”: “ENT 6162e9b6-7519-4c5e-a016-b56375896¢cal”,

“enterpriseName”: “MIiRAN 4 17,

“uniqueNum”: “913101055759581721"

——

——

3.4.11 NIFBEHEED

3.4.11.1 ElMWIES

o TheeUiH: A TEWMABIES

® iFEKHuhk: http://host:port/enterInfo/v2/cert/queryEntCert
® ERIH: POST

o EFXRSH:

FB RE R U L]

147 7 3£ 193 Wi




@ S®FIE

D[RR ARG 55 i L W Tl V2. 1. 4

entld String & Mk 1D
® iFRRH:
{
“appld”:”APP_7B3F36A14E99410A80B37AEF332E32477,
”signAlgo”: "HMACSHA256",
“version”:”2.1.4”,
“signature” :”xLGoddKBZB5SrDU54kx0PMVeFnzenJVQH5/D52dBECg=",
“entId”:”ENT 32eflbca—-5291-4191-b6b8-4e41fcd8e383”
}
o REZH
FB KA T ILAR i
signCert String = BASE64 #& 0125 44+
signCertSn String b AU T A=
encCertSn String & NS eI RS
encCert String = BASE64 #&% =025 4E 45
certStatus String = WEPIRAS
® MiIRIRE:
{
“status”: 200,
"message”: ”“SUCCESS”,
“data”: {
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“certlList”: [

—

“signCert”: "MITC2TCCAoCg:*++- nlze4Xov9it j8RJWZ3kkaF/nN/0OnzXSMg==",

“signCertSn”: “1A100000000051E4D914”,

“encCert”: "MITC2TCCAoCgAWIBAgTKGhAAAAAAU=«++-- +Ea0tA==",

“encCertSn”: ”“1A100000000051E4D914”,

“certStatus”: “ACTIVE”

——

——

3.4.11.2  HHEMNVIES

® IThREULEA: AT HIE MRS, SCRERIE EXGIE

® iERHbE: http://host:port/enterinfo/v2/cert/reqCertDouble
® iFHKA: POST

o HRSH.

FB KA BB BN i
entld String = 4k 1D
algo String = 2 EE (SM2)
keyLen String & HHHKE (256)

® ERH:
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{

“appld”:”APP TB3F36A14E99410A80B37AEF332E32477,

"signAlgo”: "HMACSHA256”,

“version”:”2.1.4”,

"signature” :”BnU/e+GHWXbYttyxDTQqagv]edu2mxfdKIMIT37me3g=",
“entId”:”ENT 32eflbca—-5291-4191-b6b8—4e41fcd8e383”,
“algo”:”SM2”,

"keyLen”:”256”

}
o R[EZ¥
FEB KA BB WA i
signCert String = BASE64 #& =025 44+
encCert String 2 BASE64 #% =X 25 UE
signCertSn String b AU T A=
encCertSn String = e 5780 =

® N

“status”: 200,

“"message”: “SUCCESS”,

"data”: |

"signCert”:

"MITC2TCCAoCgAWIBAgTIKGhA -+« «-- pTAiAnADYTvO6Wunlze4Xov9it jSRJWZ3kkaF/nN/OnzXSMg==",
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"MITC2TCCAOCGAWT +*++-+ AiBVqtCsPxinHPgMOiBFVA31u2nx1ApTJ65b1zxN+Ea0tA==",

——

“encCert”:

“signCertSn”: “1A100000000051E4D914”,

“encCertSn”: ”“1A100000000051E4D914”

3.4.11.3 FEHAWIFEH

o ITheEeUEH: AT EHMMES CSCRELEHD

® iFKRHuht: http://host:port/enterInfo/v2/updateCert

® ERHFR: POST
o EFERSH.

FB b i BB W
entld String & 4k 1D
certSn String P U RS AT LIS IR
® FRH:

“appld”:”APP_TB3F36A14E99410A80B37AEF332E32477,

"signAlgo”: "HMACSHA256”,

“version”:”2.1.47,

"signature”:"NrHUR1QKIALC19twi//WfBSAWHVPcH/1cX7M3d3NvHk=",

“entId”:”ENT_32eflbca-5291-4191-b6b8-4e41fcd8e383”,

“certSn”:”1A100000000051E4D914”
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@ §FIiE

o REISH:

FEB KA BB WA i
signCert String = BASE64 #&% =125 44+
encCert String 2 BASE64 #% =X N 25 uE
signCertSn String & AU T A=
encCertSn String = e Py

® MNP

“status”: 200,

"message”: “SUCCESS”,

"data”: |

"signCert”: "MIIC2TCCAoCgAw

phPp4uolQ==",

“encCert”: "MITC2TCCAoCgAWIB«--+-- Mg5TR31g==",

”

”

——

signCertSn”: “1A100000000051E507F4”,

”

encCertSn

3.4.11.4 EHMSAESR

: “1A100000000051E507F4”

® IThEeUMd: M TIEMAAES, AESGEARE, AMAERRESIER

® ERHMME: http://host:port/enterInfo/v2/dropCert
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® {ERA: POST

o HRSH:
FB BUH W
certSn String P TR IE B T8 S
® FRH:
{

“appld”:”APP_TB3F36A14E99410A80B37AEF332E3247”,

"signAlgo”: "HMACSHA256”,

"version”:72.1.47,

”signature”:”uuj4Vdn5Gy6Z5DyyBBLdsc jEVFDZzS9S5QHxY1tcXnik=",

“certSn”:”1A100000000051E507F4”

o RESH:
NFEBH

INZ=

® MR-
{

“status”: 200,

"message”: “SUCCESS”

3.4.12 & 4LEED

3.4.12.1 &N EIZE

® IhREUEH. M TAWMMENER A

® iFKRHubt: http://host:port/enterInfo/v2/sign/queryEntSeal

® {EXRA: POST
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® FEXRSH:
FB e yix) R WA Y
entld String & AL ID
sealType String % AV EREE 2RI, HRYE MV 55 SERREN EE 2R, f5]

A NEIET

Vrzan

7

“AVERE”, ANEIE64 T

® ERFRH:

“appld”:”APP_TB3F36A14E99410A80B37AEF332E3247”,

"signAlgo”: "HMACSHA2567,

"version”:72.1.47,

"signature” :”xLGoddKBZB5SrDU54kx0PMVeFnzenJVQH5/D52dBECg=",

“entId”:”ENT_32eflbca—-5291-4191-b6b8-4e41fcd8e383”,

"sealType”: "I~ NEI&”

RE

L]

seallmage

String

BASE64 #% =) Al ED 2 B F

® N

"status”:

” ”
message’ :

200,

“SUCCESS”,
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"seal Image”:

——

”{ VBORWOKGgoAAAANSUREUgA-++ -+ rk Jggg=="

3.4.12.2 HHERBHHAIA

® THEEUHT. M FEEA TN BURThAE GNP AL A i
BEATE B RN, B AR DGR RS, el OAT 10 B SR R A A R
1, AT SR BR 425 1

® iFHKHhdk: http://host:port/enterInfo/v2/reqVerify

® iFEKRAHA: POST

® FRSH:

FB e yix) R Y
entld String & Ak ID
msspld String 2 FH 1D
callBackUrl String & k%5 2 G0 FH T 110 COSS 2 44 45 SR fry [ 1 b
authorizedUserld String & BEARALNID, AHEEIL64 F4F
requireQrCode String 5 R i, HAgtEA Y. NP
® FRAH:

“appld”:”APP_TB3F36A14E99410A80B37AEF332E32477,

”signAlgo”: "HMACSHA256",

"version”:72.1.47,
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”signature”:”vdzHF03gFzDtNkfdvXn+100Aoflcf//tdvERITouqGM=",

“entId”:”ENT_32eflbca-5291-4191-b6b8-4e41fcd8e383”,

"msspld”:”74b1ff4a4f5db0c50f40bb0709ab52ch7412a413bb4186938de3eTbelac5776a”

}
® BEZS¥
FB XKH | RELH B
arcode String = FEBAE AL 5 — 4D Py %
verifyld String 2 (LA )

® i N~ :

“status”: 200,

//message” : ”SUCCESS”,

"data”: |

"qrcode”:
"I\ ev\”7:\72.0\7, \"1d\”: \"APP E54C90B49EB749BEASF3B028DB50A513\”, \"0\” : \"KHEODgQEUH0QY
3Vnt jZ jZF9AVURtBIRVXmBnYmcKXVxEeAcdAVOuNmdpDE Jc¢S1YEEhOaOSo jNUTKRYE JdX4TFG8IN1 [cGQocYgg
SABZ9cS4=\", \"outsideSUr1\”:\"http://192. 168. 1. 1:10201/coss/mobile/v1/getServicelnfo\”,

\”sUr1\”:\"http://192. 168. 136. 157:10201/coss/mobile/v1/getServicelnfo\”}”,

“verifyld”: ”SD 3e040006-5ddf-417e-9685-0ece49c298f6”

E: AHOURE O FBITRITE, MREISHMNT:

% 156 nl 3t 193 1l




D[RR A4 2R G- M 55 v 1 LT M V2. 1. 4

@ §FIiE

“status”: 200,

"message”: “SUCCESS”,

"data”:

"qrcode”:

"KHEODgQEUHoQY3VnKWZqaVIGVkVtV1YACmBnYWILXQRGcAQAVQh+M j

B1XEKEQnIKEhOa0So jNUIKRyE JdX4TFG81NiIcGQocYggSABZ9cS4=",

“verifyld”:

——

3.4.12.3 IIEBEL

® IThREUHH: A T EE T T4

”SD_d5990637-ef12-422d-a406-d03ac539a028”

® iFHKHhdk: http://host:port/enterInfo/v2/sign/autoSign

® ERkAI: POST
® ERSH:
FE vt B ]

data String P BASE644% IR 25545, type NEPDFR, 1545
BAEA e M

type String & RSBk (JF3C: DATA, HASH¥(#E: HASH,
M {25 % . WEB SEAL)

certSn String = NAEB )5

sealType String &5 AV EpZE SR, AR ML 55 JE S SEPREN FE R, 4
AN NEIE” o “ANVEIE” , ANEide4F
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5 (WEB_SEALZ: 4% 75 81)

verifyld

String

fm

IUFASID

entld

String

AEID

® ERH:

“appld”:”APP_TB3F36A14E99410A80B37AEF332E32477,

“signAlgo”:”HMACSHA256”,

“version”:”2.1.47,

"signature”:”Qi3XuaPjpikzVksukwlXUKtiYyZEcWB/TL4gKTzH66g=",

“data”:”eyJEYXRhI jpbeyJGaWVsZE1ET joiVEVYVDMiLCJGaWVsZFZhbHV1T joiInOseyJGaWVsZE

1ET joiVEVYVDQiLCJGaWVsZFZhbHV1T joiInOseyJGaWVsZEIET joiVEVYVDUiLCJGaWVsZFZhbHV9”,

//typc// : //DATA//’

“algo”:”SM3withSM2”,

“certSn”:”1A100000000051E565B4”,

”sealType” . ”/]\AE]_J%?”’

"requireTss”:”"N”,

“description”:

“expiryDate”:”10

” pbs
R

”

)

HEHERIRE R,

“entId”:”ENT_32eflbca-5291-4191-b6b8-4e41fcd8e383”,

"signSealType”:”BJCA SM2”

RE

L]
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signature String = T A
cert String = 25448 FH BIE 1
composePdf String &5 PDF %5 % J5 ) BASE64 A

® IR :

“status”: 200,

"message”: ”“SUCCESS”,

"data”: {

”signature”:
”MEUCIHepHZ44DtUudelDZLFVNYX9dRCRYDmyWANehK9ialBAiEAjJVZdXTAiyKu5upJO8qMLchtg+9aFrWO

D7HU3YLk70=",

“cert”:
"MITC2jCCAoCgAwIBAgIKGhAAAAAAUeV1tDAKBggqgRzPVQGDATBEMQswCQYDVQQGEwWJDT JENMASGA1UECgwWEQ
kpDQTENMAsGA1UECwwEQkpDQTEXMBUGA 1UEAwwOQmVpam1uZyBTTT I gQOEwHhcNM jMxMT TwMTYwMDAwWhceNM jQ
wMjIxMTULOTUSW jBDMQswCQYDVQQGEw JDT jEZMBcGA1UECgwQbrWLEK+V5LyB5L1abZCNMTEZMBcGA 1UEAwwQS
rWL6K+V5LyB5L1abZCNMTBZMBMGBy qGSM49AgEGCCqBHMIVAYT tAOTABPgqV51T1k7FYmSpnBs YUMHT /CSsUOq
60Ztv2Qr/EMGbm jVcEYdii01n018d41LARu7AAXY8ccOnmICrYDegMqy jggFZMI IBVTATBgNVHSMEGDAWgBQL5
s/Uj8UiKpdKKYoV5xbJk jTEt jAdBgNVHQ4EFgQUI+pz fa2MNWTX/UKepBZ3406qrK4wgaMGA 1UdHwSBmzCBmDB
goF6gXKRaMFgxCzA JBgNVBAYTAKNOMQOwCwYDVQQKDARCSKNBMQOwCwYDVQQLDARCSKNBMRcwFQYDVQQDDASCZ
W1gaWonIFNNMiBDQTESMBAGA1UEAxMJY2EyMWNybDMyMDSgMgAwhi50dHRw0O1i8vdGVzdC5iamNhLm9yZy5b jbjo
AMDAZL2NybC9 jYTIxY3 JsMzIuY3JsMB8GCigBHIbvMg IBAQAEEQwPOTkAMDAWMTAxMz IwOTMyMCAGCGCGSAGG+
EQCBBRYWTkxMzEwWMTAINTc10TU4MTcyMTAaBgoqgRyG7zICAQEeBAWMC jTwM jMwMz I xMDEwDgYDVROPAQH,/BAQ
DAgbAMAoGCCqBHMIVAYNTAOgAMEUCTQCEasN6GLF7Br2wLvvuai+]xaYit7uGs8ImxA7TNX8y7GQIgSi jalL.4Vsl

cf jxNkiyK9KiYZd2rzK1Ss67qA2b6 jdfNY=",

”nn

” composePdf” :
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3.4.12.4 WHEEZYL (FERHRE PLAIPT)

® IThEeUiMI: T ITE RIS

® iFHKHhdk: http://host:port/enterInfo/v2/sign/autoSignP1AndP7

® iFKRAA: POST

o FEXRSH:
FB KA T ILAR i

data String P BASEG4KS A5 84, type NJEPDRR, FRS
Hs A ge gL 1

type String i R R AL R SC: DATA, W 45 % : WEB_ SEAL)D

certSn String = NVAEF F )5

verifyld String = ISR ID

entld String & k1D

isP7Attach boolean & P75y [ S0

o iERAH:

“appld”:”APP_TB3F36A14E99410A80B37AEF332E3247”,

"signAlgo”: "HMACSHA256”,

"version”:”2.1.47,

"signature”:”DY+rei9XNK+0Rz3yth3VLPNeap4WQGA7gKH1sJoBQcs="

b

"data”:”eyJEYXRhI jpbeyJGaWVsZEIETI joiVEVYVDMiLCJGaWVsZFZhbHV1T joiInOseyJGaWVsZE

1ET joiVEVYVDQiLCJGaWVsZFZhbHV1T joiInOseyJGaWVsZEIET joiVEVYVDUiLCJGaWVsZFZhbHV9”,
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//typc// : //DATA//’

“certSn”:”1a1000000000527a2ba4”,

“entId”:”ENT_32eflbca-5291-4191-b6b8-4e41fcd8e383”,

”isP7Attach”:”true”

}
o REFESH
FB e yix) BB BN Y
p7Signature String & P74 1H
signature String = P1 2414
cert String = 2% F FRIE 15
signAlgo String & B4
® i SR
{
“status”:
"message”: ”“SUCCESS”,
“data”:
"p7Signature”: "MITEbwYKKoEcz1UGAQQCAGCCBEF:«««-- SiEfQei5DNoRSXY4=",

” . ”
sighature :

"MEYCIQDUx4p4gDOcJb jcHSYkAbbKDQBx16COr3Yf9,/R6cThDAWIhAO2LtQ6sT7z4/0uzlscfOLxSnmBrb0ohHO

HouQzaEU120”,

"signAlgo”:

”SM3wi thSM2”

“cert”: "MITC+zCCAqKgAwIB««++-* Q91IN5iDDVw/gB1wkT j7yvk=",

% 161

7 3L 193 I




D[RR A4 2R G- M 55 v 1 LT M V2. 1. 4

@ §FIiE

3.4.12.5 £V OFD B &4

® IThREUEH: A THIALIEEIET 1T OFD %544

® iFKHhdk: http://host:port/enterInfo/v2/sign/auto0fdSign

® iFHKRAHA: POST

® iERSH:
FB vt XYl k|
certSn String = NAE B 5
sealType String & AV EPEE SR, AR MY S5 JE S SEPREN FE R, 4
AN NEIE” o “ANVEIE” , AN e4F
i
verifyld String & BOAERSID
entld String = Ak ID
transld String & 4% 1D, fREFME—
plainFileStr String = 0fd 4 base64 ¥
coordinateSealRulel | OfdCoordin & LA AL BRIRIN, G2 TR, TUECN 0 /8K 4
nfo ateSealRul WOV M F RN R E W, M
elnfo keyWordsSealRuleInfo —i%—
keyWordsSealRuleInf | OfdKeyWord & KB M (E B R G ,
0 sSealRulel coordinateSealRulelnfo ik —
nfo
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sealWidth Float & 25 B AR KNG
sealHeight Float = R AR K INE
waterMarksOfEffects | SealSignOf 5 GRS & LS W2 [1D)
dWaterMark
Info
requireTss String o T EA R R, A
Y 8i# N

® ERH:

“appld”:”APP 7B3F36A14E99410A80B37AEF332E32477,
“entId”: “ENT 4df58cb7-e637-4f10-9e95-5977a08b073”,
“certSn”: “1a10000000007acdObe4”,

"sealType”: "JARYE",

“"requireTss”: 7Y”,

"plainFileStr”:”UEsDBBQAAgATAJ148Vhigl f1fxEAAPicAAAeAAAARGY jXzAvUGFnZXMvUGFnZV8wLONvbn
R1bnQueGls7V1bexzFFX40v2 Jq32n37£SFQkgBqVCpIhUgULK8CnvBShT JJSOB58nmZtmI2CS2KLANNo] jJzEY
QkgkWeY/hr3IT/yFnNMze+nRSJY0a3ulI6mOmt6dmd3uc/qc7+tz+uzTP3729zP JH+rzCINzsxMlwXgtqc8emT
s6PfvaR031xqtPutqPJ594eu7Vo0+90PVaPcHTZxeewuZETVi jefypQ4feeOMNhu2F4 /U jbG7+tUOSC10bTOJH
47pnbutTeJw2X jx2YmH6yNTMs3NvTVKE J5J7503X1fSGeQ3y6UP50/”,

“transId”: 712317,
"keyWordsSealRuleInfo”: {
"keyWord”: "H 7 (F&E) 7,

"relativePosition”: 73”7
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"sealWidth”: 80,

“sealHeight”: 80,

"waterMarksOfEffects”: [

”type”: //2”’

“content”:
”1VBORWOKGgoAAAANSUhEUgAAADTAAAAYCAYAAACACK7ThAAABIk 1 EQVR42u2XsUvDQBTGQy 1 FRIRQHBykmxRxc
CI1FRESQDKVEXDsWpHROERER6eLgICIFKU6114gUcSg41iLgXB/E/cHAXcRDi9+AK j3C5vktSUc jB j+Qud+7y3bl
3eXGepCR1tMVznF1wBagWNEHDMO68r0421gbfBS JEIWQS T IWwOwf3hue74 JDVV8AzzcfaXPBNYS8UhZCKCk Jbhe
Qa8gyPWIkY7yepl18CCcLws6sQhBvwWQ1ghRfU7TAJ6t3QJfVHOFuyB jLwBsgEkK+aoi JHfABbk IMkBCOpQYvh+s
S6LFnJWp jz60+252hPVObIdR5PIprqV27ZAuwHbAwXc1CUbysG+b0IruWWum0QAgF+YFwMcbY/T7FC71SLE Jwv
wnONCvYBk8mIWosCuh jsCg4wunFW2CabATCrYRsgBtNvzo/ JgOEzKnvwoxyU9cwbw301aC8cAethJTDCpG4k jo
0GgAS4s j/MOK2wIvudK JMgNw6biF9 jT93BK5VGBITZPOgaa+p j6dnEhMm2 IN2pCk 19gxhLhr 7Lk IWYiUkD4qaf
nSypCK61u8JiSvXilsISIVKKbNf1VZk1P21RIg61gf5WeVWiD/XYpQdTYBKhaxS/LDBKgIbctVTladRCtIelY/

VGv1YWdrsSb7EPpsi JZBgKvmdTco/KD/uPb jehh7PrAAAAABJRUSErk Jggg==",

"keyWord”: "7 (FE) 7

o REZH

FB XA R WM i
signature String & S E
cert String = 2548 BIE TS
composeOfd String i OFD 2% % J5 1) BASE64 2w

® R
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“status”: 200,

I/messagelf : ”SUCCESS”’

"data”: |

”signature”:
"MEUCIHepHZ44DtUukdA1DzLFvNYx9dRcRYDmywANehK9ialBAiEA jJV2dXTA1yKubupJO8gMLBemtg+9aFrw0

D7HU3YLk70=",

“cert”:
"MIIC2jCCAoCgAWIBAgTKGhAAAAAAUeV1tDAKBggqgRzPVQGDATBEMQswCQYDVQQGEW JDT jENMASGA1UECgwEQ
kpDQTENMAsGA1UECwwEQkpDQTEXMBUGA 1UEAwwOQmVpam1uZyBTTT I gQOEwWHhcNM jMxMT IwMTYwMDAwWhceNM jQ
wMjIxMTULOTUSW jBDMQswCQYDVQQGEw JDT jJEZMBcGA1UECgwQbrWL6K+V5LyB511abZCNMTEZMBcGATUEAwWWQS
rWL6K+V5LyB5L1abZCNMTBZMBMGBy qGSM49AgEGCCqBHMIVAYT tAOTABPgqV5111k7FYmSpnBs YUMHT /CSsUOq
60Ztv2Qr/EMGbm jVcEYdii01n018d41LARu7AAXY8ccInmICrYDegMqy jggFZMI IBVTAfBgNVHSMEGDAWgBQ5
s/Uj8UiKpdKKYoV5xbJk jTEt jAdBgNVHQ4EFgQUI+pz fa2MNWTX/UKcpBZ3406qrK4wgaMGA 1UdHwSBmzCBmDB
goF6gXKRaMFgxCzA JBgNVBAYTAKNOMQOwCwYDVQQKDARCSKNBMQOwCwYDVQQLDARCSKNBMRcwFQYDVQQDDASCZ
W1gaWonIFNNMiBDQTESMBAGA1UEAxMJY2EyMWNybDMyMDSgMgAwhi50dHRwO1i8vdGVzdC5iamNhLm9yZy5 jbjo
AMDAZL2NybCI jYTIxY3 JsMzIuY3JsMB8GCigBHIbvMg IBAQ4EEQwPOTk4MDAWMTAxMz IwOTMyMCAGCGCGSAGG+
EQCBBRYWTkxMzEWMTAINTc10TU4MTcyMTAaBgoqgRyG7z I CAQEeBAWMC jTwM jMwMz I xMDEwDgYDVROPAQH,/BAQ
DAgbAMAoGCCgBHMIVAYNTAOgAMEUCIQCEasN6GLE7Br2wLvvuai+JxaYit7uGs8ImxA7TNX8y7GQIgS1 jalL4Vs1

cf jxNkiyK9KiYZd2rzK1Ss67qA2b6 jAfNY=",

”compose0fd”:
W jBDMQswCQYDVQQGEw JDT jEZMBcGA1UECgwQ5rWLE6K+V5LyB5L1a5ZCNMTEZMBcGA1UEAwwQ5rWLEK+V5LyB5
L1abZCNMTBZMBMGByY qGSM49AgEGCCqBHMIVAYTtAOTABPgqV51 11k 7FYmSpnBsYUMHT/CSsUOq60Z tv2Qr/EMG
bmjVcEYdii01n018d41LARu7AAXY8ccInmICrYDegMqy jggFZMI IBVTAfBgNVHSMEGDAWgBQf5s/U j8UiKpdKK
YoV5xbJk jTEt jAdBgNVHQ4EFgQUI+pz fa2MNWTX/UKcpBZ3406qrK4wgaMGA1UdHwSBmzCBmDBgoF6gXKRaMFg

xCzAJBgNVBAYT”
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i 1 P2 RGBS B D T V2. 1.4
1

3.4.12.6 4k PDF {LEZEA
® ThEEViHH: H T A IEEE 15t 4T PDF 2444
® iENRHMuAE: http://host:port/enterInfo/v2/sign/autoPdfSign

® iFHKRAHA: POST

® iERSH:
FB vt XYl k|

pdfFileStr String it PDF S #:base64 ¥ d

certSn String & NVUE T 5 S

sealType String = MV Ep =AY, AR Y 55 3 5 SERREN 2R, 4]
ZZD “/\j\EI-JiL:” “/\ikEpiL:” Tt 64/\
¥

verifyld String & IS UEAS ID

entld String = AEID

requireTss String S M T EA R AR (YIN) , BRIAAN

signSealType String 5 NS 4 (BJCA SMZ‘GM SEAL‘GB SEAL) ,
RN A SM225 EBJCA SM2

appName String %5 N FH A FK, w8 A ERAS (H
5 R B[] SR ) 25 T 7 B R, N S
MRS 2RE T (Rl EFEUETYE) )

configureSeal Info ConfigureS & AN, BFERIE, By, W4, type APDF
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D[RR ARG 55 i L W Tl V2. 1. 4

ealInfo FAIE, (FEAN B3, 4. SPDRZS 2 AH K42 11 [A]
2B D
coordOfRulelnfo CoordOfRul & ZEAAARRFIN, RUFERE A UL, OGR4
elnfo B CPEGH B 3. 4. 8PDFZS & AH o422 1 [ 44 - B
Y)Y , FlkeywordsOfRulelInfo —ik—
keywordsOfRuleInfo KeywordsOf & B 25 24 FUN] CRELH 7 B 3. 4. 8PDFAF ZAH K
RulelInfo O EGTZEUEE) , FlcoordOfRulelnfo ik
sealSignPdfWaterMar | SealSignPd D KED (BT XTI VEBm, Fal 7B W
k fWaterMark 3. 4. 8PDFZ5 5 A 2 L [F) 44 B vt i)
signWidth Float %5 BB FARR NG
signteight Float o B AR KN
opacityOfEffect int i 7 CE N0 43 B)
coverTextOfEffect boolean &5 BB LT
® iFRRH:

“appld”:”APP_TB3F36A14E99410A80B37AEF332E32477,

“entId”: "ENT_4df58ch7-e637-4f10-9e¢95-5977a08b0713”,

“certSn”: “1a10000000007acdObe4”,

"sealType”:

” . ”
requireTss” :

ETEE

” ”
Yo,

"pdfFileStr”:”UEsDBBQAAgATAJ148Vhigl f1fxEAAP1cAAAeAAAARGI jXzAvUGFnZXMvUGFnZV8wLONvbnR1
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bnQueG1s7V1bexzFFX40v2 Jq32n37fSFQkgBqVCp ThUqULk8CnvBShT J JS0B58nmZtmI2CS2KLANNo1 jJzEYQk

gkWeY/hr31T/yFnNMze+nRSJY0a3ul I16mOmt6dmd3uc/qc7+tz+uzTP37292zP JH+rzCINzsxMlwXgtqc8emTs6
PfvaR031xqtPutqPJ594eu7Vo0+90PVaPcHTZxeewuZE7Vi jefypQ4feeOMNhu2F4,/UjbG7+tU0SC10bf0JHAZ

pn5utTeJw2X jx2YmHE6yNTMs3NVTVKEJ5]7503X1fSGeQ3y6UP50/”,
"keywordsOfRuleInfo”: {
"keyWord”: "H 57 (&) 7,
“relativePosition”: ”3”
I
”signWidth”: 80,
“signHeight”: 80,

”sealSignPdfWaterMarks”: [

”type”; //2//,

“content”:
”1VBORWOKGgoAAAANSUhEUgAAADTAAAAYCAYAAACACK7ThAAABIk 1 EQVR42u2XsUvDQBTGQy 1 FRIRQHBykmxRxc
C1FRESQDkVEXDsWpHROERER6eLgICIFKU6114gUcSg4iLgXB/E/cHAXcRD19+AK j3C5vktSUc jB j+Qu9I+7y3b1
3eXGepCRItMVznF 1wBagWNEHDMO68r042rgbfBS jJEIWQST IWwOwt3hue 74 JDVV8AzzcfaXPBNYS8UhZCKCk Jbhe
Qa8gyPWIkY7yepl18CCcLws6sQhBvwWQ1ghRfU7TAJ6t3QJfVHOFuyB jLwBsgEkK+aoi JHfABbk IMkBCOpQYvh+s
S6LFnJWp jz60+25zhPVObIdR5PIprqV27ZAuwHbAwXc 1CUby sG+b0OTruWWum0QAgF+YFwMcbY/T7FCT1SLE Jwv
wnONCvYBk8mIWosCuh jsCg4wunFW2CabATCrYRsgBtNvzo/JgOEzKnvwoxyU9cwbw301aC8cAethJTDCpG4k jo
0GqAS4s j/MOK2wIvudK JMgNw6biF9 jT93BK5VGBITZPOgaatp j6dnEhMm2 IN2pCk 19qxhLhr7LkIWYiUkD4qaf
nSypCK61u8JiSvXilsISIVKKbNf1VZk1P21RIg61gf5WeVWiD/XYpQdTYBKhaxS/LDBKgIbctVTladRCtIelY/

VGv1YWdrsSb7EPpsiJZBgKvmdTco/KD/uPb jehh7PrAAAAABJRUSErk Jggg==",

"keyWord”: "7 (FE) 7
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}

o REZSH:

FB XA R WM i
signature String & S E
cert String = 2548 BIE TS
composePdf String i PDF 25 %5 Ji5 1) BASE64 2wt

® MR-

“status”: 200,

//message” : ”SUCCESS”,

"data”: |

”signature”:
"MEUCIHepHZ44DtUukdA1DZLEFvNYx9dRcRYDmywANehK9ialBAiEA jJV2dXTA1yKu5up JO8gMLBemt g+9aFrw0

D7HU3YLk70=",

“cert”:
"MITC2jCCAoCgAwIBAgTKGhAAAAAAUeV1tDAKBggqgRzPVQGDATBEMQswCQYDVQQGEwWJDT JENMASGA1UECgwEQ
kpDQTENMAsGA1UECwwEQkpDQTEXMBUGA 1UEAwwOQmVpamluZyBTTT I gQOEwHhcNM jMxMT IwMTYwMDAwWhceNM jQ
wMjIxMTULOTUSW jBDMQswCQYDVQQGEw JDT jJEZMBcGA1UECgwQbrWLE6K+V5LyB511abZCNMTEZMBcGATUEAwWWQS
rWL6K+V5LyB5L1a5ZCNMTBZMBMGByY qGSM49AgEGCCqBHMIVAYTtAOTABPgqV51 11k 7FYmSpnBs YUMHT/CSsUOq
60Ztv2Qr/EMGbm jVcEYd1i01n018d41LARu7AAXY8ccOnmICrYDegMqy jggFZMI IBVTATBgNVHSMEGDAWgBQL5
s/Uj8UiKpdKKYoV5xbJk jTEt jAdBgNVHQ4EFgQUI+pz fa2MNWTX/UKepBZ3406qrK4wgaMGA 1UdHwSBmzCBmDB
goF6gXKRaMFgxCzA JBgNVBAYTAKNOMQOwCwYDVQQKDARCSKNBMQOwCwYDVQQLDARCSKNBMRcwFQYDVQQDDASCZ
W1qaWsnTFNNMiBDQTESMBAGA1UEAxMJY2EyMWNybDMyMDSgMgAwhi50dHRwO18vdGVzdChiamNhLm9yZy5 jb jo
AMDAZL2NybC9 jYTIxY3 JsMzIuY3JsMB8GCigBHIbvMg IBAQAEEQwPOTkAMDAWMTAxMz IwOTMyMCAGCGCGSAGG+

EQCBBRYWTkxMzEWMTAINTc 10TUAMT cyMTAaBgoqgRyG7z1CAQEeBAWMC j TwM jMwMz I xMDEwDgYDVROPAQH/BAQ
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DAgbAMAoGCCqBHMIVAYNTAOgAMEUCTIQCEasN6GLF7Br2wLvvuai+]xaYit7uGs8ImxA7TNX8y7GQIgS1 jal4Vsl

cf jxNkiyK9KiYZd2rzK1Ss67gA2b6 jdfNY=",

” composePdf” :

W jBDMQswCQYDVQQGEwJDT jEZMBcGA 1UECgwQ5rWLEK+V5LyB5L1a5ZCNMTEZMBcGA 1UEAwwQ5rWLEK+V5LyB5
L.iahZCNMTBZMBMGBy qGSM49AgEGCCBHMOVAYTtAOTABPgqV51 11k 7FYmSpnBsYUMHT/CSsUOq60Ztv2Qr /EMG
bmjVeEYdii101n018d41LARu7AAXY8ccInmICrYDegMqy jggFZMI IBVTAfBgNVHSMEGDAWgBQf5s /U j8U1iKpdKK

YoV5xbJk jTEt jAdBgNVHQ4EFgQUT+pz fa2MNWTX/UKcpBZ3406qrK4wgaMGA 1UdHwSBmzCBmDBgoF6gXKRaMFg

xCzAJBgNVBAYT”

——

3.4.13  OFD &&fHcEEDO

3.4.13.1 ¥/ OFD B4 /E%

® ThEeUiRH: THEAZ 4 OFD XK hash 34T OFD &%=

® iFXRMublk: http://ip:port/coss/service/v1/add0fdSignJob

® {ERA: POST

® FEXRSH:
FB KA R AR P B
transId String & W45 1D, fREFME—
userld String = 1D
title String % b
description String & ik
expiryDate String o BHROHRNAEEN 0, BEKARE

3K,
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v 1 W% 4 R G TR T R M V2. 1. 4

BNy, MU IE R
callBackUrl String & (=] 1) b b
requireQrCode String 5 T gEn, HEEEAN Y. N
PA A A
plainFileStr String = 0fd At base64 i
coordinateSealRulel | OfdCoordinat | & AL AARR N, A FERS 44 T AL, T
nfo eSealRulelnf o 0 AREAE FEH B LR
keyWordsSealRuleInfo —i%—
keyWordsSealRuleInf | OfdKeyWordsS | & RN (PR B LR
0 ealRulelnfo 5 U B ) , A
coordinateSealRulelnfo ik —
sealWidth Float = BB AR KNG
sealHeight Float =& PR INE
waterMarksOfEffects | SealSignOfdW | 75 VI CINCRY S -8 '& LS R 1D
aterMarkInfo
requireTss String % p N S A [EF S 2N
Y 8 N
W% %2 4 = %, & 1t
notes String & getSignResult Fll =] 4 1 JEAE
R [A]
SealSignOfdWaterMarkInfo % G40
B R =y WIE BRINME iR
type int % 1 TKERZEAY
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By [F1 2544 ZR G0 1R 55 i P 11 A T V2. 1. 4

1, XF

2, By
content String = KENN 2

78 Base64 gt ¥ B A

TR
fontSize int = 18 FARKAN
fontColor String 5 #808080 B, ERIAKE
positionX int %5 300 X sARFRME
positionY int %5 400 Y sSARBRME
rotation int %5 0 Jies
percent int 5 100 YR
fillOpacity float 7 1.0 HIEiE
pageNum int g 1 WE KNI
dateTimePattern String & s [E] A% =X

0fdCoordinateSealRuleInfo ¥R ZSE U1 |

BAEVMESHE, left, right, top, bottom [HRAE MO olx, v) ML E, WHE:

N
X

(0.0)

N
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® BSAE

v 1 PrEZE A R - AR S5 v U WA T4t V2. 1.4
B e iy Yyl BiBg

top int 4 Akt top ENEE R TITIX A B pt

right int i ArpR right ENEEE R A XA E pt

bottom int = A AT bottom B E B F R IX 384 B pt

left int 7 Akt left EDEE I A2 IXIRA B pt

pageNo int i 2 UG

OfdKeyWordsSealRulelInfo ¥ RS :

FB vt} WA Ui EH
keyWord String & Jehg
relativePosition Int & KT EKE®GBMNE:
1——CENTER,
2——BOTTOM,
3—RIGHT
ERSEDA=R

7 #F CENTER. RIGHT. BOTTOM

searchMode Int & KT 0,1,2
KR -
0 ALL &%
1 DESC fRFF&#
2 ASC  IFJF
keywordNum Int %5 KegrrGl, FBILNRET,
offsetX Float & KA =, AL pt, dEFUE

S OB T AR A X
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o

K mte s, A pt, JEUE
PR ORHE T AR Y

offsetY Float

® FRRH:

“appld”: “APP 7B3F36A14E99410A80B37AEF332E3247”,

“userId”: 751627394e66c1f764d6211d5aab4cdc09026a7b4509291c4834b179ad90389f0”,
“description”: “HiiR”,

“expiryDate”: 714407,

"requireQrCode”: "N”,

“transId”: 712317,

“plainFileStr”:
” JVBER1 0xL jUNJeL jZOMNC jMx IDAgb2 JqDTw8LOxpbmVhem16ZWQgMSOMIDEwWMz g2M1i 9P TDMzL.OUg0TgOMTg
vTiAxL1QgMTAzNTU3L0ggWyAOOgNOBU4BtgFbtcstOFm7qgQnAVuOqOawGdikXeWC jdolv4zVBuOa JFgPrMP
xtTi3B1itXR7BKhxfCawAlgONQ. ... ... EWzxGRTZCMzcxNkMzMDI3NzQxOTdGMERDQTZDOERFEN jAORT48ME
UONzUzN jT12MUMOOUEOMzgbMTQ1RUVDRTEAR jVGQUI+XS9 JbmZv IDMwIDAgUi9MZW5ndGggNTAvUm9vdCAzMi
AwIFIvU216ZSAzMS9UeXB1L1hSZWYvV1sxIDMgMV0+PnNOcmVhbQOKaN51YgAB JkbGhi1GJiCDCUQKmIBIx j
AwGQCU/Z9TDWIDeQNPMrOCKkYWMAAEGA JwuBUUNCmVuZHNOcmVhbQ11bmRvYmoNc3RhenR4ecmVmDQoxMTYNCi

UTRU9GDQo=",

"waterMarksOfEffects”: [

//type//: //2//’

“content” :

” 1 VBORWOKGgoAAAANSUhEUgAAADTAAAAYCAYAAACACK7ThAAAB9k 1 EQVR42u2XsUvDQBTGQy 1 FRIRQHBykmxRxc
C1FRESQDkVEXDsWpHROERER6eLgICTFKU6114gUcSg4iLgXB/E/cHAXcRD19+AK j3CHvktSUc jB j+Qu9I+7y3b1l
3eXGepCR1tMVznF1wBagWNEHDMO6810421gbfBS JEIWQST IWwOwt3hue 74 JDVV8AZzcfaXPBNYSUhZCKCk Jbhe
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@ WFUE
O] 1 WIS  RG - BR S S D T M V2. 1.4

Qa8gyPWIkY7yepl18CCcLws6sQhBvwWQ1ghRfU7TAJ6t3QJfVHOFuyB jLwBsgEkK+aoi JHfABbk IMkBCOpQYvh+s

S6LFnJWp jz60+252hPVObIdR5PIprqV27ZAuwHbAwXc 1CUbysG+bOTIruWWumOQAgF+YFwMcbY/T7FC71SLE Jwv
wnONCvYBk8mIWosCuh jsCg4wunFW2CabATCrYRsgBtNvzo/ JgOEzKnvwoxyU9cwbw301aC8cAethJTDCpG4k jo
0GgAS4s j/MOK2wIvudK JMgNw6biF9 jTI3BK5VGBITZPOgaa+p j6dnEhMm2 IN2pCk 19gxhLhr 7Lk IWYiUkD4qgaf
nSypCK61u8JiSvXilsISIVKKbNf1VZk1P21RIg61gf5WeVWiD/XYpQdTYBKhaxS/LDBKgIbctVTladRCtIelY/
VGv1YWdrsSb7EPpsiJZBgKvmdTco/KD/uPb jehh7PrAAAAABJRUSETrk Jggg==",

"keyWord”: "7 (F&E) 7

"dateTimePattern”: “yyyy-MM-dd HH:mm:ss”,

//keyWOrd// : ” w\ ‘F}EEY”

1,

"keyWordsSealRuleInfo”: {
"keyWord”: "H 7 (#F&E) 7,
“relativePosition”: ”3”

b,
"sealWidth”: 150,
"sealHeight”: 120,
"requireQrCode”: "Y”,
"requireTss”: "N” ,

“version”: 72.1.4”
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® BT

b 4 ?'1 IS 4 R S MR L A V2. 1. 4
=AY by} x| Vi B

signDatald String % LA K id

qrCode String i AT =4 4 U AR N

cert String & e+

® i SR
{
“status”: 200,
"message”: “SUCCESS”,
“data”: {
"signDatald”: ”SD e7841451-8ba2-48ce—b4ef-5a7ddcf0fb86”,
"qrCode”:
7{\”1d\”:\”APP_E39718EFFD514DB293F934E649B747A9\”, \”sUr1\”:\"https://newco
ss—dev. isignet. cn:10201/coss/mobile/v1/getServiceInfo\”, \"o\”: \”KHEODgQEUH
0QY3VnKGRrZF5EUENtC1 JQCmBnazMKXQdGJVQdBF16NzczCUADEHgEEhOa0So jNU1KRyE JdX4T

FG81NiTcGQocYggSABZ9cS4=\", \"cv\”:\"2.0\"}”

E: AHOURE O FBIFRITE, MRESHMNT:

"status”: 200,
"message”: “SUCCESS”,
“data”: |
“qrcode”:  “KHEODgQEUHoQY3VnKWZqaVIGVkVtV1YACmBnYWILXQRGcAQAVQh+MjB1XEKEQnIK
Fh0a0So jNU1KRyEJdX4TFG81NiIcGQocYggSABZ9cS4=",
"verifyld”: ”SD d5990637-ef12-422d-a406-d03ac539a028”
}
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@ BV

v el 71/ 44 255 S S L 0 A V2. 1.4
1

J

o [H{AH:
{

"signJobId”: “f£55 1ID”,

"status”: "ZBHIRE,

"signResult”: "2 zEHL”

“signCert”: "H FiE”,

“composeOfd”: “& ) OFd A base64{H”,

//mSSpId//: //):ﬂ)i[ ID”

3.4.13.2  OFD Ui &4

® IThEeUiBA: H T MAEE OFD At

® iEFR#ubt: http://host:port/coss/service/vl/auto0fdSign
® ERHFR: POST

® FRSH:

FB e 3t R BN i
transld String y 5% 1D, {RfrmE—
userld String 2= 1D
title String i P it
description String & ik
plainFileStr String = 0fd At base64 s
coordinateSealRulel | OfdCoordinat | /& 2524 MARRFIN, A0 HE 244 TUE, T
nfo eSealRulelnf N 0 BRI (FEM B LR
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keyWordsSealRuleInfo —ik—
keyWordsSealRuleInf | OfdKeyWordsS | #& KT HN gl 7B LR
0 ealRulelnfo JBooouw 8 ) , il
coordinateSealRuleInfo —i&—
sealWidth Float & BT AR KNG
sealHeight Float = BT AR R INE
waterMarksOfEffects | SealSignOfdW | 75 IKED (AT A TER I
aterMarkInfo
requireTss String % 1 T A R TR, AN
Y 5i# N
saveDb boolean & EOENEIEE, BRI true.
SCHFRBIT oM, AFEE
FECRT OFD ANRATE, 0 G52 i
PIp ] AR 55 1
WRARAE, APP B TERE
signToken String & ) 3425 token, )3 B RG2S [A]
i signDatald
® iERRH:

{

“appld”: “APP_0157E810F6894BEEB4ADEC70331720557”,

"signAlgo”: “HMAC”,

“userld”: ”548a43ae04f109a2¢8c812c95673579a03afd8512d7fc85f9abdc9de7066b2at”,

“title”: TIMRZ4”,
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"requireTss”: "N,
“description”: "ZEAEIEHBER,

“transId”: "12317,

“plainFileStr”: ”JVBERiOxL jUNJeL jz9MNC jMxIDAgb2JqDTw8LOxpbmVhcml6ZWQgMSOMIDEWMzg2
Mi9PIDMzLOUgOTgOMTgvTiAxL1QgMTAZNTU3LOggWyAOOgNOBU4BtgFbtcstOFm7qgQnAVuOqOawGdikXeWC jd
0lv4zVBuOaJFgPrMPxtTi3B11itXR7BKhxfCawAlgONQ. . . . . .. EWzxGRTZCMzcxNkMzMDI3NzQxOTdGMERDQTZ
DOERFN jAORT48MEUONzUzN j I2MUMOOUEOMzgbMTQ1RUVDRTEA4R jVGQUIT+XS9 JbmZv IDMwIDAgU19MZW5ndGggN
TAvUm9vdCAzZMiAwIFIvU216ZSAzMS9UeXB1L1hSZWYvV1sx IDMgMVO+PnNOcmVhbQOKaN51YgAB JkbGhiIGJiC
DCUQKmIBIx j4wGQCU/Z9TDWIDeQNPMrOCk YWMAAEGA JwuBUUNCmVuZHNOcmVhbQ1 1bmRvYmoNc 3RhenR4cmVmD
QoxMTYNCiUIRU9GDQo=",
"keyWordsSealRuleInfo”: {
"keyWord”: "H 7 (&) 7,
“relativePosition”: ”3”

by

"waterMarksOfEffects”: [
{

“type”: 27,

“content”:
”1VBORWOKGgoAAAANSUhEUgAAADTAAAAYCAYAAACACK7ThAAABIk 1EQVR42u2XsUvDQBTGQy 1 FRIRQHBykmxRxc
C1FRESQDkVEXDsWpHROERER6eLgICIFKU6114gUcSg4iLgXB/E/cHAXcRD19+AK j3C5vktSUc jB j+Qu9I+7y3b1
3eXGepCR1tMVznF1wBagWNEHDMO681042rgbtBS JEIWQST IWwOwt3hue74 JDVV8AzzcfaXPBNYS8UhZCKCk Jbhe
Qa8gyPWIkY7yep18CCcLws6sQhBvwWQ1ghRfUTAJ6t3QJfVHOFuyB jLwBsgEkK+aoi JHFABbk 1IMkBCOpQYvh+s
S6LFnJWp jz60+25zhPVObIdR5PIprqV27ZAuwHbAwXc1CUbysG+b0IruWWum0QAgF+YFwMcbY/T7FC71SLE Jwv
wnONCvYBk8mIWosCuh jsCg4wunFW2CabATCrYRsgBtNvzo/JgOEzKnvwoxyU9cwbw301aC8cAethJTDCpG4k jo
0GqAS4s j/MOK2wIvudK JMgNw6biF9 jT93BK5VGBITZPOgaatp j6dnEhMm2 IN2pCk 19qxhLhr7LkIWYiUkD4qaf
nSypCK61u8JiSvXilsISIVKKbNf1VZk1P21RIg61gf5WeVWiD/XYpQdTYBKhaxS/LDBKgIbctVTladRCtIelY/
VGv1YWdrsSb7EPpsi JZBgKvmdTco/KD/uPb jehh7PrAAAAABJRUSETk Jgge==",

"keyWord”: "7 (FE) 7
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"dateTimePattern”: “yyyy-MM-dd HH:mm:ss”,

"keyWord”: "PA T HIEX”

1,
"sealWidth”: 150,

"sealHeight”: 120,
"signToken”: ”SD e7841451-8ba2-48ce-b4ef-5a7ddcf0fb86”,

“version”: 72.1.4”

o REZSH

FB KA T ILAR i
signDatald String 5 LTSS id
signResult String & 544 vk R
signCert String &5 e
composeOfd String 5 &35 OFD 25 &

® TR
{
“status”: 200,
"message”: “SUCCESS”,
“data”: {
"signDatald”: ”“SD 18eb25f8-3d15-4971-a60c-730c1480d837”,
”signResult”:
"MEYCIQDvcy6/WHJ+8QS1S1Jal1Q9FBabgtnboxwndyQpHBBbcaQlhAMeZ jymkozFKmIMaD2xq/
L4 JThW3g05XTmGL6SOOMz Zwr”,
"signCert”:
"MIIDAZzCCAqagAwIBAgISTATX9hLyA5saPDc8EKE20sMvMAWGCCqBHMIOVAYN1BQAWP jELMAKGA
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1UEBgwCQ04xDTALBgNVBAoMBE JKQOExDTALBgNVBAsMBE JKQOExETAPBgNVBAMMCExPQOFMUOO
yMB4XDTESMDYwNDExMDMzN1oXDT TOMDYwNDExMDMzN1owcDELMAKGA1UEBgwCQ04xDzANBgNVB
AMMBuW800S41 TFQME4GCgmS JomT81 xkAQEMQDUOOGEOMZF IMDRmMTASYT J JOGM4MT J jOTU2NzM
INz1hMDNhZmQ4NTEyZDdmYzg1Z j1hYmR jOWRINZA2NmIyYWYwWTATBgcghk jOPQIBBggqgRzPV
QGCLQNCAAQITH7W1yLLMd4honFRQJPZDAegXM7K1/0Z8 jY2wuzwTXs55 jUQZAu4CIV j6tLp6Qe
m+01v7v/mAUyM7eP j/CT5041BT jCCAUowCwYDVROPBAQDAgbAMAKGA 1UdEwQCMAAWEWYDVRO1B
AwwCgY TKwYBBQUHAwMwg YUGA 1UdHWR+MHwwOKAZ20DSGMmhOdHBZz018vY3 JsLml zaWduZXQuY24
vY3JsLOxPQOFMUOOYLOxPQOFMUOOyXzAuY3 JsMECgPqA8h jpodHRwezovL2NybChpc21nbmVOL
mNuL2NybCIMTONBTENNM i 9pbmMvTE9DQUXTTT JfaW5 jXzAuY3JsMBOGA1UdDgQWBBR1zT2DRBt
GUSINNfmDSMiICV jKvzAfBgNVHSMEGDAWgBQ78tsiTPugyfglrS+tCqf30Tpz1zBTBgNVHSAET
DBKMEgGC1igBHIbvMgYEAQEWO jA4BggrBgEFBQcCARYsaHROcHMELyY9 jemwuaXNpZ251dC5jbi9
JcHMvTEIDQUXTTTIvY3BzLmhObWwwDAY IKoEcz1UBg3UFAANJADBGA1EAZ3ueB7INEVYTsQ+wr

ckoQ+u9hilLs/C19TeaSrk+GcQCIQC/Euzxhze900FEZPQDd4PJOtUEceZCcZvu4d j9CUZ/wOw=

”
-

” compose0fd”:

"MEYCIQDvcy6,/WHJ+8QS1S1JalQ9FBabgtnboxwndyQpHBBbcaQlhAMeZ jymkozFKmiMaD2xq/

L4 JhW3g05XTmGLESO0Mz Zwr”

}

3.4.13.3  IRIF OFD BE M

® ThEeUiHA:

F T 5F OFD 2% 2

® ERMME: http://host:port/coss/service/vl/verifyOfdSeal
® iERA.: POST
® HERSH:

FB RH BB UL
plainFileStr String & FFUGAIE OFD 258 A base64 i
transld String = M55 1D, Pr¥FrE—
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® ER=H:

“appld”: ”APP_TB3F36A14E99410A80B37AEF332E3247”,

“transId”: ”51627394e66c1764d6211d5aab4cdc09026a7b4509291c4834b179ad9038910”,

“plainFileStr”:

” JVBER10xL jUNJeL jz9MNC jMxIDAgh2 JgDTw8LOxpbmVhcm16ZWQgMSOMIDEWMzg2Mi9P1/n5HZsoKBgZHZQhR

EeuYzMDAxMHgzs. . .. .. m/6H1LGCSmZFx6naQuM1HEGN8ESoLZHt 1QdmMYBJTgGwBAC1 fDtoKZW5kc 3Ry ZWEtC

mVuZG9iagolRVNTLVBERgpzdGFydHhyZWYKM jE2MTMACiU1RU9GCg=="

o REZH

FB KA R BN i
data List<{Message> | & ERATEISOIIES
® \lessage FEAIE B MNF:

FB s} T ILAR i B
statusCode String = ISUESE Regmtd, RIhiR[E 200
errInfos String [] %5 HARE R
signAlg String & G T RIS
signDate String 5
signCerts String [] 3 ZEZAET
certDNs String [] 5 IEH DN T
certSN String 5 e
base64ExtendsData | String 5 NI

% 182 ml 3t 193 1l



@ WFUIE
A 1 YRS 4 B IR v BT V2. 1. 4

timeStampDate String % S ()R 25 44 B TR
base64Seal Img String & e A

® N~

“status”: 200,
"message”: “SUCCESS”,
“data”: [

{

”statusCode”: 72007,

“signDate”: 72024-10-17 17:15:507,

“signAlg”: “SM3WithSM2”,

"base64SignValue”:
"MEQCIF8uirk4xajGUEZMVtTq9 jc0ZbA jo3dtsbrhLNoYvo05A1iBf600/KFGiGrNOs7x4hkBe joyNf j jQ8mDKz
c6qgx/AoPA==",

"base64SignerCert”:
"MIIDLTCCAtKgAwIBAgIKGnAAAAAAEOKWBDAKBggqgRzPVQGDATBwMQswCQYDVQQGEWJDT jEQMA4GA1UECAWHQ
mVpSmluZzEQMA4GA1UEBwwHQmVpSmluZzENMAsGA1UECgwEQkpDQTENMAsGA 1UECWwEQkpDQTEfMBOGA 1UEAww
WQmVpamluZyBZU1hURVNUIFNNMiBDQTAeFwOyNDEwWMTYxN jAwMDBaFwOyNTAxMTcxNTUSNT1aMB4xCzA JBgNVB
AYTAKNOMQS8wDQYDVQQDDAb1vKD1ul IwWTATBgcghk jOPQIBBggqgRzPVQGCLANCAATS juC107+X7xSD JoPcuhL
P7opW16NvLpE6gtyqlx4LZSmYmaYX JbrpudlsMd+xtS4cSO0B04+XEysa3apbbZT2Po4 IBpDCCAaAwHwYDVRO jB
BgwFoAUIxIBfHmibusP j6W1bzKC3tty2mEwHQYDVROOBBYEFC696evwAQkkpSN/F6Cq5HW4rzeZMIGecBgNVHRS
EgZQwgZEwWaBXoFWkUzBRMQswCQYDVQQGDA JDT jENMAsGA1UECgwEQkpDQTEfMBOGA 1UEAwwWQmVpamluZyBZU
ThURVNUITFNNMiBDQTESMBAGA1UEAXMJY2EXMDF jemwxMDSgMgAwhi50dHRw018vdGVzdC5iamNhLm9yZy5 jb jo
AMDAZL.2NybC9 jYTEWMWNybDEuY3 JsMB8GCigBHIbvMgIBAQ4EEQWPOTkAMDAWMTAYMDEwWODY2MCAGCGCGSAGG+
EQCBBRTR jEXMDEWMTES0DAwWMTAXMDA3WDAaBgoqgRyG7zICAQEeBAwWMC j TwM jMwMz I xMDEwDgYDVROPAQH,/BAQ
DAgbAMFAGCigBHIbvMgIBCgIEQgxANzcwYWUOMZ2F1ZTZKNGY4YTchM j JhM2ZEwWMGJ1Z jVhZDewNTEwNmUzZY jFKN

jFkOTkyN jgxYzEyMWJKNTA2MGMxMDAKBggqgRzPVQGDAQONJADBGA 1 EApD66RFO1k0L9q/eENSC/QiK6vp7vlgg
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Gyu9kEM7d1pECTQDabZygsuPY6tMOhatF980+rKgP8yh8WUkkA1 J8fYs2cA==",

"sealPositions”: [
(
{
"pageNo”: 1,

“index”: 1

——

1,

“signCertValidStart”: 72024-10-17 00:00:007,

”signCertValidEnd”: ”72025-01-17 23:59:597,

"signCertIssuer”: ”C=CN, ST=BeiJing, L=BeiJing, 0=BJCA, OU=BJCA, CN=Bei jing

YSXTEST SM2 CA”,
“certDNs”: [
”C=CN, CN=5K 1ji”
1,
“certSN”: “1A700000000010E29604”,
“certCN”: "5k,

”nn

” . ”
evidence” :

——

W

RSB

$Eixhg 15188 &iE
200 J%2h
89000001 HRSHH R
89000002 BAR R R
89000003 BENTT ID RTEAE
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89000004 PAFEENTT AP R

89000005 B UE T SR 2544 Fi R

89000006 BAERT), Togs R

89000007 JIR 55 i St

89000008 RS RS 97

89000009 TEAF 5 Hd it 225 Ak 280 2K T
89001006 IEBEY] id 5P R4 %Y id ALK
89001008 T RS EIE s U R
89001010 SEUE TSR

89001013 N PR A PIAVLES
89001014 SOURCE k¥ -AiC B 2kt i
89001015 e T % U R

89001016 p10 A= BRI

89001017 SRUE PR A 15

89001018 WEASIREA 7

89001020 EHF AR

89001021 B L baseb4 Hi iR
89001024 WEP id RAFAE

89001025 RILBARGET, TR EH R
89001026 SR P IE B RS BRI
89001027 Hodh i XA 1E 1

89001033 FREL P10 A FARIL

89001034 187 CA FELAS AL R
89001035 IEBHE 5L, EEMEHRA
89002001 B KEK RAFEAE

89002002 EKEK ANFAE

89002008 kekTd ANAFAE

89002009 B 2 v IR 55 S AR R 5 AN AFAE
89002010 Bl e AN HANEAE
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89002011 FEATIE S I

89002012 UEH A9 5 8 e A PIA LIRS
89002015 Az BIR 55 S AL B BT 1 2R K
89002016 A2 IR 55 i A H DR 2R
89002017 A2 BN B BRI
89002019 IR 55 S %5 44 R

89002020 e it e

89002021 A PIE BRI
89002022 A R G IR B AE BRI
89002023 1 55 B AL EH BRL -1 5
89002025 B PR
89003001 R 44 B SRR AR
89003002 B4 ATESS 1D iR
89003003 BT/ ARZEE

89003004 1% N\ base64 #5258
89003005 AR F 4S5 R AT
89003006 W AAFAE

89003007 BV & B ANEAE

89003008 B4 AT

89003009 AR O

89003010 2 F A AR

89003011 4 hash 2

89003012 FHABYUR T, ERRREER
89003013 AW EN = B R
89003014 e N

89003015 M RAAFAEZ I 1D
89003016 EFS PN

89003017 UEF SR

89003018 WEFS I RE A LD
89003019 LN
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89003020 Z¥-|E BASE64 ZwifiL)
89003021 UEF TR

89003022 i) SM2 254 ID 45 o=
89003023 A R RS SR

89003024 C& T A I 3%

89003025 R BA TR
89003026 U O R

89003027 AN AT AE BIARAIE
89003028 THMIEPECE crl STHF
89003029 CRL &IF 2R

89003030 IR 5 A Rk R I
89003031 TROIEF, I+ g
89003032 I HT st ) IR A RSO v A
89003033 FREL Centos AR I
89003034 SR 1d 2RI
89003035 IEFARA R

89003036 244 B e Y SRR RS
89003037 F P 44 i Ja A SRV %
89003046 I RAE AR TT A Bl 3
89003047 i I RIS BE R T FR SR R N [A]
89003049 WA AR LA
89003050 M FHLSAEAE

89003051 F PR SR 2R R AR A
89003052 EFRAE R

89003053 T8 I TR 55 e
89003054 RN (R BOIR 25 A AE S
89003055 IS TR R IR 55 AN A2 N FH S 451
89003056 I )RR 5517 SR S HOK K
89003057 IS R BRI 55 A AR A A A e
89003058 I TR 5515 SR Z 8O AL
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89003059 IS TR IR 55 725 S S A 5

89003060 NGBS, RIBERZL N EEE

89003061 I 1] B 551 K 2 4308 th 36

89003062 IR, W BT S

89003063 BZRGARIT A R EE

89004001 CAEE IR 5 R H A

89004002 M P EAEAE

89004003 H A4

89004004 H s =

89004005 W P R

89004008 SR R B 1R

89004010 S b s U =

89004011 FHL %R

89004012 F PR & 1S 4% % (ACTTVE, LOCKED, DELETE)

89004014 Lk H A R — 4

89004015 AN S B R

89004019 i FfE— 1D R

89004020 AFEAEZH A E— ID A

89004022 AFFAEIZR P ID KA P

89004023 AR ZIEHE BRI, W BT A & i 2%
7t

89004025 ENESE AN

89004026 TFJa I 38844 R

89004027 A UE P HE(E BRI

89004028 FLEL crl SCHF R

89004029 crl WM AR

89004030 TIE R B0 2 I

89004031 EVESSANR LT SN

89004032 e 25 T L T s U iR

89004033 BB R 5 L B A5 R AR
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89004034 INf R0 25 e B B B R, N AR D B AR
(true, false)

89004035 TIE 15 28 A QB A %, IE 328 A8 Q4
(=3, B, B

89004036 1 IR 25 I B U0 2R I

89004037 AL S5 H SR

89004038 AW 2544 AT 55 HdE R

89004039 il HE R HE BRI

89004040 B HERIE BRI

89004041 FH P 85 eI, UF A5 HAAN BT 5

89004042 F P AR, UE A B ] 5

89004043 Kl e R 55 A 2R e

89004044 e a IR VRN G Y N EIS TN

89004045 ARG FEAAE B STME— 1D ZRIK

89004046 AW IR 55 HE AT B IR 55 bk 2R

89004047 e R W= Nl

89004048 WIS 25 A AUE B R W

89004049 A WIE 254 (A B R

89004050 WSR-S 1D e & RN

89004051 AR ARAE TS I 0 B4 1D i B 2R IK

89004052 A Api M5 T7 Ir) LIk e B A R

89004053 AL 55 H S VAR TR C B 2R W

89004054 AR5 44 A VAR IS 1) P R T

89004055 A i KEK 2R

89004056 % KEK 2%

89004057 THEAE AL A R

89004058 FEHL 1icense STHF2RIK

89004059 BEHL license SUAHE BN

89004060 FRHL 1icense 15 B LM

89004062 AREWBNZMA id
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89004063 VA APT DI A4 11 2R I

89004064 Vi APT 5 iakde 113242 2 M (4011)

89004065 A APT St e & =

89004066 MRS5S HER, TOVRIEE RS A

89004067 RBUE B, il AL (4011)

89004069 UEFRE R T A RAELL

89005001 s S L TV

89005002 Bost Ca i ], I R R

89005003 H 5 BAEAE

89005004 P O, 15 RE R

89005005 7 RS, R RE R

89005006 P R&EEA R, WEH PR &AIED

89005007 F P 2% O ERS, BT P &R

89005008 FH P 2% ARSI EHT NSRS

89005009 P token i #

89005010 PIN H &5z

89005011 PIN AR IREOL 2, SR SS

89005012 P& AR & FTFRUETS, W EH R &I
15

89005013 R H I R

89005014 ] ID N

89005015 Pk PIN 25 iy 55

89005016 TR B 2% B E A 2RI

89005017 I IEE B PRI

89005018 IS 1) 393 U %

89005019 A P10 2RI

89005020 42 1% hash 2

89005021 ARTFJE I 2%

89005022/89005023 | W& IRASH R

89005024 ZAES BAE
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89005025 ZAESS CBUH
89005026 A AREHIE TS R
89005027 ZA B R R VPRI E (1D
89005028 Kl e W R
89005029 AR5 E
89005030 7 SN IE TR
89005031 F P S AIE C R AL
89005032 BN B 345 B AR
89005099 S B iE A —EL
5 # J FAQ
1. KT R 8544 Hh B & e 28 ]
> WOERGE : BRIA 10 44
> BAATSI R AR, BOAR RO 1440 208, SCRMENRIE R R 4320 404t
> TR RN R BARD, BRIASCRE NIYEORIN 2802 86400 FF, I 0 =2 i 2428 )i

HHRFIE], B DL R P S R 45 SRS T B D T

APP %% token B 2: BRI 30 2%, AT DLE I B T 6 IR 55 SRS e B UL N E .
. BAETE R AL 5 R )

KESEH T R 2B ASCH RSN EKHEF

1o & S5 gmtg i 8 (RS0 H UTF8 4wtid)

Rt 2 SRR OB HR TR
»e

- PR AE WA RS 2 1 B X 53 0

3.3.2 PAMRIEELHE LRI 1D A D, BRI P R

3.3.3 ALY (B B e SRS S ) B Rk 44 B S AR, OF
LT VRIS

YV V. w VYV ¥V WV V N V
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4. JAVA it+# signature TE3%

/**
* T REMIERE
* @param args
*/
public static void main(String[] args) throws Exception{
/ /%4 safeCode
String safeCode = "XTka8l02NMHOPCffiFWLE1HVAUPYCWMuU";
// Ei% json Hd, #eip &P L
String data =
"appId=APP_0157E810F6894BEEBADEC70331720557&1dNumber=110312199002085530&1idType=SF&mob
i1e=187014590128&signAlgo=HMAC&userName=ceshi&version=1.0";

String signature = genSignature(data, safeCode);
System.out.println(signature);

/**
k
* @param data _FiEEEIAIRSCEE
* @param safeCode “ZZ4hd, W DL7EE Bl 51 A N FHE BEE B, (R0t B I N FAS Bl ¢ ) $k 3
APPID Xf Vi ff) % 4xh%, Hi% safeCode. £ # APPID [Fl5E, %24 nl L5 A
* @return TFEIFERMMIZEAE signature
* @throws Exception
*/
public static String genSignature(String data, String safeCode) throws Exception{
String algo = "HmacSHA256";
SecretKeySpec signingKey = new SecretKeySpec(safeCode.getBytes(), algo);
Mac mac = Mac.getInstance(algo);
mac.init(signingKey);
return Base64.getEncoder().encodeToString(mac.doFinal(data.getBytes("UTF-8")));
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